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Introduction

Modem society is the main generator of the information environment and full 

consumer of it. Based on this fact, it can be said with certainty, that during this 

development develops, internal continuous connections and dependencies arise 

between users of the global, or separately taken, information space. Since the time 

when small groups of people began to form tribes, settlements, cities, empires, and 

ending with today, in the course of time, inside such human ones, or, in terms of the 

newest period of the development of society, within man-machine infrastructures, 

information volumes were arising, which for one or some another reasons was not 

disclosed or could not be disclosed - in other words, secrets appeared inside the 

information exchange system. Secrets, or secret information, humanity is trying to 

disguise and better hide from the enemies since the Egyptian pharaohs. The more 

rapidly the society developed, the more sophisticated the methods of controlled 

distortion of information-its encryption. Until the 19th century, all encryption was 

"manual", i.e. it was completely performed by a person's hand. With the advent of 

complex computational mechanisms and rotary machines, part of this task fell on 

mechanisms. But when powerful computers entered the life of mankind, the role of 

man in this process was reduced to a minimum and consisted in the development of 

such algorithms of new generation of encryption that would enable the information so 

transformed by using the power of computer technology that the enemy could in no 

way be able to Declassify. The complexity of methods and algorithms of encryption 

increases in direct proportion to the rapid development of the computers themselves. 

Today, a lot of algorithms which have been developed, are sufficiently capable of 

preserving the integrity and confidentiality of information, taking into account the 

modern capabilities of computing computer technology. The most popular algorithms 

in the modem information environment are symmetric algorithms - DES, 3DES, 

AES, - and asymmetric algorithms, such as RSA-1024, RSA-2048 bits. No matter 

how well the algorithms for strong data encryption were designed and implemented,
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neither of them will guarantee full information security, and this result can only be 

achieved by conjuncture of several algorithms of various types.

This direction has developed gradually and consistently, therefore the entire 

development process is a perfectly formed structured sequence of discoveries and 

innovations. Proceeding from this, we can safely say that there are very few gaps and 

shortcomings in such a direction of scientific and practical activity. But, 

unfortunately, it is impossible not to say that often people who begin to learn 

cryptology and experts working in the field of computer security, neglect information 

related to cryptographic analysis and the study of older, at first glance, irrelevant, 

algorithms. On the other hand, all new algorithms to some extent are improved, 

extended and modified versions of older, unusable algorithms. Even a cipher, 

unknown to society, obtained by combining and compiling several obsolete ciphers, 

can cause considerable difficulties for people and specialists unfamiliar with the 

structure and structure of not actual encryption algorithms.

Therefore, the purpose of this study is to create a holistic software that would 

be a powerful tool that includes both various encryption algorithms, as well as the 

ability to analyze information and manipulate encrypted data. Such software should 

provide an opportunity to work with old, no longer used ciphers, to train future 

computer security specialists in the basics of cryptology science, and with the latest 

encryption algorithms, which make it possible to encrypt the original information so 

that the enemy can not recover it.

The main objectives of this study include:

1. Analysis and implementation of actual encryption algorithms and analysis 

methods.

2. Introduction of historically known algorithms, for possible teaching 

cryptography of students and schoolchildren.

3. Develop a user-friendly interface.

4. Ensuring the integrity of the product.

5. Control of compliance of available algorithms with modern standards of their

use.
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Since modern society is rapidly developing and the amount of information it 

produces is steadily growing, the volume of classified information is also increasing. 

To ensure that the user's personal information is always a secret, he needs to at least 

get a little acquainted with the basic concepts of information security. This direction 

is already topical now, and the expediency of such a study is that such a program will 

help to easily teach students, schoolchildren and people interested in cryptography, 

not only the basics of information security, but also the more complex, topical to date 

methods of controlled distortion Information, while addressing some aspects of 
cybersecurity.
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Conclusions

In the result of writing a thesis and researching the cryptographic component of 

the information environment, a software product was developed called Cryptology 

Studio, which has a wide range of capabilities, functions and algorithms. This result 

of the study can be assessed as "excellent", because in the course of writing the work, 

not only was a large number of cryptographic algorithms implemented, but also the 

possibility of analyzing information was included. Since all algorithms and analysis 

processes are often interrelated, the Cryptology Studio program will become an 

indispensable tool for people who are trying to leam the basics of information 

security and leam how to analyze the data received after encryption and decryption. 

The scientific value of this program can be attributed not only to the presence of a 

number of known encryption, hashing and analysis algorithms, but also the 

unprecedented way to send e-mail from the program, where such a message can be 

both ordinary and encrypted, and it can be deciphered Only knowing the key and 

having the program Cryptology Studio at hand. Also, the scientific value of the 

program can be attributed to the fact that it can be used for permanent training of 

schoolchildren, students and people who want to get acquainted with the subject of 

information security. Also, methodologists, with ease, can include Cryptology Studio 

in programs, courses and teaching methods, as it represents a balanced complex of 

clear and unobtrusive interface, powerful and fast encryption algorithms, convenient 

and simple analysis methods.

This software product can be installed on any personal computer, since it 

consumes a minimum of RAM and does not burden the computer processor in any 

way. The practical value of the program is precisely the minimum consumption of 

resources, the speed of work in complex tasks and clear design. Such a product can 

be used in teaching and reading computer security subjects, both in universities and 

colleges, vocational schools, lyceums and, even, in schools.
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To start working with this program, the user only needs to install it, register if he 

wants to use all the power of the program, and enjoy. No ads, no intrusive forms and 

complex, incomprehensible design. And in return - minimalist design, high speed of 

work, completely free access, as well as integrity, simplicity.

Only power! Only security! Only Cryptology Studio!
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