B mocnennee Bpems Bce yanie ucnonb3yercs Service Cloud mus
ONTUMHU3AINH HH()OPMAIIMOHHON MOAAEPXKKU mpennpustus. [lmar-
(dopma obecrieqrBaeT MoJIb30BaTeseli aBTOMaTH3NPOBAHHBIMH OCOOCH-
HOCTSIMH, YTOOBI TIOMTH Yepe3 3ampockl Ha 00CITyKUBaHUE KIUCHTOB,
paboure mponecchl HAaPaBICHHUS ITIOTOKA, TO3BOJISET IOCTPOUTH OCHO-
By JUJISl PeaJIbHOTO pa3peuieHus mpodieM KineHrta. llpenMyriecTBoM
Service Cloud nax 1000 1pyroi margopmoil onTuMu3anuu nHpop-
MAIOHHOW MOANEPKKHU SIBISCTCS TO, YTO OHA IO3BOJSET BaM IIONY-
4aTh 3aKa3bl KJIMEHTOB ObicTpee. CepBucHas matdopma Service Cloud
MIO3BOJISICT MCIIOIH30BATh PA3IUYHBIC CEPBUCHBIC MPHIIOKEHUS, YTOOBI
OTCJICKHMBATH TPEOOBAHHS OOCIY)KMBAHUS KIHEHTOB, TEXHOJOTHYEC-
KU Iporiecc OOHOBISECTCS U KIIMEHTHI padoTaloT Yepe3 MPOLEeCCHl ca-
MooOcnyxuBanus. B ommrmunn ot CRM, unTerpanus ¢ Service Cloud
MPEIOCTaBHUT BaM BO3MOKHOCTD YIIYUIIUTh BAIllH OTHOIICHHS C KIIUCH-
TaMH TE€M CaMbIM YBEINIUTH TPUOBLTE KOMIAHHH.
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INFORMATION SECURITY ASSESSMENT

Application security testing and examination help an organization
determine whether its custom application software — for example,
Web applications —containsvulner abilitie sthatcan be exploited, and
whether the software behaves and interacts securely with its users,
other applications (such as databases), and its execution environment.
Application security can be assessed in a number of ways, ranging from
source code review to penetration testing of the implemented application.
Many application security tests subject the application to known attack
patternstypical for that application’s type. These patterns may directly
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target the application itself, or may attempt to attack indirectly by
targeting the execution environment or security infrastructure. Examples
of attack patternsare information leakage (e.g., reconnaissance, exposure
of sensitive information), authentication exploits, session management
exploits, subversion (e.g., spoofing, impersonation, command injections),
anddenial of service attacks [1, p.205].

Application security assessment should be integrated into the
software development life cycle of the application to ensure that it
is performed throughout the life cycle. For example, code reviews
can be performed as code is being implemented, ratherthanwaiting
until the entire application is ready for testing. Tests should also be
performed periodically once anapplicationhas gone into production;
when significant patches, up dates, or other modification saremade; or
when significant changes occur in the threat environment where the
applicationoperates [2, p.20].

Manyapplication security testing and examination techniques
are available. They can be divided into white box techniques, which
involve direct analysis of the application’s source code, and black
box techniques, which are performed against the application’s binary
executable without source code knowledge. Most assessments of custom
application sare performed with white box techniques, since source code
is usually available—however, these techniques cannot detect security
defects in interfaces between components, nor can they identify security
problems caused during compilation, linking, or installation-time
configuration of the application. White box techniques still tend to be
more efficient and cost-effective for finding security defects in custom
applications than black box techniques. Black box techniques should be
used primarily to assess the security of individual high-risk compiled
components; interactions between components; and interactions
between the entire application or application system with its users, other
systems, and the external environment. Black box techniques should
also be used to determine how effectively anapplication or application
system can handlethreats. Many tests use both white box and black box
techniques—this combination is known as gray box testing [3, p.22].

Application security continues to grow in importanceasattacke
rsincreasingly focus on application-laye rattacks. Because application
security assessment is a complex topic with dozens of commonly used
techniques, it is outside the scope of this publication to provide specific
information on techniques or recommendations for their use.
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