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Abstract. In this study, the authors set the goal of the study - to analyze the features of IT
project management in mobile marketing, to systematize the development models of modern web
projects and to study the possibilities of using flexible applied methodologies that formalize the
development and modification of web applications based on the use of effective methods for
managing IT projects in mobile marketing. A comparative analysis of the feature’s applicability of
IT project management methodologies and problems of their using in mobile marketing applications
are presented. The logical and structural diagram of the stages of the Mobile App Design Timeline
is proposed, which contributes to increasing the effectiveness of the implementation of information
technology projects in general.

Keywords: mobile marketing, mobile marketing IT project, flexible IT project management
methodologies, MVVP —minimum viable product.

Rezumat. in acest studiu, autorii au stabilit obiectivul studiului — sianalizeze caracteristicile
managementului proiectelor IT in marketingul mobil, sd sistematizeze modelele de dezvoltare ale
care sd formalizeze dezvoltarea si modificarea de aplicatii web bazate pe utilizarea unor metode
eficiente pentru gestionarea proiectelor IT in marketingul mobil.Este prezentata analiza comparativa
a metodologiilor de gestionare a proiectelor IT si a constrangerilor de utilizare a acestora in
aplicatiile de marketing mobil. Se propune diagrama logica si structurald a etapelor Programului de
proiectare a aplicatiilor mobile, care contribuie la cresterea eficacitatii implementdrii proiectelor de
tehnologii informationale in general.

Cuvinte-cheie: marketing mobil, marketing IT proiect IT, metodologii flexibile de gestionare
a proiectelor IT, MVP — produsviabil minim.

B JaHHOM HUCCIICa0BaHUU aBTOpaMu IIOCTaBJICHA I eiib HUCCIICO0BaHUA —
MIPOAHAIN3UPOBATHOCOOCHHOCTH  ympaBieHus  WT-mpoektamu  MOOWJIBHOTO  MapKETHHTA,
CUCTCMATHU3UPOBATL MOZACIIN PA3BUTHA COBPCMCHHBIX Be6-Hp0€KTOB U U3Yy4YUTH BO3MOXHOCTU
WCIOJIb30BaHUsl TMOKUX MPUKIAIHBIX METOIO0JIOTUH, (HOPMATU3YIOMIMX IMPOLECCHl Pa3pabOTKH U
MoU(UKAIMK BeO-TIPUIIOKEHUI Ha OCHOBE MpUMeHeHHs 3(h(heKTUBHBIX MeTOo10B ynpasienus UT-
IMPOCKTaMH1 MOOMIEHOT'O MapKCTHUHTA. 21)15[ JOCTUXCHUA 3TOH eI HUCCICAOBaHUA aBTOPbI
HUCITIOJIB30BaJIn TCOPCTI/I‘ICCKI/Iﬁ u KOHI.[CHTyaJIBHBIﬁ aHaJInu3, HU3yunjin CYHICCTBYIOIUC
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sMIUpHUYecKue O0a3bl JTaHHBIX phIHKA MOOMJIBHBIX mpuiiokeHuid B PecnyOnmke Mongosa u
YkpauHbl. ABTOpaMH OBbUTM BBIACNEHBI KPUTUYECKHE MPOOJIEMBI WCIOIb30BAaHUS T'HOKHX
Meronosoruii B UT-mpoektax MoOmIIbHOTO MapkeTuHra. [IpoBeneHHBIH CpaBHHUTEIBbHBIA aHAN3
MPUMEHUMOCTH JIaHHOUW MeToosiorun yrnpasieHus UT-npoekramu u mpoOiieM UX UCIIOIb30BAHUS B
MPWIOKEHUAX I MOOHJIBHOTO MAapKETHHIa, IO3BOJIMI aBTOpPaM IPEAOKUTHIOTHUECKYIO
CTPYKTYPHYIO CXEMYy OJTamoB pa3pabOTKW MOOWIBHBIX MPHJIOKCHUN, NPUMEHEHUE KOTOpPOM
CHOCOOCTBYET MOBBILIECHUIO 3(PPEKTUBHOCTH pean3aluu MPOEeKTOB B chepe HHPOpPMALIMOHHBIX
TEXHOJIOTHH B LIEJIOM.

KuroueBbie c¢j10Ba: MOOWIJIBHBI MapKETHHT, MOOWJIBHBIN MapkeTuHr, UT-npoekT, rudkue
Metoonioruu ynpasieaust UT-npoekramu, MVP —MUHUMATBHO KU3HECTIOCOOHBIN MPOIYKT.

INTRODUCTION

Statement of the problem in general form and it’s connection with important scientific
or practical tasks. The use of certain marketing concepts in enterprises is mainly due to the
characteristics and trends of the market. In the process of market transformation, the marketing
approach to it is changing. One of the global modern trends in digital marketing is the steady
growth of mobile traffic, which is associated with both an increase in the number of mobile users,
mobile Internet connections, mobile communications, and an increase in the speed of data
transmission on mobile networks.

The average annual growth rate of mobile traffic over the next five years will be 60-70%.
Mobile devices will generate more than 90 percent of traffic in 2020. In 2019, over two-thirds of
Ukrainians and Moldovansare connected to the Internet, most of them using mobile devices to
access the Internet (Douglas 2019). Today, mobile marketing is the preferred method of digital
marketing — aset of promotions, events and campaigns carried out via mobile devices via SMS
(Short Message Service) to promote goods and services (Danilenko2014:174).

With the transition to the mobile marketing model, the processes of adapting and modifying
the new functionality of web applications are accelerated, which requires the use of effective and
adequate technologies for managing mobile marketing IT projects (creation of web applications for
use with mobile devices). Reducing the timing of such projects, increasing the requirements of
usability and the need for dynamic improvement of the quality assurance functionality requires
formalizing the processes of web application development and modification based on the
application of effective methods of managing mobile marketing IT projects.

SCIENTIFIC APPROACH AND LITERATURE REVIEW

The classic definition of the American Marketing Association: "Marketing - function of the
organization, which includes a set of processes for creating, promoting and the supply of consumer
values through the management of customer relations, as a result of which the organization bears
risks and benefits". Research on digital transformation of marketing; places of digital marketing in
modern conditions of social development; features of digital marketing as a modern tool of
communication management with consumers; components and tools of digital marketing are
dedicated to the work of many domestic and foreign scientists: Oklander M. (2017), Oklander T.,
Yashkina O., Pedko I. (2018), Danilenko M. (2014), Gritsenko S. (2017), Ruban V. (2017),
Shafalyuk O. (2017), Kwilinski A., Trushkina N. (2017), Kotler F. (2018), Kaplan A. (2012),
Jeffrey M. (2018), Lengard I. (2017).

The analysis of the essence, prospects, methods, features and tendencies of the development
of mobile marketing in the world and in Ukraine was carried out in the works of Mazurenko V.P.,
Matviienko N. (2011), Marchuk O. (2018), Romanenko O. (2015), Yatsyuk D. (2015). The issue of
IT-project management at the theoretical level is considered in the works of Bourque P., Fairley
R.E(2014), Fatrell R., Donald Schafer F., Larman K., Cohn M., Cobb G. (2016), developed plenty
of standard methodologies for process manufacturing software: 1SO9001, 1SO12207, 1SO15504,
CMM (Capability Maturity Model), MSF (Microsoft Solution Framework), RUP (Rational Unified
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Process) SCRUM, XP (eXtremal Programming), Crystal Clear, ASD (Adaptive Software
Development), Agile (2018:68).

The author Bhalla (2011) proved that the marketing strategy should focus on strengthening
the interaction between seller and consumer. However, the researchers did not identify areas for
monetization of the proposed solutions. The authors lliashenco, Ivanova (2015) emphasized the
importance of operational transactional interaction in real time. Systematized the main methods and
tools of digital marketing, the specifics of their application. But digital marketing tools are rapidly
being upgraded and the results of such research need to be developed. The research study of
Oklander, Oklander, Yashkina (2018) contains an analysis of current trends in marketing research
in the Internet environment.

Analysis of the literature on the comparison of technological innovations of digital marketing
in terms of improving their effectiveness shows that, first, the research is fragmentary and does not
show the system of their latest most effective tools, does not show their strengths and weaknesses.
Secondly, although the issue of mobile marketing is being reprinted in research, not enough
attention is paid to the strategies of its monetization. Third, in the presence of multivariate models
of affiliate marketing development, their systematization and characteristics of each model are not
proposed. Thus, to develop effective marketing strategies in the digital economy there is a need to
improve the theoretical foundations of the use of innovative digital marketing tools, develop
recommendations for effective strategies for their monetization and the formation of affiliate
marketing models.

Highlighting the previously unresolved parts of the general problem to which the article
is devoted. However, all attempts of formalization have failed, uniqueness of mobile marketing IT
projects highlights the issue of choice of methods, practices and rules of lowering project risks.

Formulation of the purpose of the article (statement of the problem). The purpose of this
study is to analyze the features of mobile marketing IT project management, systematize the
development models of modern web projects, highlight critical problems of using flexible
methodologies in mobile marketing IT projects, and develop recommendations for overcoming
them.

DATA SOURCES AND USED METHODS

Mobile applications are one of the most successful and promising marketing channels to date.
According to Gartner, more than 10 billion mobile devices are registered in the world in 2019,
including 1.7 billion machine-to-machine (M2M) connections. The number of mobile users has
grown from 4.3 billion in 2012 to 5.3 billion in 2019. The current annual growth rate is 2.4%. The
average mobile data rate has increased more than 7 times since 2012(Gartner Special Report2020).

The highest Internet speed in the world is in South Korea, 95.1 mbps, and within a year this
figure grew by 120%. In 2019, this country was the first in the world to launch 5G high-speed
Internet. In second place in speed — Qatar (69.1 mbps), in third — Norway (68 mbps). The average
speed of mobile Internet in the world is 29.5 mbps. Global mobile traffic in 2019 increased by
30.6% compared to 2017, and in the desktop segment it dipped by 3.3%.70% of searches come
from mobile devices, up to 30% of visitors go to sites and leave orders from mobile devices, the
average user spends at least 87 hours on performing Internet search activities (Digital Marketing by
the Numbers:2020).

The country with the highest prevalence of smartphones was South Korea — 94% of adults use
smartphones and 6% use phones. In second place is Israel with smartphone prevalence of 83%, in
third place is Australia with 82%. The United States is in eighth place with 77%(Jomer 2020).

Smartphone sales in the EU and app downloads have increased exponentially over the past
years and already over half of Internet access is via mobile devices — and it’s still growing.
Moreover, most mobile Internet usage is through apps rather than web browsers [11]. The
increasing adoption of smartphones and tablets is driving the growing demand for mobile
applications. European spending on mobile applications (including user spending and advertising),
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totaled €6.1 billion in 2013 and by 2018 — grow to €18.7 billion — so a more than 3-fold increase in
just 5 years’ time (EU Export Explorer on IT Services 2016).

Android is the leading operating system for mobile devices in Europe. Other mobile operating
systems include Apple’s iOS (running only on iPads, iPhones and the Apple Watch) and Windows
(unlike Google and Apple, Microsoft has only one OS for desktop computers, laptops, tablets and
phones). Demand for cross-platform mobile applications is growing (GEN2 Standard 2016).

The market for mobile applications is changing rapidly. New technological trends are
emerging continuously, offering new opportunities for mobile applications. As a result of all these
developments big data environments are growing fast and are becoming more complex and
dynamic, which results in poor usability and reduced control over applications. There is thus an
increasing demand for mobile applications that analyze data that is available to companies, or that
makes collection and use of this data possible.

European companies prefer to outsource services to providers within the same country
(onshoring). When outsourcing to foreign service providers, nearshore locations are preferred to
offshore locations, due to their proximity, language and cultural similarities and little or no time
difference. Popular nearshore destinations are for example Bulgaria, Poland, Lithuania and
Romania. This may be an opportunity for Ukrainian and Moldovan IT Service providers (GEN2
Standard 2016).

Government of the Republic of Moldova approved Strategy for the Development of the
Information Technology and Ecosystem Industry for Digital Innovation for 2018-2023. The
development of these documents was the base for the growth of IT technologies: the volume of IT
services exports in 2011-2016 increased by an average of 10.6% per annum in Moldova, amounting
to $79.2 million in 2016, and the share of such services in the total services exports increased from
5.6% in 2011 to 8.9% in 2016(IT Sector Strategic Roadmap for Moldova 2020).

The Western Europe with the share of 45% of the total volume dominates the sales markets in
the structure of the Moldovan export of IT services, followed by America (USA, Canada) with a
21% share and Central and Eastern Europe with a share of 18%. According to the type of services
provided in the ICT sector, 70% of Moldovan companies' exports are IT services, followed by R &
D services/ engineering services with a 15% share and BPO services (Business Process
Outsourcing) with a 10% share. In turn, 70% of the IT services exports relate to application
development and testing, while setting up and supporting applications generates about 14% of these
services.

At the same time, it should be noted that large volumes of export of IT services are not
reflected in the official external balance sheet, since the work is carried out by freelancers, who
working individually in the international companies. Moldova was featured in the Bloomberg
Innovation Index and made it into Top 10 Global Innovation Index (GIl) economies in mobile App
development (Table 1). Apps represent global commerce in completely digital goods, therefore
provide insight into how innovation, production, and trade of digitized products and services are
evolving in an increasingly globalized digital economy (Gl 2020).

Table 1. Top 10 GII economics in mobile creation

Countries % Place
Cyprus 100.00 1
Finland 66.11 2
Lithuania 63.35 3
Israel 59.41 4
Estonia 52.44 5
Sweden 50.17 6
Denmark 49.65 7
Korea, Republic of 48.88 8
Moldova, Republic of 45.90 9
Hong Kong (China 44.50 10

Source: [GI11 2020]
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Out of 70% of IT services application development and testing services formed 69% of the
share, application customization and support 14% (Figure 1). IT services export are focused on web
and mobility app development and include focus on languages such as NET, Enterprise Java, C,
C++, C#, PHP, Sitecore CMS, 10S, Oracle DB and Cisco networks. Moldova has a relatively high
level of Internet penetration. In 2012, Moldova was significantly behind in this indicator and
occupied only 37th place in Europe. But in recent years, the country has shown accelerated growth.
In 2016, the number of people over 6 years of age using the Internet was 71%, compared with 63%
in 2015. In 2017, the number of mobile telephony service users who used 4G mobile Internet via
smartphones increased by 45.8%.

Management quality

R&D Engineering Insurance Managed infra Other services

services 5% . services 8%
15% Consulting 4%
5%
BPO Services A
10% App_llca_tlon
castomisation and

support
14%

Figure 1. IT services export
Source: [IT Sector Strategic Roadmap for Moldova2020].

The volume of traffic generated by mobile Internet users via smartphones in 2018 increased
by 64.2%. As a result of such dynamics, the penetration rate of mobile Internet access services per
100 residents in 2019 increased by 14.3 percentage points and amounted to 82.7%.

Similar global trends are observed in Ukraine. The use of the second and third screens is
growing, people are using several mobile devices at the same time. In 2019, the number of
Ukrainians in the network amounted to almost 23 million, or 71% of the population, against 63% of
the population in 2018. 66% of Ukrainian Internet users use mobile devices. 76.2% of mobile
Internet users access the network via Android, 22.5% through Apple devices (Digitalreport2019).

Increasing importance of mobile traffic requires a change in approach to the development of
modern web-projects with a focus on improving usability based on the principles of ergonomics and
customer-centricity. The issue of web application development, adapted for use with mobile
devices, is critical in digital marketing. Mobile versions have a number of features that must be
considered to ensure high usability. Ergonomics means fitness for use, availability of conditions and
pre-conditions for easy, enjoyable, non-burdening use.

Improper model selection causes the site to lose a large share of the market. To provide the
most user-friendly interface and navigation, an adequate choice of technology is required at the
stage of designing the structure of the web-resource and program code. When choosing a
technology, consider the limitations of content minimalism requirements, the complexity of the
project, the type of device screens, mono- or multi-variant versions of web-projects, the type of
operating system that will be applied.

Mobile marketing IT project management methodologies can be divided into traditional and
flexible (iterative). Traditional — based on fairly strict planning of the project before launch and
minimal interventions after. With this approach, each subsequent phase begins after the completion
of the previous one. The traditional approach correlates with the classic project management
standard from PMI — PMBOK (PMBOK 2018). Agile Agencies are more effective in a rapidly
changing business environment. Agile methodologies encourage change at all stages. This makes
them more competitive in current realities. The use of flexible methodologies in the management of
IT projects for mobile marketing increases the manageability of the project and allows you to get an
effective return on investment; provide structure flexibility.
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Agile methodologies are based on adaptive development, focusing on people and their
interaction, rather than on processes and tools. They are characterized by flexibility, iterativeness,
adaptability. Conducive to breaking into small manageable work packages. An iterative and
incremental approach to project and product management, focused on the dynamic formation of
requirements and ensuring their implementation as a result of constant interaction within self-
organizing working groups consisting of specialists of various profiles. A working product is more
important than comprehensive documentation; cooperation with the customer is more important
than agreement on the terms of the contract; readiness for change is more important than following
the original plan. Suitable for open end projects.

The share of Agile projects in the total array is steadily increasing (from 9% in 2010 to 25%
in 2019), while traditional approaches are losing popularity, which is particularly noticeable in
application development (COBB 2016:115). Among the methods based on the ideas of Agile, the
most popular are Scrum and Kanban.

Kanban (Toyota, 1953) a development management method that implements the principle on
time and contributes to an even distribution of workload between employees. The product
increment is passed forward from stage to stage, and at the end, an element ready for delivery is
obtained. Accurate calculation of the load on the team, the correct placement of constraints and
focus on continuous improvement. The main task of Kanban is to reduce the amount of “work
currently in progress”. In Kanban, estimates of the deadlines for the task are optional or none at all.
Kanban is a tool for visualizing the process and limiting the execution of the simultaneous number
of tasks, but it alone is not enough for a successful project. Suitable for fairly cohesive teams with
good communication.

Scrum is the most structured of the Agile family, combines the elements of the classical
process and the ideas of a flexible approach to project management. Scrum is a set of principles on
which the development process is built, which allows to provide a product to a customer in hard-
fixed and short-term iterations, called sprints. The scrum methodology is aimed at interacting with
the customer, and despite the fact that the development team decides what tasks it will perform
during one iteration, there is a leader (scrum master) in this methodology who monitors the process.
Using this methodology makes it possible to identify and eliminate deviations from the desired
result at earlier stages of software product development.

Table 2 shows a comparative analysis of the features and areas of applicability of flexible
methodologies for managing mobile marketing IT projects.

Table 2. Analysis of the application of IT project management methods in the company

Method

Features

Usage in projects

Micro-
management

Problems regarding involving the team in the
development process;
internal security threat (project, information, staff).

The number of people in the
project does not exceed 10.
Leadership lacks delegation skills
or is reluctant to delegate.

Kanban
boards

Just in time (JIT) principle.

Helps to identify bottlenecks in the project.

A visual solution that involves prioritizing.
Panoramic view of the project. Provides business
opportunity to be reactive to customer needs. It's
hard to combine testing and development in one
team.

Task-oriented.

High volume of tasks.

The requirements are constantly
changing.

Many tasks may be out of date
and get “demoted”.

Scrum

Aims for interaction with the customer. More
communications. The beginning of the sprint is
accompanied by planning: analysis and evaluation
of tasks. Weekly mandatory stand-ups. After the
sprint, a retrospective is held.

As a result, all communications (meetings,
workshop, sprint retrospective, etc.) take about 30%
of the time.

Team-oriented.

Projects with flexible workflow
algorithm, uncertainties, variable
requirements, inability to
determine the time limits of tasks
in advance. Quick launch of the
project with the most priority
functions.

Source: Elaborated by the authors.
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When using flexible methodologies in mobile marketing IT projects, it is necessary to take
into account a number of critical problems associated with determining the target market, designing,
prototyping, organizing teamwork, and choosing the MVP functionality (minimum viable product).
Underestimating the importance of these issues leads to the fact that only 29 out of 100 IT mobile
marketing projects reach the stage of successful implementation (Chaikovska, Chaykovskyy
2018:68). To evaluate the applicability of Kanban and Scrum, a mobile marketing IT project was
modeled. Despite the fact that the baseline duration of a project modeled using the Scrum
methodology is the same as the duration of a project implemented using Kanban, the variance in
both the duration and cost of a project modeled using the Scrum methodology is much less than in
Kanban with an obvious gain in product quality.

Table 3. Comparison of Scrum and Kanban by criteria

Criteria Scrum Kanban
Evaluation of terms + -
Long-term planning + -
Roles + -
Changes after scheduling - +
Technical task + -
Quick reaction - +
Narrow specialization in the team + -
Daily meetings + +

The division of tasks into several stages + -

Source: Elaborated by the authors using COBB G (2016).

The basis of flexible IT project management methodologies is a retrospective. However, there
are various approaches to conducting a retrospective, to choosing a model and an algorithm for its
implementation. According to the cascade model, a retrospective should be carried out in the late
stages of an IT project. An alternative approach recommended in benchmarking is the continuous
retrospective of an IT project. The main feature of this approach is the departure from a phased
model to a spiral one, with daily milestones (“stand-up” assemblies) (Chaikovska:57). Continuous
retrospective is implemented by the following activities: visualization of the problem, development
of a business process model for its implementation, analysis of alternative options for its operational
resolution.

CONCLUSIONS AND PROSPECTS FOR FURTHER DEVELOPMENTS

Mobile marketing is constantly evolving. In a world where people read their correspondence,
socialize and search for different information through mobile devices, businesses need new
marketing strategies and tools, new approaches to managing. Applying these flexible approaches
will encourage customers using mobile services to visit the site. It will contribute to creating
applications that provide unigue usability content, and among other things, digital presence.

One of the main tasks that directly affect the effectiveness of software development is
choosing a model for the development process. There is no single optimal choice. The model may
vary depending on the scale, novelty and criticality of the project, distribution of participants,
customer requirements. Today, the traditional approach to managing IT projects is having
considerable difficulties when project requirements can change at almost any stage, as it is
necessary to respond to the rapidly changing environment.

These are exactly the challenges inherent to mobile marketing IT projects. Flexible
methodologies have their own challenges. It is important to perceive them as “challenges” and not
advantages or disadvantages. Micromanagement and Kanban are good for small business website
projects that don't take much time to plan. Scrum is suitable for a large project (3 months in
duration) that has full specification and requirements before development begins.

In this case, the team can easily draw up a detailed development plan and split the whole
process into a sprint. Implementing Scrum and switching to flexible methodologies takes time and
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effort Flexible team goes through the stages of formation, conflict, normalization, and cooperation.
Productive work is only possible at the last stage, at which point the manager needs to help and
support the team.

The transition to flexible methodologies involves a dramatic change in the tasks and methods
of executives' work. The leadership style of the manager should focus on delegation, virtually all
authority is transferred to the team, and the task of the manager is to teach them to act
independently, to organize and support the work process.

The underlying complexity of using flexible methodologies is that it is not just a change in the
work process, it is also a change of mindset: working together to achieve a goal that determines the
direction of further research. These recommendations will have a practical approach for IT
companies of the Republic of Moldova and Ukraine.
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RISCURILE DE SECURITATE A INSTRUMENTULUI DE SEMNARE
ELECTRONICA SI DE IDENTIFICARE iN SISTEMELE INF ORMATIONALE

SECURITY RISKS OF THE ELECTRONIC SIGNING INSTRUMENTAND
IDENTIFICATION IN INFORMATION SYSTEMS

Chirtoaca Mariana
Doctoranda ASEM
mariana.chirtoaca@inbox.ru

Rezumat. Sistemele informationale de stat, prin intermediul cdrora autoritdtile/institutiile
publice presteaza diverse servicii, impun in mod direct detinerea instrumentului de identificare a
persoanei in lumea virtuald si de semnare electronicd a documentelor intocmite in cadrul acestora.
Pornind de la necesitatea obtinerii semnaturii electronice pentru utilizarea serviciilor electronice de
catre mediul de afaceri, dar si de cétre persoanele fizice, cetdtenii Republicii Moldova devin titulari
al unui instrument care deschide portile de acces catre o multitudine de date personale si
confidentiale ale persoanei juridice si de semnare, practic, a oricarui tip de document in calitatea sa
de persoana fizica sau persoana juridicd. Riscurile la care se supun titularii semnaturii electronice in
utilizarea neconformd a instrumentului de semnare reprezintd un subiect care ar depasi cu mult
materialul respectiv si ar presupune un plan de actiuni din partea autoritatilor publice pentru
minimizarea acestora.

Cuvinte cheie: Semnatura electronica, certificat al cheii publice si private, sisteme
informationale, administrator, conducdtor, persoana juridica, persoana fizica.

Abstract.State information systems, through which public authorities/institutions provide
various services, directly require the possession of the tool to identify the person in the virtual world
and to electronically sign the documents prepared within them. Starting from the need to obtain the
electronic signature for the use of electronic services by the business environment, but also by
individuals, the citizens of the Republic of Moldova become holders of an instrument that opens the
doors to access a multitude of personal and confidential data of the legal entity and to sign,
practically, any type of document in its capacity as a natural or legal person. The risks to the holders
of electronic signatures in the improper use of the signature tool are a subject that would go far
beyond the material in question and would require a plan of action by public authorities to minimize
them.

Key words: Electronic signature, public and private key certificate, information systems,
administrator, manager, legal entity, citizen.

Introducere. Circulatia documentelor electronice in Republica Moldova a avansat
semnificativ in ultimii ani, in special incepand cu perioada de restrictii impuse pentru protectia
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