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AHOTALIS

Mertoro po60oTH € po3poOKa Ta CTBOPEHHS MPOTOTUITY CUCTEMU JJIsSl B3a€MO/I11
KOpUCTyBauya 3 OJIOKYEHMHOM uyepe3 cydacHUuil  MeceHkep. /[ns doro Oys
MPOBEJCHUI aHaji3 ICHYIYMX 1 IIMPOKO BHUKOPUCTOBYBAHMX B JaHUN Yac
MECEH/IKEPIB, Y SIKUX MOXJIMBO peajizyBaTH JaHUU MPOEKT. 30KpeMa PO3TIISIHYTI
pi3Hi cywacHi MeceHmxepu sk Telegram, WhatsApp, Viber. Okpemo Oyno
po3pobsieno Smart-Contract ajisi BUKOHaHHSI TpaH3akiliii B Mepexi OiokueiliH. B
SAKOCTI Mepexi OnokueiiH Oyno oOpano Avalanche C-Chain, nns HanucaHHS
iHTepdeiicy kopucTyBaya 0ysio oOpaHo MOBY TporpamyBaHHs JS Ta GppeiMBOpK Ha
ii ocHoBi VuelS. B pesynbrari chopMynboBaHi OCHOBHI (PYHKIIIT MPOEKTOBAHOI
cuctemu. Ha migcraBi mporo moOynoBaHa cxXeMa B3a€EMOJIi KOPHCTyBaya C
OJIOKYEHHOM Ta peali30BaHUil MporpaMHU Kox [is 1i BUKOHaHHS. [loOymoBy
CXEMHU B3a€MO/I1i KOpUCTyBaua ¢ 0JIOKUeHOM mpoBeieHo B mporpami Mermald. [{ns
3a0e3reueHHs] (PYHKIIIOHYBaHHS CUCTeMH OyJo po3poOJIEeHO Kepyrouuil Ko, 3
3aCTOCYBaHHSM cepeAoBHILa porpamyBaHHs WebStorm.

Oco0nuBICTIO pO3po0JeHOI € Te, MmO IS B3aeModill 3 OJOKUYEHHOM
KOpUCTYBaueBl HE MOTpiOeH Opay3ep Ta 3Haxoautu Web iHTepdeiic, a 1ocTaTHBO
CKOPHUCTYBATHCSI MECEH)KEPOM Ta OJpa3y IMOYaTH B3AEMOIISATHU 3 OJIOKUYEHHOM.

Kitouosi cinoBa: biokueitn, Telegram, Smart-Contract, JS, neuenrpanizanis



ANNOTATION

The aim of the work is to develop and create a prototype system for user
interaction with the blockchain through a modern messenger. For what was the
analysis of existing and widely used currently used messengers in which it is
possible to implement this project. Separately, Smart-Contract was developed to
perform transactions on the blockchain network. As a result, the main functions of
the projected system are formulated. The construction of a user interaction scheme
with the blockchain was carried out in the Mermald program. To ensure the
functioning of the system, a control code was developed using the WebStorm
programming environment.

The peculiarity of the developed one is that in order to interact with the
blockchain, the user does not need a browser and find a Web interface, but it is
enough to use the messenger and immediately begin to interact with the blockchain.

Key words: Blockchain, Telegram, Smart-Contract, JS, decentralisation
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HEPEJIIK CKOPOYEHDb, YMOBHUX IIO3HAYEHD I TEPMIHIB

SC — Smart-Contract - pi3HOBUJ YroAu B (OpMi 3aKOJIOBAHUX MATEMATUUYHUX
aJITOPUTMIB, YKJIQJICHHS, 3MiHA, BUKOHAHHS 1 PO31pBaHHS SKUX MOKJIMBI JIUIIE 3
BUKOPUCTAaHHAM KOMM'IOTEpHUX Mporpam (010K4YeHH miaTtgopM) B paMKax Mepexi
[aTepHer.

JS — JavaScript - nuHamiyHa, 00'€KTHO-OpIEHTOBaHa MPOTOTHUIIHA MOBA
nporpamyBaHHsi. Peanizanist crangapty ECMAScript.

HTTP — nporokon nepeaayi JaHUX, 10 BAKOPUCTOBYETHCS B KOMI'TOTEPHUX
Mepexax. Ha3pa ckopouena Bin HyperText Transfer Protocol, mpotokon nepenaui
rineprekcToBux NokyMeHTiB. HTTP nanexuts no mpotokomniB moaeni OSI 7-ro
MPUKIIAIHOTO PIBHSI.

RPC — Buxnuk Bignanenux npoueayp (Remote procedure call) — mpotoxou,
0 J03BOJISIE Mporpami, 3alylieHld Ha OJHOMY KOMII'IOTEpPi, 3BEpPTaTUCh MO
GyHKIH (TpoLenyp) NporpaMu, 110 BUKOHY€EThCS Ha 1HIIIOMY KOMIT'HOTEp1, TOAI0HO
710 TOTO, SIK IpOTpaMa 3BEPTAETHCS 0 BIACHUX JIOKATbHUX (PYHKIIIH.

EVM — Bipryansna mamuna Ethereum — 1ie rinoOansHuil KoMI'toTep, KU
MOX€ BHKOPHUCTOBYBAaTH OyJb-fiKa JIIOJUHA 32 HEBEJIMKY KOMICIIO, sKa
BUILTAYYETHCS B eipi.

ERC20 Token — 1e momyJsipHUN cTaHAapT ISl CMAapT-KOHTPAKTIB Ha
onokueitni Ethereum. fIBnsie cob6oro HaOip mpaBumi, sIKi CHiA CHIAYBaTH PO3POOKU
KOHTPAKTY, BIJIMOBIAIIBHOTO MapaMeTpU 1 €MICiF0 HOBOTO KOPHUCTYBAJIbHUIIBKOTO
TOKEHA.

DEFI — ue HoBa (iHaHCOBa TEXHOJIOTISA, 3aCHOBaHAa Ha OE3MEUYHHX
PO3MOIIEHUX cUcTeMax OJIOKUeWH, MOAIOHMX JI0 THUX, IO BUKOPUCTOBYIOTHCS
KpuntoBantoramu. CucTeMa ycyBae KOHTPOJIb OaHKIB Ta YCTAaHOB HaJ I'POIIKUMA,
(hiHaHCOBUMHM MPOIYKTaMH Ta (IHAHCOBUMH MOCITyTaMHU.

NFT — e yHikanbH1 TOKEHU OJ0KYElHHAa, K1 03HA4al0Th MIPaBO BIACHOCTI Ha

AKTHUB.



DAPP — penentpanizoBaHl CepBEp-KIIEHTCHbKI JOJATKH, SKI MPAIIOIOTh Y
JEUEHTpaIi30BaHUX cUcTeMax Ha 3pa3ok Ethereum

APR — PiyHa BiACOTKOBa CTaBKa BIIHOCHUTBCS JIO PIYHUX BIJICOTKIB,
OTPUMAaHUX BIJI CYMH, SIKa CTITYETHCS 3 TMO3UYAIBHUKIB a00 BUILIAYYETHCS
iuBecTtopaMm. APR BupaxkaeTbcs y BIICOTKAX, KWW MpecTaBisie (aKTUUHY PIUHY
BapTICTh KOIITIB MPOTSITOM TEPMIHY KpeAuTy abo A0XO01y, OTPUMAHOrO BiJ
1HBECTHIIIH.

Maiinep — Ilporpamma s reHepanuu (MalHMHTa) KPUIITOBAIIOTHI Ta
00poOKHU TpaH3aKIIiil.

Tpanzakuiss — (TpaHcakiisi) e 3I1HCHEHHS 3aKIHYEHUX 1 CTOCOBHO
BU3HAYEHOr0 00'€KTa, 110 MEPEBOJUTH L€l 00'€KT 3 OJHOrO MOTOYHOIO CTaHy B
THIIHH.

Kpunto ramanenpr — 1e mporpama 4u 3acid, skui J03BOJsi€ 30epiraTu
KpuntoBanoTy. PI3UYHO TamMaHellb HE MICTUTh HISKUX MOHET YU TOKEHIB —
3aMICTh I[LOTO B HHOMY 30€piraroThCs CEKPEeTHI KOAM, IO Jal0Th BaM IMPaBo
KOPHUCTYBATHCS BaIlIOI0 KPUIITOBAIIOTOIO.

Solidity — o00'ekTHO-OpieHTOBaHa Ta MPEIMETHO-OPIEHTOBAHA MOBa
MporpaMyBaHHsI PO3YMHUX KOHTpakKTiB s mnatdopmu Ethereum.

Ethereum —  kpunToBamiora Ta  miargpopma  JJIE  CTBOPEHHS
neneHTpatizoBannx oniaH-cepBiciB (DAPPs) Ha 0a3i Ookuelina, 10 IpaIooTh
Ha 0a31 po3yMHUX KOHTPAKTiB. PearnizoBaHa sik €1MHa AIIEHTpaTi30BaHa BipTyajabHa
MallllHa.

WalletConnect — e BIAKpUTHI HPOTOKOJ Jisi O€3MEYHOr0 3B'SI3KY MIX

ramasisiMu Ta Dapps 3a gonomoru web3.



BCTYII

3 PO3BUTKOM Ta PO3MOBCIOIKEHHSIM TEXHOJIOT1i B CyCH1IBCTB1 3pOCTAE MOIMUT
Ha pO3MOJiJIeHEe MporpaMHe 3a0e3nedyeHHs. bokueH-TeXHOI0T1l ChOrOgH1 CTAlOTh
nenani nonyiaspHimMu. HaiiOunbin BijoMa 3aBAsku piHaHCOBIHM cdepi, TEXHOIOT IS
PO3MOIJIEHUX PEECTPIB CHOTOAHI BUKOPUCTOBYETHCA B MEJIUIIMHI, HA BUOOpax Ta B
IHIIUX pi13HUX o0nacTsaX. [le MOXKIIMBO 3aBIsKU MepeBaram, Kl 1a€ BUKOPUCTaHHS
OyiokueitHa, TakuM sSK Oe3nmeka Ta mpo3opicTb. ChOroAHI I TEXHOJIOTIS
BUKOPUCTOBYEThCA 1 B OCBITI. 30KpeMa, Jenali MOMyJspHIillla Tema BHaaui
U(PpPOBUX TUIIIOMIB, 3aCHOBAaHUX Ha OJIOKYEHHI.

VY dinancoBiii chepi € 6araTo MpUKIAAIB JJIsI BUKOPUCTAHHS OJIOKYEiiHA B
OCHOBHOMY JIJIsl IHBECTYBaHHS, TakK SIK JJaHA TEXHOJIOT1S Mae Oararo nepesar. OHi 3
KJIFOYOBUX — MEPEBIPIOBAHICTh Ta HE3MIHHICTh. OauH pa3 HanucaHuit SC He Moxke
OyTH 3MIHEHUI, a KOKEeH OaXatounii MOKe MEePEryIsiHyTH HOro BUXITHUNA KO, 1100
NEPEeKOHATUCS Kl caMme Ail MOXYTh OyTH BUKOHAHI 3aBISKHM HbOMY. A L€ nae
nepeBary B TOMY, IO BCI IMPOIHBECTOBAaHI KOIITH OYIyTh BUKOPUCTaHI SIK
nependavanocs kopuctyBadeM. s iporo Hemae notpedu He aoBipsaTu SC, Tak K
OJIMH 1 TOM camMuii KoJ Oy/ie OTHAKOBO MPAIIOBAaTH Y BCIX KOPUCTYBauiB. JJocTaTHHO
BIIKpUTH 1HTEpEC Il KOPUCTYBaya, 100 OTpUMATH aKTyallbHY 1HQopMmarlito. Le
JI03BOJIsIE€ MIBUJIKO OTPUMYBATH aKTyallbHy Ta JOCTOBIpHY iH(MopmMmarito. Kpim Toro,
OJIOKYEHH 3aBASKA CBOIM JELEHTpati3alli YHEMOXJIMBIIOE HIAPOOKY JaHMX.
[IpyuHIMOHN, HA SKUX TPYHTYETHCS TEXHOJIOTIS PO3MOJIUIEHOTO PEECTPY, HE AAIOTh
OJHOI MOXJIMBOCTI HEMOMITHO BHUIIPABUTH JaHl KopucTyBada. lle mo3Boiise
3HAYHO 3HU3UTH PiBEHH MIaxpaicTBa B (piHAHCOBIN cepi.

[Ipomiec ctBOpeHHsT Oyab SKOrO MPOTPAMHOTO  3a0€3MEUeHHS s
BUKOPUCTAaHHS TEXHOJIOTd OJIOKUEHHY 3aJ€XHUTh BiJl BUOOPY KOHKPETHOTO THITY
OJIOKUeH Mepexx Ta MOBHM mporpamyBaHHs. Komu Bci BuUMoru 3i0paHi, MOXHa

oYaTH po3pOOJISITH CTPYKTYPY NMPOEKTY Ta MOYaTH OMUCYBATHU 1i CKIAOBI.



Mertoro poOoTH € po3po0Ka Ta CTBOPEHHS MPOTOTUITY CAUTY NIl BUKOHAHHS
TpaH3akKIiliil B Mepexki OJ0KYEHH 3a TOMOMOT00 Cy4acHOTO MECEH IKepa.

3aBIaHHSIMU pOOOTH € OIJIAA MpeAMEeTHOI o00sacti, (opMyIrOBaHHS
(YHKIIIOHATBHUX BUMOT JI0 MPOTPaMHOTro 3a0e3MeueHHs], BUOip MEPEX, CTBOPEHHS
npototuna SC mjisi peecTpyBaHHs 11 B OJIOKUEHI Ta BHOIp MeceHIKepa s
iHTerpamii, 1o 3aJ0BOJBHAIOTH C(HOPMYJIHOBAaHUM BHMOraMm, pO3poOKa Ta

HaJaro/I)KeHHs] TPOTPaMHOT0 KOJY.
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1 OIJISIA MPEAMETHOI OBJIACTI

IcHye Benuka KUIBKICTh B3a€MO/III 3 OJIOKUEHHOM B 3aJI€KHOCTI BiJ NOTPEOD,

BHUMOT 3a/1adi Ta 00paHoi OJIOKUEHH Mepexi.

O,Z[Ha 3 MOKJIMBUX NPUYIUH BUKOPUCTAHHS JAHOT'O IIPOTOTHUILY € 301JIBIIICHHS

KUIBKOCTI KOPUCTYBauiB PO3MOJAUICHUMH CUCTEMaMu Ta 3a0e3MedeHHs IS

3py4YHOIO0 KOPHUCTYBaHHS. PO3INIIHEMO NE€BHY CXE€My MPOTOTHILY B3a€EMOJli 3

pOSHOI[iJ'ICHI/IMI/I OJIOKYEHH CUCTEMaMH B Cy4aCHUX MCCCHIKCPAX.

Jns B3aemonii 3 OJIOKYEH MepekaMu 4YacTO BHUKOPUCTOBYIOTH Web

TexHoJorii. JS no3possie BukopucroByBatd HTTP 3anuth, a BoHM B CBOIO 4epry

JI03BOJISIFOTH POOUTH 3anUTH B O10K4YeiH Mepexki o TexHonorii RPC. Posrinsaemo

KOMIIOHEHTHU MPOTOTHUITY JJIsl BUKOHAHHS poboTtu (Tadm. 1.1).

Tabmuuga 1.1 — KommnoHeHTH npoTOTHNY M B3a€MOAli 3 OJOKYEHH

MepexaMH 4epe3 CydacHi MECeHDKEePH

KoMmoueur

3HayeHHd

brokueitn mepexxka Ha ocHoBl EVM -

Avalanche

brnokueliH Mepexxa s BUKOHAHHA Ta

00pOOKH 3aIUTIB 32 JOTIOMOT OO

Mecenxep Telegram

CyuacHUil MeceHKep 3 MIATPUMKOIO

00TIB

InTepdeiic kopuctyBaua

WEB uyacTtuHa sika Oyae BIANOBIJIATH 3a

BiIOOpakeHHS  Ta  B3aEMOJII0 3

OJIOKUEeiiHOM
Kpunro ramanens ITotpibGen IS 1meHTudiKamii
KOpHUCTyBaua 3a JIOTIOMOT' OO

aCUMETPUYHOTO MMu(pyBaHHs
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[s cuctema nponoHye psij QyHKIIIN:

1) Staking - IlepepaxyBannst ERC20 tokeniB Ha SC, 1110 HE Ja€ 3MOTy Haiaml
KOPUCTYBAaTHCS HUMH, ajleé 3a 4Yac, KOJM BOHU OyayTh 3a0JIOKOBaHi,
OylyTh HapaxOBYBaTHUCS HATOPOIH.

2) Unstaking - [ToBepHEeHHS CBOiX KOIIITIB Ha CBiil paXyHOK

3) OrtpumaHHs HaArOpoJi - HapaxyBaHHS Ha PaXyHOK KOPUCTyBaua Haropou
¢dikcoBaHM BIICOTOK B 3aJI€KHOCTI BiJl 4acy Ta cymu yrpumanus ERC20
TOKEHIB Ha paxyHKy SC.

4) TIlepeBipka HapaxOBaHUX HAropoj 3a IMOTOYHUN BiAPI30K yacy(y
CEKYH/JIax)

5) Ilepermsaa indopmariii Ha B3aeMoais 3 OJIOKYECHHOM dyepe3 MECEHIKEp

Po3risHyBIIM cHCTEMYy MOKHAa BHUIUIUTH JyKe€ 3py4Hi Ta Baajml (QyHKUI
MPOTOTUIY JJIs B3a€MOJIl 3 PO3MOJIIIEHOI0 CUCTEMOI0 OnokyeiiHoM. Hampuknan
1HTEerpalis piI3HOMaHITHOI JIOT1KU B3a€MO/I1i 3 OJIOKUEHHOM C MECeHIKepa.

Kpim caiikiara ERC20 TokeHiB MOHA BUKOPUCTOBYBATH MOAIOHUM YHHOM
cucreMy pizHy Oi3Hec Jjoriky sk 1 DEFI cuctem Tak 1 ans cuctem NFT.

IcHye Benmuka KiIbKICTh MPOEKTIB HA PO3MOILICHOI TEXHOJOT1T OJIOKYEHH K1
MO>KHA TEK IHTETPYBAaTH B MOJI0HY CUCTEMY B3a€MO/II 3 PO3NOAUIEHOI CUCTEMOIO
OJIOKYEHH IS M1IBUILEHHS KIJIbKOCTI KOPUCTYBaYiB.

[Ile oani€ro 1IKaBOIO EPEBATOI0 JAHOT CUCTEMHU € 11 BAKOPUCTAHHS 3 PI3HUMU
cuctemMaMu OyiokueliHa O0e3 CyTTeBOI 3MIHM KOAY, IO HAaJa€ IepeBary B
MaciTa0yBaHHSI KOMEPIIHUX Ta HEKOMEPIIIMHUX TPOEKTIB.

[Toni6Ha cuctema He MOTpeOye AOATKOBUX TPYIOBUTPAT JUIsl B3aEMOIT, TaK
K BHUKOPHCTOBYIO BCl 3HAailOMI KOpPHUCTyBaye€Bl TEXHOJIOTI mid poOoTH 3

OJIOKYEHOM.
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2 ITIPOEKTYBAHHA CUCTEMUA

2.1 ITocranoBka 3ajaui

[Ticns mocnigxeHHs TpeAMETHOT 00J1acTi, OISy ICHYIOUUX TEXHOJIOTIN NS
B3a€MO/II1 3 PO3IMOIJICHOI CUCTEMOIO OJIOKYEMHOM BU3HAYUMO 3arajibHi 3a7a4l JJIs
peamizaiii JAWIUIOMHOTO TMpoeKTy. JlJisi cucTeMu BUKOPUCTAHHS OJIOKUYEHH
TEXHOJIOT1H B Cy4YaCHHX MeCEeHKepax 0yyio 00paHo HACTYMHI QyHKIIII:

1) OtpumaHHs JaHUX KOPUCTYyBayda B OJIOKUEHH Mepexi

1) MoOXnuBICTh 3alHUTy Ha OTPUMAHHS MOTOYHOTO CTaHy PaXyHKY
KOpUCTyBaua a TaKOX pe3yjbTaTd MHUHYJIUX B3aEMOMIN 3
OJTOKYCHHOM;

2) MoxnuBicTh MiJ’€AHAHHS KPUIITO TaMaHIIsA:

1) Ilix’eqnanHg KpUOTO TaMaHIl KOPUCTyBaua I MOAQJIBIINX
3A1MCHEHHS TpaH3aKIlii B OJIOKYEIiHI;

3) MoxuBiCTh B3aEMO/IT 3 OJIOKYEHH MEPEKEIO:

1) IlepepaxyBannss ERC20 TokeniB Ha SC [ m0OAAIbIIOTO
OTpUMAaHHS HaropoJi;

2) B pa3i HeoOXiTHOCTI BUKOHaHHS TpaH3akiii st qoBipu SC Ha
kopuctyBanHsa ERC20 Tokenamu norounnm SC;

3) Busig ERC20 ToxeniB 31 SC sixi Oynu pailie nepepaxoBaHi;

4) Busig naropoaun B ERC20 ToxeniB, siki Oyau HapaxoBaHl 3a
yTpuMaHHs KowTiB Ha SC;

4) MoOXIuBICTh BUKOHAHHS BCIX B3a€EMO/IIH Yepe3 CydacHUN MECEHIKED;

[IpuBenenuit HaOip QyHKIINA JO3BOJUTh KOPUCTYBAUy PO3IMIMPUTH CHOCOOU
BUKOpPUCTaHHA OnokyeiiHa. OCHOBHOI0O (QYHKIEID € B3aeMojis 3 OJIOKUYEHH
MEpPEXKEI0 3a JOMOMOI0K0 Cy4acHOro MeceHpkepa. DyHKIIiT B3aeMoii MOXKYTb OyTH

KOPUCHHUMU JJIsI IIIBUJKOI IEPEBIPKU CTaHy KOPUCTYBaya B OJIOKUYEHH MEpexi.
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2.2 Orasi; KOMIIOHEHTIB Ta CTBOPEHHST CUCTEMH

HacTynHowo BaXJIMBOIO YAaCTHMHOK MPOEKTYBaHHS € BUOIp KOMIIOHEHTIB
MaiiOyTHbOI CHUCTEMH Ta MOOYyJOBa CXEMH B3a€MOJli OOpaHUX KOMIIOHEHTIB.
[ToOGynoBy cxemu cucteMu poBeaeHo B mporpami Mermald(zmst moOynoBu aiarpam
Ta CXEM).

Bubip KOHKpETHUX KOMITIOHEHTIB Ma€ BEJIMKE 3HAUYCHHS JIJIs1 TOOYI0BU CXEMU
Ta B3a€MOJI1i KOMIIOHEHTIB. [{1s1 1aHoi cuctemu Oysno oOpaHO CydacHU MECEHKED
Telegram, 6iokueitn mepexxky Avalanche, ta DAPP 6yno po3poOieHo Ha cydacHii
MOBI IporpaMmyBaHHs JS 3 BUKOpHUCTaHHAM cydacHoro ¢peiimBopky VUE.JS (puc.
2.1). OOpanuii Habip KOMIIOHEHTIB HAaYacTillle BUKOPUCTOBYETHCS JJIsl B Cy4acHIM

PpO3po0I1Il T0IaTKIB HA OCHOBI OJIOKYEHHA.

User Messenger DAPP Blockchain

Connect cryptowallet

Open bot chat

Connect crypto wallet

Response of connecting cryptowallet

<

Get data from blockchain

Query for get data

RPC Request for get user balances

Response user balances

A
i v

Make request for change blockchain state from user

Make request for sign and send transaction

>
>

Sign transaction witk cryptowallet

RPC Request for send signed by user transaction

Response of transactio result J

User Messenger DAPP Blockchain

Pucynok 2.1 — CxeMa B3aeMO/11i KOMIIOHEHTIB CUCTEMHU
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HalirooBHIIIMM KOMIIOHEHTOM IpOEKTy € OnokueiiH Avalanche, skuil Ha
cBOeMY 00111 00po0JIsie BC1 3aKIMKU KOPUCTYyBaya Ha OTPUMAHHS TOTOYHUX JaHUX a
TaKOX 3alMC HOBUX 3a JIOT1KO0 onucaHoro B SC.

Komnonent DAPP Binnosigae 3a npueMHe BiioOpakeHHs AJisi KOPUCTyBaua
iHTepdeiicy Ui B3aeMoJii, a TakKOX BIJNOBIIAE 3a 3PYYHY B3AEMOJIIO 31
OJIOKYETHOM 3a JOMOMOTrOI0 BiIOOpaXKeHHS MOTPIOHMX AAHUX, POOJISYU TEBHI
3alIUTH JI0 PO3MOAIICHOI CUCTEeMHU OJIOKYEHH, a TaKOXK 3a JOMOMOI'OI0 €JIeMEHTIB
iHTepdeicy s BUKOHAHHS 3alUTIB HAa OJOKYEHH /ISl 3M1HU HOTO CTaHy.

Takoxx MOTPIOHO 3a3HAYMTH, IO 3a 3MIHYy CTaHy B OJIOKYEIlHI MOTPiOHO
nepepaxoByBaTH, B 3aJ€KHOCTI BiJl TOro Ky iHGOpMaIli0 MOTPIOHO 3MIHIOBATH,
MEBHY KUIBKICTh TOKEHIB OJIOKUEiHa, 1€ KOMICIis, SIKy TOBHHEH CIUIATUTH
KOpUCTYBau MaitHepam st oOpoOKu Horo Tpan3akiii. [Ijis 1poro y KopucryBaua
MOBUHEH OyTH MiAKIIOUYEHUN KPUNTO TaMaHellb, HA SIKOMY, HA MOMEHT BUKOHAHHS
TpaH3aKI(ii NOBUHHA OYTH JOCTATHS KIJIbKICTh KOILTIB.

3anuTy Ha oTpuMaHHs 1H(OpMaIlii O€3KOIITOBHI Ta HE NOTPEOYIOTh OIJIATH
Bl KOpPHUCTYBaya, TaKOX KpIM MPOCTOro OTpUMaHHs i1H(OpMaIlil T03BONSETHCA
BUKIUKaTH QyHKIIi SC Tex OE3KOMITOBHO, ajieé MPU yMOBI, IO 11 (PYyHKIT MiCIs

CBO€E1 poOOTH HE 3MIHIOIOTH CTaHy OJIOKYEHHA.



14

3 PO3POBKA CUCTEMUA

@DiHaTBbHOIO YAaCTHMHOK PO3POOKM € HAMUCAHHS MPOrPaMHOTO KOy, IO
3a0e3neuye (PyHKUIOHYBaHHS cucTeMu. HamucanHs mnporpaMHOro Koy
Bi1I0yBaTUMETHCS B cepei nporpamyBanHs WebStorm. OnucaBiim B3a€EMO/III0 yCiX
KOMITOHEHTIB CHCTEMH, MOKHA TMPUCTYIATH O HANTMCAHHS KOy IJISl Pi3HUX HOTO
KOMIIOHEHTIB, a came koay Jjoriku s SC, HamamrtyBaHHsi Telegram Oorta Ta
HAIMCATH TPOEKT MPOTOTUN 111 Web yacTuHu Ha JS BUKOPHCTOBYIOUM CydaCHUN

¢dperimBopk VUE.JS.

3.1 Onuc xony st kommoHeHTi SC

[Tounemo 3 koay SC Ha MOBI nporpamyBanHs Solidity, Tak sk CIHpParOYUCh
Ha HbOT'O OyyTh MJTAIITOBYBATUCh HACTYIIHI KOMIIOHEHTH CUCTEMHU. J{J1s moyaTKy
BU3HAYa€MOCS 3 OCHOBHUMM (PyHKIisiMU(Ta0:. 3.1) Bei iHII QYHKIIT € IPUBATHUMU
Ta BUKOHYIOTb MIPU3HAYEHHS 111 MAaTEMAaTUYHUX OOYHCIIEHb.

OcHoBHa 171ed JaHO1 O13HEC JIOTIKM 11€ HapaxyBaHHS (DIKCOBAHOTO MPOIEHTY
piuanx (APR) na cymy ERC20 TokeHiB, fKi mnepepaxyBaB KOpUCTyBad s
noAanbloi BUIUIATH HaropojJ. B Oi3Heci mel MeTo[ HaropoJ Mae 3a METY
CTUMYJIIOBaHHS KopucTyBauiB OinokyBaTu Bu3HaueHnii ERC20 Token nans

3MEHIIIEHHS MOTr0 BOJATHILHOCTI Ha PUHKY.
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Tabmuusg 3.1 — @ynkuii SC Ta iX 3HaYEHHS

OyHKIIis

Ormic

stake

[ToTpiOHa 17151 mepepaxyBaHHs KOIITIB
Bl KopucTyBaya a0 notoyHoro SC, a
TaKOX 30€peKeHHS KUIBKOCTI s
MOJAJIBIIOTO IIOBEPHEHHS ERC20
TokeHIB KOpUCTyBaueBl 1 HapaxyBaHHS

B1JICOTKIB SIK HArOPOJLY.

unstake

[Totpibna nnsa 3HaTTs ERC20 TokeniB 31
SC Ha paxyHOK KOpHUCTyBaya KUIbKOCTI,
AKy BIH BKaXe, aje He OUIbIIe HIXK
CTLIIBKH, CKUIbKHU BiH paHiiie

nepepaxyBas.

withdrawRewards

[TorpiOHa I 3HATTS HAropoad Ha
paxyHok kopuctyBaya B ERC20 TokeHni
31 CHEIIaJbHOrO AaKKayHTy, Ha SKOMY
3HaxoauThes O0ananc ERC20 Tokeny s

BHJIaul HArOPOJI YCIM KOPUCTyBayam

getUserRewards

[loTpiOHa nfis OTpUMaHHSA 3HAYCHHS,
CKUIBKA Ha MOTOYHUN Yac KOPUCTYyBay
MOXE€  OTpUMATH  HAropoaAu  SKIIO

HaBaXXUTHCA

getUserData

[loTpiOHa 17 OTpUMaHHS 3HAYCHD
CKUIBKA KOPUCTYBay Ha JaHUH MOMEHT

nepepaxyBaB KoIlTiB Ha aapecy SC
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Po3pobka maHOro mporpamMHOro KoJy Bellacsi Ha ocTaHHiM Bepcii Solidity

0.8.14.

contract FixedStaking is ReentrancyGuard {
using Address for address;
using SafeERC20 for IERC20;

struct UserData ({
uint256 balance;
uint256 storedReward;
uint256 lastStakedTime;
}
uint256 constant SECONDS IN YEAR = 31556952;
uint256 percentPreccision = 1000000; // 100%
uint256 rewardPercent = 150000; // 15% (1% = 10000)
address treasury =
0xC6BdFA7e694db5621CdcB7242d1931FC586f6d1d;
address stakingToken =
0xa2c854071fd85a3880319EA04Del1a25271042C2;
address rewardToken =
0xa2c854071fd85a3880319EA04Del1a25271042C2;
mapping (address => UserData) userData;
mapping (address => uint256) savedReward;
uint256 totalPaidRewards;

constructor (
address _stakingToken,
address rewardToken,
address treasury

) A

require (_stakingToken.isContract (), "Staking:
staking token is not a contract address");

require (_rewardToken.isContract(), "Staking: reward
token is not a contract address");

require(_ treasury != address(0), "Staking: treasury
is zero address");

stakingToken = stakingToken;

rewardToken = rewardToken;

treasury = treasury;
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function getUserRewards (address user) public view
returns (uint256 amount) {
return getUserRewards (user) +
userData[msg.sender] .storedReward;

}

function getUserData (address user) public view
returns (UserData memory) {
return userData[user];

function stake (uint256 amount) public {

IERC20 (stakingToken) .safeTransferFrom(msg.sender,
address (this), amount);
if (userData[msg.sender].lastStakedTime == 0) {
userData[msg.sender].lastStakedTime =
block.timestamp;
lelse(
_updateRewardsForUser (msg.sender) ;
}
userData[msg.sender] .balance =
userData[msg.sender] .balance + amount;

}

function unstake (uint256 amount) public {
_updateRewardsForUser (msg.sender) ;
userData[msg.sender] .balance =
userData[msg.sender] .balance - amount;
IERC20 (stakingToken) .safeTransfer (msg.sender,
amount) ;

function withdrawRewards () public nonReentrant {

_updateRewardsForUser (msg.sender) ;

uint256 amountForWithdraw =
userData[msg.sender] .storedReward;

userData[msg.sender] .storedReward = 0;

totalPaidRewards = totalPaidRewards +
amountForWithdraw;

IERC20 (rewardToken) .safeTransferFrom(treasury,
msg.sender, userData[msg.sender].storedReward);

}

function updateRewardsForUser (address user) private
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if (userDataluser].lastStakedTime > 0) {
userData[user].storedReward =
userData[user] .storedReward + getUserRewards (user);
userData[user].lastStakedTime = block.timestamp;

}
function getUserRewards (address user) private view
returns (uint256 amount) {
if (userData[user].lastStakedTime == Q) {
return 0;

}

uint256 rewardPerSecond = userDataluser].balance *
rewardPercent / percentPreccision / SECONDS IN YEAR;

uint256 timelLeft = block.timestamp -
userData[user].lastStakedTime;

amount = timelLeft * rewardPerSecond;

3.2 Onmc xoay st komnoHeHTi DAPP

[Iporpamuuit kox giusi DAPP BukOHaHuii 3a JHOMOMOTOK Cy4acHOI MOBH
nporpamyBaHHs JS Ta 3a nonomory ¢peiimBopka VUE.JS nns 3pyuHoi noOynoBu
Web nonatkis.

DAPP Oyne ckimanmatucst 3 OJHIE€I CTOpIHKH, A€ OyAyTh 3HAXOAUTHCS 3
OCHOBHI OJIOKHU:

1. brox ayis MiAKIIOYEHHS KPUOTO TaMaHIs 3a JIOMOMOTOK MOMYJSpHOT 1
3pyuHoi cuctemi WalletConnect

2. bnok nns BiioOpaXXeHHS JTaHUX KOPHUCTyBaya TaKUX SIK MOTOYHUN paxyHOK
obpanoro ERC20 TokeHy, moTouHa KinbKicTh nepepaxoBanux Ha SC ERC20

TokeHiB, a TakOoX KUIbKICTb HAa TOTOYHUW MOMEHT HAropoji, KOTpy

KOPUCTYBa4 MOX€ BUBECTU 3 CUCTEMH.

3. buok B3aemonii 3a SC 3 HACTYNIHUMHU €JIEMEHTAMM YIIPaBIIHHS:
o Stake - ns 3apaxyBanns ERC20 TokeniB Ha SC Boa kopucTyBaya
o Unstake - nna nmoBepHeHHs panimie 3apaxoBaHux ERC20 Toxeni Ha

PaxyHOK KOpUCTyBaya
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o Withdraw - nnst otpumanns kopuctyBadeM HaropoJ B ERC20 Toxkeni

B nmaHoMy nmojmaTky —MIATPUMYEThCS  OHOBJEHHS  1HQopmarlii 06e3

MEpe3aBaHTAKCHHS 3a PAXYHOK PCAKTUBHOT'O OHOBJICHHA CJICMECHTIB.

Kon Bizyamnizaiiii nepmoro 070Ky BiAMOBIJIA€ 32 BIAOOPAXKEHHSI KHOMKH ISt

HiI[’€I[HaHH$I KpUIITO TaMaHOdg a0 A0JdaTKy, a CaMC BCTAaHOBJICHHA 3B’513Ky 3

ramMaHIeM Ta 30epekeHHs cecii Bxoay. Ko Burisiae HacTylmHUM YHHOM:

<template>
<el-button type="success"

@click="connectWallet">WalletConnect</el-button>

</template>

<script>
import { mapActions, mapGetters } from 'vuex';

export default {
name: 'ConnectButton',
computed: mapGetters ([
'connectStatus',
'getProvider',
1)
methods: mapActions ([
'connectWallet',
'connectProvider',
1)
i
</script>

Kon noriku, 306epiranHs Ta oOpoOka CTaHIB Il BCTAHOBJICHHS 3B’SI3KYy Ta

30epeKeHHs cecil BIAMOBIIAE 3a 3pyUHE pO3NOAUICHHS iH(pOopMallii, sika MMOB’sg3aHa

KpUNITO TaMaHIIEM Ta B3aEMOJIEI0 3 HHUM. TakoX TMPUCYTHA JIOTIKA IS

HaJalTyBaHHS MIAKIIOYEHHS, a caMe HaJallTyBaHHS MEpPEexi IS MiJ €IHAHHS

KPHUIITO I'aMaHIIA. KOI[ BUIIIAI A€ HACTYIIHUM YWHOM!

import WalletConnectProvider from '@walletconnect/web3-

provider';

import { Web3Provider } from '@ethersproject/providers';

// initial state
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const stateData = () => ({
mode: process.env.NODE ENV || 'development',
connected: false,
chainId: O,
provider: null,
signer: null,
account: null,

1)

const getters = {
connectStatus: (state) => state.connected,
getProvider: (state) => state.provider,
getSigner: (state) => state.signer,
getAccount: (state) => state.account,
i
const actions = {
async connectWallet ({
state,
commit,
b)) A
const walletConnectProvider = new
WalletConnectProvider ({
rpc: {

43114: '"https://api.avax.network/ext/bc/C/rpc',
Yo
})

const { connector } = walletConnectProvider;
const accounts = await walletConnectProvider.enable () ;
const provider = new

Web3Provider (walletConnectProvider) ;
const signer = provider.getSigner();
commit ('setChainId', connector.chainId);
commit ('setSigner', Object.freeze(signer));
commit ('setAccount', accounts[0]);
commit ('setProvider',
Object.freeze (walletConnectProvider));
commit ('setConnect', true);
Yo
i

// mutations
const mutations = {
setConnect (state, status) {
state.connected = status;

by
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setProvider (state, payload) {
state.provider = payload;

Yy

setChainId(state, payload) {
state.chainId = payload;

Yy

setSigner (state, payload) {
state.signer = payload;

Yy

setAccount (state, payload) {
state.account = payload;

oy
}i

export default {
state: stateData,
getters,
actions,
mutations,

}i

Kopn Bizyanizaiii JaHUX KOpUCTyBaya TaKUX K IOTOYHUIA paXyHOK 0OpaHOro
ERC20 Tokeny, morouna kinbkicTh mepepaxoBanux Ha SC ERC20 TokeHiB, a
TaKO KUIbKICTh HA TOTOYHUH MOMEHT HaropoJl, KOTpy KOpUCTyBa4 MOX€E BUBECTH
3 cUCTeMHU. YCl aKTyaJdbHI JaHl 3 OJIOKYeliHA OTPUMYIOTHCS aBTOMATUYHO Ta

OHOBJ/IIOKOTBHCA HaA CTOpiHHi. KOI[ BUI'JIIAa€ HaCTyrIHI/IM YUHOM.
<div class="info">

<div class="item">
<span class="title">APR</span>
<div class="valueBlock">
<span class="value">15</span>
<span class="symbol">%</span>
</div>
</div>
<div class="item">
<span class="title">Balance</span>
<div class="valueBlock">
<span class="value">{{balance} }</span>
<span class="symbol">{{ getTokenInfo.symbol
}}</span>
</div>
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</div>
<div class="item">
<span class="title">Staked</span>
<div class="valueBlock">
<span class="value">{{ staked }}</span>
<span class="symbol">ONU</span>
</div>
</div>
<div class="item">
<span class="title">Rewards</span>
<div class="valueBlock">
<span class="value">{{ rewards }}</span>
<span class="symbol">ONU</span>
</div>
</div>
</div>

Kon noriku, 30epiranHss Ta oOpoOKka CTaHIB AJii OTPUMAHHS aKTyaJlbHOL
iH(opMallii KopucTyBaya 3 OJIOKYEIIHY, a TAKOXK CTaH 3a 3aMOBUCHHSIM TOKU HE

OyIyTh OTpUMaHHI akTyaibHi AaHl. Kox BUIIIsIa€ HACTYTHUM YHHOM:

export default new Vuex.Store ({
state: {
stakingContractAddress:
'0xCB9cE4D38370D78360C9496De01ED68966A93e15",
stakeTokenAddress:
'0xa2c854071£d85a3880319EAL04Dela25271042C2",
userInfo: {

balance: '0',

allowance: '0',

staked: '0',

rewards: '0',
by
userInfoUpdated: new Date () .getTime (),
tokenInfo: {

name: '',

sympbol: '',

decimals: 18,
Yy
Yy
getters: {
getStakingContractAddress: (state) =>
state.stakingContractAddress,
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getStakeTokenAddress: (state) =>
state.stakeTokenAddress,

getUserInfo: (state) => state.userInfo,
getAllowance: (state) => state.userInfo.allowance,
getBalance: (state) => state.userInfo.balance,

getTokenInfo: (state) => state.tokenInfo,
getUserUpdated: (state) => state.userInfoUpdated,
by
mutations: {

setAllowance: (state, payload) => {
state.userInfo.allowance = payload;

by

setBalance: (state, payload) => {
state.userInfo.balance = payload;

by

setUserUpdated: (state) => {
state.userInfoUpdated new Date () .getTime () ;

by

setUserInfo: (state, payload) => {
state.userInfo = { ...state.userInfo, ...payload };
state.userInfoUpdated = new Date().getTime ()

by

setUserStaked: (state, payload) => {
state.userInfo.staked = payload;
state.userInfoUpdated = new Date().getTime ()

by

setUserRewards: (state, payload) => {
state.userInfo.rewards = payload;
state.userInfoUpdated = new Date().getTime() + 1;

by

setTokenInfo: (state, payload) => {
state.tokenInfo = payload;

by

Yy
modules: {
wallet,
transactions,
Yy
strict: debug,
plugins: debug ? [createlogger ()] : [1,

b) i
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Kon Bizyanizaiiii 610Ky /1Jis B3a€MO/I1i 3 OJIOKUEHHOM 3a JOTOMOT 00 KHOIOK

JUTISl BUKJIMKY TEBHOTO (DYHKI[IOHATY, a caMe€ MPEACTaBICHI KHOMKH ISl BUKIUKY

Stake, Unstake Ta Withdraw. Kox Burnsgae HacTynHuM 4MHOM:

<div class="actions">

<el-button type="success"

@click="stakeCall">Stake</el-button>

<el-button type="info"

@click="unstakeCall">Unstake</el-button>

<el-button type="warning"

@Qclick="withdrawRewardsCall">Withdraw</el-button>

</div>

Kox noriku Ta BUKOHaHHS TpaH3aKIlid, IO O3HAYa€ B3SIEMOIIIO 31 CMapT

KOHTPAaKTOM, a caM€ BUKJIMK NMEBHUX (PYyHKIIH, 0OpoOKa pe3yabTariB, Ta 00poOKa

CTaTyCIB TPaH3aKLI1i:

import { Contract } from '@ethersproject/contracts';
import stakingABI from '@/abis/staking.json';
import { WeiPerEther } from '@ethersproject/constants';

export default {
computed: {

by

chainId() {

return this.$store.getters
by
signer () {

return this.$store.getters
by

account () {

return this.$store.getters.

Yy
stakingContractAddress () {

return this.$store.getters.

b
successTransactions () {
return this.$store.getters

by

created () {

by

this.getStakingData () ;

methods: {

async stake () {

.getChainId;

.getSigner;

getAccount;

getStakingContractAddress;

.getSuccessTransactions;
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const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,

this.signer);
const tx = await
stakingContract.stake (WeiPerEther.mul (10000)) ;
await this.handleTransaction (tx);
Yy
async withdrawRewards () {
const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,
this.signer);
const tx = await stakingContract.withdrawRewards () ;
await this.handleTransaction (tx);
Yy
async getStakingData () {

const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,
this.signer);
const { balance: staked } = await
stakingContract.getUserData (this.account) ;
const rewards = await

stakingContract.getUserRewards (this.account) ;
this.$store.commit ('setUserStaked',
staked.toString());
this.$store.commit ('setUserRewards',
rewards.toString());
Yy
async handleTransaction (tx) {
await this.$store.dispatch('setTransaction', tx.hash);
await tx.wait (1)
await this.$store.dispatch('completeTransaction',
tx.hash) ;
await this.getStakingDatal() ;
Yy
Yy
i

3.3 Onuc koxay ayis komnoHeHTi Telegram Bot
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[Iporpamuuit kon s Telegram Bot BUKOHaHMIT 32 TOMOMOTOI Cy4acHOL
MOBHM TIporpaMyBaHHs JS Ta 3a 1onomororo ogiiiitHo1 010J10TeKH ISl B3aEMOJIIT 3
Telegram bot - telegraf.

[Iporpamuuii Kox AJie KOHTpOJO O0Ta Oyae ckianaTtucs 3 YacTHHH, sKa
BIIMOBIAa€ 3a BIAMOBII BiJ iMeH1 O0Ta Ha 3anuTu KopuctyBada. Ha npuknan, 60T
Oyne 3aBXIM BIANOBILAATH Ha KOMaHAy /start THUM, IO Oylae y BIANOBIIb
BIJIIPABJISITY KOPUCTYBAUYEBl KHOIKY, IPU HATUCKaHHI Ha Ky, OyJe BITUMHATUCS
BIKHO B MeceHkepl Telegram i B3aeMoii 3 6JI0KUEHHOM.

Kon BianoBiai Ha KOMaHAY BiJ KOPUCTyBaya BUTJISAE HACTYITHUM YHNHOM:

const bot = new Telegraf ('Tenerpam Bor Token')

bot.command ('start', (ctx) => {

bot.telegram.sendMessage (ctx.chat.id, "Connect", {
reply markup: {

keyboard: [
[
{
text: "Connect",
web app: {url: "Illocuyanua Ha cepsep"}
}
]
]
}
)
})
bot.launch () .then(() => {

});
J101aTKOBOIO MOXJIMBICTIO JaHOIO METOAY Uil B3a€MOJIl KOpUCTyBaya 3

0JIOKYEITHOM, € IIBUJIKA B3a€MO/Iisl Y pa3l HEOOX1THOCTI 31 CBOIMU JJaHUMU B MEPEXKI1
OJIOKYEITH.
ToOTO 3aBASKM Cy4yaCHUM MECEHJKEpaM Ta IIUPOKOMY PO3MOBCIOIKEHHIO

0JIOKYEIH TEXHOJIOT1H peani3oBaHo BCl c(hOpMYIbOBaH1 3a7a4l MPOEKTY.
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4 PE3YJIBbTATHU POBOTHU TA IHCTPYKIIA KOPUCTYBAYA

KopuctyBartucst 1aHOI0 CUCTEMOIO MOKIIMBO 3a foniomoru Telegram nonatky
K 1711 MOOUTBHUX MPUCTPOIB, TaK 1 JAJIsI KOMIT IOTEPHOTO BUKOPUCTaHHSA. MaeThcs
Ha yBa3i, [0 KOPUCTYBa4 BKE BMI€ KOPUCTyBaTUC MeceHxepoM Telegram.

[lin yac mepuioro KOpUCTyBaHHS MOTPIOHO BCTAHOBUTHU Ta HaJAIITyBaTU
Oyllb-SIKMU KPUNTO TamaHelb 3 MmiaATpuMkor nporokony WalletConnect. [lms
NpuKIaay Oyne BUKOPUCTAHMI OE3KOIITOBHUN KPUIITO TaMaHelb JO0JAaTOK JJis
MoOuTbHOTO Tenedony Metamask. HeoOximHO HOro BCTaHOBUTU 3 OQIIMHUX
JDKEpeI1, Ta MPONUTH HE CKJIaJy aBTOPH3ALIIIO JIi CTBOPEHHS a00 IMIIOPTY JOCTYIY
70 BJIIACHUX akayHTIB B Onokueini. [lomiOHuii cmoci® 103BOJSUTH O€3MEeYHO
OTPUMATHU JOCTYI AJIA B3a€MOJII 3 OJIOKYEHHOM.

[licns MiArOTOBKUM KPHUIITO, MOTPIOHO B MECEH]KEpl 3HAWTHU CHELIaIbHO

MiATOTOBIICHOTO 00Ta /I JaHoi cucteMu(puc. 4.1).

16116 7
Q. @onustakingbot

Mepgua 3arpyskun Ccbinku

rNOBAJTbHbIV MOUCK

. ONU Staking

el el el iul i lefe
all isi [dl & kol il BN Rky Al
< E B4 1€ kA Bl il <

123 @ space search

@ ¢

Pucynok 4.1 — ITomyk 60Ta B MeceHKepi



28

[Ticns 3HaxoKeHHs 00Ta, MOTPIOHO HAJICIATH MOBIIOMJIEHHS IS MOYATKY
po0OOTH 3 HUM, JIJIs IbOTO OyJ10 00paHOo KoMaHdy /start, Ha JaHE TOBIIOMJIEHHS OOT
Biipa3y BIJNOBIJIa€ Ha IMOBIJIOMJICHHS TEKCTOM Ta BigoOpa)kae KHOIKY IS

B3aeMoii 3 OnokuerinoMm Connect(puc. 4.2).

ONU Staking .

CeropgHs
[start 15:16

Connect

Connect

Pucynok 4.2 — Ilouatok B3aemoii 3 OJI0KYEHHOM Yepe3 MECEHKEP

[Ticns Bcix [1 BHIA, KOPUCTYBad MOXKE BXKE IIOYATH B3AEMOJIIO 3a
OJioKueitHOM, a camMe HaTHUCHYTH Ha KHomky Connect Ta B J0JaTKy oOJipasy

BigkpuBaeTbcst kactoMauit Ul nis B3aemomii(puc. 4.3).
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ONU Staking

Staking ONU token

Pucynoxk 4.3 — Ilepmuii ekpan kactomHoro Ul B Mmecenxepi

Tenep ang Bcix Aid B OJIOKYEIHI, KOPUCTYBayeBl MOTPIOHO MepuInid pa3
N1’ €IHATH CBiM KpunTo-ramaHenp. i1 nporo moTpiOHO HATUCHYTH Ha KHOIIKY
WalletConnect Ta BuGpaTH 31 CIUCKY CBili raMaHellb, Ha MPUKJIal 00paHO raMaHellb
MetaMask Ta aBTOMaTUYHO BITYMHSAETHCS NOJATOK HAa CMapT(OHI 3 3aMUTOM Ha

MATBEPKESHHS 111 3apaau Oe3neku(puc. 4.4).



ONU Staking

WalletConnect

S

& staking-sc.herokuapp.com
o Tenderly Staking

Connect to this site?

By clicking connect, you allow this dapp
to view your public address. This is an
important security step to protect your
data from potential phishing risks.

Accou...(0xCéBd...6d1d)
Balance: $0.92 (0.05125 AVAX)

Connect

Pucynok 4.4 — Iligknto4eHHs] KpUNITO-TaMaHIIs 10 CUCTEMU

[licnsg ycmimHOrO BMKOHAHHS BHILE ONUCAHUX [, KOpPHCTyBaya

MOBEpTA€E B MECEHKEp, JI€ BXKE 3HAXOAUTHCA aJanToBaHUU 1HTepdeic 3
iH(opMalli€er0 Mpo aKKayHT KOpHUCTyBada B OJIOKYEHHI, a TaKOXX 3 KHOIMKHU JJIs
B3aeMoii 3 HUM(puc. 4.5).

Omnuc eneMeHTIB IHTEpPeECy:

1. APR - 11e piunuit noxia B Biacotkax 3a geno3ut ERC20 Tokena ONU

2. Balance - ne moroyHuil paxyHOK KOpHCTyBaua, 1HaKIlI€ KUIBKICTh

tokeHiB ONU B 0s10KueliHI.

3. Staked - me kinbkicte ERC20 TokeniB ONU, ski KopucTyBau

nepepaxysaB 10 SC a1 MoJaIbIIOr0 HAKOMTMYEHHS B1ICOTKIB.

4. Rewards - nie kinbkicts ONU TOKeHiB, SIKI KOpUCTYBayd 3apoOuB.

5. Stake(10k) - xknomnka nns nmepepaxyBanns 10000 ERC20 Tokenis
ONU Ha paxyHok SC

6. Unstake - kHOMKa Ju1sl 3HATTSA yCiX cBOiX KomTiB 31 SC

7. Withdraw - kHOIKa AJist 3HATTS yCi€l HAKOMMMYEHOI HArOPOIU
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ONU Staking

ONU Staking

Staking ONU token

APR 15 %
Balance 960000.00 ONU
Staked 40000.00 ONU
Rewards 87.27 ONU

Stake(10k)

Pucynok 4.5 — OcHoBHuil iHTEpdEiic cucTeMu

Posrnsuemo ¢yukiito Stake, Bona motpidna ans nepepaxysanus 10000 ONU
TOKEeHIB Ha paxyHOK SC Juisi MOAAJBIIOr0 HAKOMUYEHHs Haropoiu. A came B
pesyabrati Tpanzakiii 10000 ONU tokeHiB OyayTh nepepaxoBaHi Ha paxyHok SC 3
paxyHKy kopuctyBauda. llicmss HaTUCKaHHS Ha KHOIKY, BIIYMHSIETHCS KPHUIITO
ramMaHellb 31 3alIMTOM Ha MiJITBEPI>KEHHS TpaH3aKIlii, micis niareepxenHs, Ha Ul

BHUJIHO 1110 3HaueHHs B rpadi Staked 3pocno na 10000, a Balance 3menmmnocs Ha

10000 (puc. 4.6).
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o - 16:43 9

Oops, something went...
Tap to view this transaction

ONU Staking

Staking ONU token
S APR 15%
& staking-sc.herokuapp.com Balance 950000.00 ONU
2 TSR Staked  50000.00 ONU

Connect to this site? Rewards 87.28 ONU

By clicking connect, you allow this dapp
to view your public address. This is an
important security step to protect your
data from potential phishing risks.

Accou...(0xCéBd...6d1d)
Balance: $0.92 (0.05125 AVAX)

/ N
( Cancel ) Connect
\ J

Pucynok 4.6 — Bukonanns @yHkuionany Stake

Posrnsaemo gynkuito Unstake, BoHa moTpiOHa i 3HATTA YCIX KOIITIB, SIK
KOpHUCTYBau paHiiie rnepepaxynas 10 SC. A came B pe3yJIbTaTi TpaH3aKIlli yci
KOLITH KopucTyBaya Ha SC MOBEPHYTHCS HA HOro KpunTo ramanens. [licis
HAaTHUCKaHHS Ha KHOIKY, BIIYUHSETHCS] KPUIITO TaMaHellb 31 3alTUTOM Ha
M1ITBEPIPKEHHS TPpaH3aKIIli, micis miaTBepakeHHs, Ha Ul BUAHO 110 3HaYEHHS B

rpadi Staked nopisHioe 0, a Balance 30inbmunocs va 50000 (puc. 4.7).
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ONU Staking

ONU Staking

S

& staking-sc.herokuapp.com

Staking ONU token

o Tenderly Staking

Unknown Method

APR 15 %

0 AVAX Balance 1000000.00 ONU

Staked 0.00 ONU

$O Rewards 87.28 ONU

Accou...(0xCéBd...6d1d)
Balance: $0.92 (0.05125 AVAX)

Estimated gas
fee ®

Total <0.00001 AVAX

Pucynok 4.7 — Buxkonanus ¢ynkiionany Unstake

Posrnsuemo dynkiiro Withdraw, BoHa nmoTpiOHa [jisi 3HSITTS HAKOIMHUYEHOI
Haropoju. A came B pe3yJibTaTi TpaH3aKIlli KOIITH, SIKi 3apOOMB KOpPUCTYBay, 3a
30epiranHss ERC20 TokeniB ONU na SC . Ilicnms HaTHCKaHHA Ha KHOIIKY,
BIIUMHSAETHCSA KPUIITO FaMaHellb 31 3alIMTOM Ha MIATBEPKCHHS TPaH3aKIIli, MICII
miareep ke, Ha Ul BuaHo 1o 3HadeHHs B rpadgi Rewards gopisaroe 0, a Balance

30UTBIITAIIOCS Ha po3Mip Haropoau (puc. 4.8).
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16:44 97

< Telegram

ONU Staking

ONU Staking
S

& staking-sc.herokuapp.com q
® Tenderly Staking Staklng ONU tOken

Unknown Method

APR 15 %

0 AVAX Balance 1000087.28 ONU

Staked 0.00 ONU
$0 Rewards 0.00 ONU

Accou...(0xCé6Bd...6d1d)
Balance: $0.92 (0.05125 AVAX)

Estimated gas
fee ®

Total <0.00001 AVAX

Pucynox 4.8 — Bukonanus ¢pyskiionany Withdraw
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BUCHOBOK

B xoa1 BUKOHaHHA KBami(ikamiitHOi poOOTH OyJIO JOCHIIKEHO MPEAMETHY
o0nactb, cPopMyIHLOBAHO TIEPENIK BUMOT 0 cucTteMu. OkpemMo OyI0 JOCHIIKEHO
Cy4acHI MECEH]I)KepU, Ha OCHOBI 4Oro OyJio 0OpaHO METOIu JUIisi CTBOPEHHS
MPOTOTUIY CHUCTEMHU. B sIKOCTI OnokyeilHa Jyisi MPOTOTUIYBaHHSA Oyyno 0OpaHo
osmokueiitH Ha ocHoBl EVM Tta miarpumkoro SC Avalanche C-Chain, y sikocti
Cy4acHOTO MECEH]IKepa 3 MOXMJIMBICTIO B3aeMojii 3 OJiokueiHoM Oyino 00paHo
Telegram. Jlns 3a0e3nedyeHHs (QYHKIIOHYBaHHS CHCTEMU OyJo poO3pO0JIEHO
KEepYIOUHil KOJI, 3 3aCTOCYBaHHSM Cepe/loBHINA nMporpamyBanHs WebStorm.

CTBOpeHMII MPOTOTHN CUCTEMH J03BOJisi€ OauuTh TOTOYHUM OasiaHc,
KUIBKICTh TI€pepaxoBaHUX KOWITIB(IHBECTHUIIIN) Ta KUIBKICTh 3apOO0JICHUX KOIITIB
kopuctyBaua, iHBectyBaTu ERC20 Tokenu no SC, BUBOAUTH KOIITH, SIK1 OyiH
paHillle TMPOIHBECTOBAHI KOPHCTYBayeM, Ta BHUBOAUTU KOIUTH, $AKI 3apoOuB
KopucTyBad, nepepaxysasimn Ha SC ERC20 Tokenu.

Oco0NMBICTIO CTBOPEHHS TPOTOTHUITY € T€, IO BiH AEMOHCTPYE MOBHUM HIIAX
B3a€EMOJIii KOPUCTyBaya 3 pO3MOJUICHHMM PEECTPOM Ha OCHOBI OJIOKYEHH, Ta
JI03BOJISIE HA OCHOBI JJAHOTO METOJIy PO3pOOJIATH B3aEMOIIIO 3 PI3HUMU CYyYaCHUMHU
MPOEKTaMH Ha OCHOBI OJIOKUEWH [ MpUBAOJEHHS Ta CIPOIIECHHS B3a€MOJIIi
KOpPHUCTYyBaya 3 OJOKYEITHOM.

Jlnst Oublll 3py4YHOTO BUKOPUCTAHHS Ta PO3MMUPEHHS (YHKIIOHATBHUX
MOXJIMBOCTEH OakaHO CTBOPUTH TMpOrpamMHe 3a0e3MedYeHHs 3 3PYYHUM
iHTepdeiicom  kopucTyBaya, s 3a0e3meuyeHHsl  OuIbIIoi  3pYyYHOCTI  Ta
MpUBaOIMBOCTI KOPUCTYBAHHS CUCTEMOIO, & TAKOXK € MOMKIIUBICTD JIJI1 PO3LUIUPEHHS
MO>KJIMBOCTE BHUKOPUCTOBYEMOrO OOTa IJsi B3a€MOJIi 3 OyAb-sIKOIO KUIBKICTIO

MOJIIOHHUX PIIICHb.
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CIIUCOK BUKOPUCTAHHUX /T’KEPEJI

. Ethereum noxymenTartist 1151 po3poOHuKiB: [Enextponnuii pecypc]|. — Pexxum
noctymy: https://ethereum.org/en/developers/docs/.

. Telegram Bot API noxymeHnrariist st B3aemonii 3 telegram: [Enexrponnnii
pecypc]. — Pexxum noctymy: https://core.telegram.org/bots/api/.

. Ethers noxymeHnTaiist 15t B3aemo/ii 3 OnokueriHoM: [EnexTponHuit pecypc].
— Pexum goctyny: https://docs.ethers.i0/v5/.

. Vuels nokymenTaitist ans poootu 3 peaktuBauM Ul: [Enextponnuii pecypc].
— Pexxum noctymy: https://vuejs.org/

. Solidity noxymenTanis mis Hanucanus SC: [Enextponuuii pecypce]. — Pexxum

noctymy: https://docs.soliditylang.org/en/v0.8.14/
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JTOJATOK A

[TIporpamuuii kox Ul yactuam

OcHoBHUI ¢aiin gonatka AJisl BiqoOpa’keHHs] KOMIIOHEHT Ta 00pOOKH TaHUX:
<template>
<div id="app">
<hl>Staking <b>ONU</b> token</hl>

<div v-if="!connectStatus">
<ConnectButton/>
</div>

<UserInfo v-else/>
</div>
</template>

<script>

import UserInfo from '@/components/UserInfo.vue';

import ConnectButton from '@/components/ConnectButton.vue';
import { mapGetters } from 'wvuex';

import 'element-theme-dark';

export default {
name: 'App',
data () {
return {
stakingContract: undefined,
};
by
components: {
UserInfo,
ConnectButton,
by
computed: {
...mapGetters ([
'connectStatus',
1)
by
i
</script>

<style>

* A
margin: 0;
padding: O;
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box-sizing: border-box;
}
fapp {

font-family: Avenir, Helvetica, Arial, sans-serif;

display: flex;
flex-direction: column;
justify-content: flex-start;
align-items: center;
margin-top: 40px;

}

hl {
margin: 20px;
font-size: 1.b5em;

}
</style>

ConnectButton KOMITOHEHT:

<template>
<el-button type="success"
@click="connectWallet">WalletConnect</el-button>

</template>

<script>
import { mapActions, mapGetters } from 'vuex';

export default {
name: 'ConnectButton',
computed: mapGetters ([
'connectStatus',
'getProvider',
1)
methods: mapActions ([
'connectWallet',
'connectProvider',
1)
i
</script>

<!-- Add "scoped" attribute to limit CSS to this
only —-->
<style scoped>
h3 {
margin: 40px 0 O;

component
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ul {
list-style-type: none;
padding: 0;

}

11 {

display: inline-block;
margin: 0 10px;
}
a {
color: #42b983;
}
</style>
<template>
<div class="wrapper">
<div class="info">
<div class="item">
<span class="title">APR</span>
<div class="valueBlock">
<span class="value">15</span>
<span class="symbol">%</span>
</div>
</div>
<div class="item">
<span class="title">Balance</span>
<div class="valueBlock">
<span class="value">{{balance} }</span>
<span class="symbol">{{ getTokenInfo.symbol
} }</span>
</div>
</div>
<div class="item">
<span class="title">Staked</span>
<div class="valueBlock">
<span class="value">{{ staked }}</span>
<span class="symbol">ONU</span>
</div>
</div>
<div class="item">
<span class="title">Rewards</span>
<div class="valueBlock">
<span class="value">{{ rewards }}</span>
<span class="symbol">ONU</span>
</div>
</div>
</div>
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<div class="actions">
<el-button type="success"
@click="stakeCall">Stake (10k)</el-button>
<el-button type="info"
@click="unstakeCall">Unstake</el-button>
<el-button type="warning"
@click="withdrawRewardsCall">Withdraw</el-button>
</div>
</div>
</template>

<script>
Userlnfo xommoneHT:

import staking from '@/mixins/staking’;

import token from '@/mixins/token’';

import { formatUnits } from '@ethersproject/units’';
import { mapGetters } from 'wvuex';

const amountMinForDisplay = 0.01;

const fixPoint = 2;

const formatAmounts = (value, decimals) => {
const rawValue = parseFloat (formatUnits (value, decimals));
if (rawValue < amountMinForDisplay && rawValue !== 0) {

return “<${amountMinForDisplay} ;

}

return rawValue.toFixed (fixPoint);
}:
export default {

name: 'UserInfo',
mixins: [staking, token],
data () {
return {
balance: '0',
staked: '0',
rewards: '0',

};

by

computed: mapGetters ([
'getUserUpdated’,
'getUserInfo',
'getTokenInfo',

1)

watch: {
getUserUpdated (newValue) {

if (newValue) {



this

this

this

only
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this.handleUserData () ;
}
Yy
Yy
methods: {
async unstakeCall () {
await this.unstake();
Yy
async stakeCall () {
// await this.approve():;
await this.stake();
Yy
async withdrawRewardsCall () {
await this.withdrawRewards();
Yy
async handleUserData () {
this.balance = formatAmounts (this.getUserInfo.balance,

.getTokenInfo.decimals) ;

this.staked = formatAmounts (this.getUserInfo.staked,

.getTokenInfo.decimals) ;

this.rewards = formatAmounts (this.getUserInfo.rewards,

.getTokenInfo.decimals) ;

Yy
Yy
i
</script>

<!-- Add "scoped" attribute to limit CSS to this component
-—>
<style scoped>
.wrapper {
max-width: 450px;
display: flex;
justify-content: space-between;
border: 1lpx solid grey;
padding: 10px;

.info {
max-width: 400px;
min-width: 200px;
display: flex;
flex-direction: column;
justify-content: center;
padding-right: 20px;
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.info > .item {
display: flex;
color: white;
justify-content: space-between;
padding: 5px;

.info > .item .title {
margin-right: 15px;

.info > .item .valueBlock {
display: flex;
justify-content: flex-start;

.info > .item .value {
margin-right: 5px;

.actions {
max-width: 150px;
display: flex;
flex-direction: column;

.actions .el-button + .el-button {
margin-left: 0;

.actions .el-button {
margin-bottom: 10px;

}

.actions .el-button:last-child {
margin-bottom: O0;

@media screen and (max-width: 500px)
.wrapper {
flex-direction: column;
align-items: center;
}

.info {
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padding: 0;

}

.actions {
max-width: none;
width: 100%;

}
</style>

biznec norika s pob0TH 31 CMapT KOHTPAKTOM CTEMKIHTA:

import { Contract } from '@ethersproject/contracts';
import stakingABI from '@/abis/staking.json';
import { WeiPerEther } from '@ethersproject/constants';

export default {
computed: {
chainId() {
return this.$store.getters.
by
signer () {
return this.$store.getters
by
account () {
return this.$store.getters
by
userStaked () {
return this.$store.getters
by
stakingContractAddress () {
return this.$store.getters
by
successTransactions () {
return this.$store.getters
by
by
created() {
this.getStakingData () ;
by

methods: {
async stake () {
const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,

this.signer);

getChainId;

.getSigner;

.getAccount;

.getUserInfo.staked;

.getStakingContractAddress;

.getSuccessTransactions;
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const tx = await
stakingContract.stake (WeiPerEther.mul (10000)) ;
await this.handleTransaction (tx);
Yy
async unstake () {
const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,
this.signer);
const tx = await
stakingContract.unstake (this.userStaked) ;
await this.handleTransaction (tx);
Yy
async withdrawRewards () {
const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,
this.signer);
const tx = await stakingContract.withdrawRewards () ;
console.log (tx);
await this.handleTransaction (tx);
Yy
async getStakingData () {
const stakingContract = new
Contract (this.stakingContractAddress,
stakingART,
this.signer);
const { balance: staked } = await
stakingContract.getUserData (this.account) ;
const rewards = await
stakingContract.getUserRewards (this.account) ;
this.$store.commit ('setUserStaked',
staked.toString());
this.$store.commit ('setUserRewards',
rewards.toString());
Yy
async handleTransaction (tx) {
await this.$store.dispatch('setTransaction', tx.hash);
await tx.wait (1)
await this.$store.dispatch('completeTransaction',
tx.hash) ;
await this.getStakingDatal();
Yy
Yy
Y



45

biznec norika ans po6otu 31 cMapT KoHTpakToM ERC20 Tokena:

import { Contract } from '@ethersproject/contracts';
import { MaxUint256 } from '@ethersproject/constants';

import erc20 from 'Q@/abis/erc20.]json’';

export default {
computed: {

by

chainId () {

return this.$store.getters.

by
signer () {
return this.$store.getters
by
account () {
return this.$store.getters
by
stakeTokenAddress () {
return this.$store.getters
by
stakingContractAddress () {
return this.$store.getters

by

created () {

by

this.getTokenData () ;

methods: {

async approve () {

const tokenContract = new

Contract (this.stakeTokenAddress,

tokenContract.approve (this.stakingContractAddress,

erc20,
this.signer);
const tx = await

await tx.wait();
by
async getTokenData () {

const tokenContract = new

Contract (this.stakeTokenAddress,

erc20,
this.signer);

getChainId;

.getSigner;

.getAccount;

.getStakeTokenAddress;

.getStakingContractAddress;

MaxUint256) ;



46

const allowance = await
tokenContract.allowance (this.account,
this.stakingContractAddress) ;
const balance = await
tokenContract.balanceOf (this.account) ;
const name = await tokenContract.name() ;
const symbol = await tokenContract.symbol () ;
const decimals = await tokenContract.decimals();
this.$store.commit ('setUserInfo', { allowance:
allowance.toString (), balance: balance.toString() });
this.S$store.commit ('setTokenInfo', { name, symbol,
decimals: decimals.toString() });
Yy
Yy
i

Jlorika juist MiAKIIIOUEHHS! KPUIITO TaMaHIIs A0 JOAaTKY:

import WalletConnectProvider from '@walletconnect/web3-
provider';

import { Web3Provider } from '@ethersproject/providers';

// initial state
const stateData = () => ({
mode: process.env.NODE ENV || 'development',
connected: false,
chainId: O,
provider: null,
signer: null,
account: null,

1)

// getters

const getters = {
connectStatus: (state) => state.connected,
getProvider: (state) => state.provider,
getSigner: (state) => state.signer,
getAccount: (state) => state.account,

}i

// actions
const actions = {
async connectWallet ({
commit,

b A
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const walletConnectProvider = new
WalletConnectProvider ({
rpc: {
43114: 'https://api.avax.network/ext/bc/C/rpc',
Yo
})

const { connector } = walletConnectProvider;
const accounts = await walletConnectProvider.enable () ;
const provider = new

Web3Provider (walletConnectProvider) ;
const signer = provider.getSigner();
commit ('setChainId', connector.chainId);
commit ('setSigner', Object.freeze (signer));
commit ('setAccount', accounts[0]);
commit ('setProvider',
Object.freeze (walletConnectProvider));
commit ('setConnect', true);
Yy
i
// mutations
const mutations = {
setConnect (state, status) {
state.connected = status;
Yy
setProvider (state, payload) {
state.provider = payload;
Yy
setChainId(state, payload) {
state.chainId = payload;
Yy
setSigner (state, payload) {
state.signer = payload;
Yy
setAccount (state, payload) {
state.account = payload;
Yy
i
export default {
state: stateData,
getters,
actions,
mutations,



