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AHOTALIIS

B naHomy JUIUIOMHOMY HPOEKTI Ha MNPOrpaMHOMY pIBHI peaji3oBaHa
noporoBa cxemMa posnoaury cekpery lllamipa. Po3poGiena mporpama cTBOpIO€
0e3MeyHuil po3noaia CEKpeTy MK JESKOI IpyNor KOpUcTyBadyiB. IHimiatop mae
MO>KJIUBICTh PO3MOAUIMUTH CEKPET MK I'PYNOI0 KOPUCTYBaudiB TaKUM YMHOM, II00
3a0e3MeunTy po3noiil (parMeHTIB CEKPETY Y BUIbHOMY MOPSAAKY Ta KUIBKOCTI M1k
yciMa KOpPHUCTyBauaMHM B 3aJIeKHOCTI Bil mnoTpe® rpymnu. Jas BiHOBIEHHS
MOYAaTKOBOT'O CEKPETy BHKOPUCTOBYIOTHCS 3alllM(PPOBAHUN CEKpeT Ta IIEeBHA
MiIHIMaJbHa KUIBKICTh (DparMeHTIB CEKPETy, SIKY BKa3ye IHILIATOp MpPHU CTBOPEHHI
PO3MOJILTY CEKPETY.

JlocnipKeHo 1ICHYI0UYl aHAJIOT14HI CXEMHU PO3MOJAUTY CEKpPEeTy 1 HAmpsSIMKU 1X

BUKOpPHUCTAaHHA.



AHHOTALMS

B naHHOM AMIUIOMHOM MpPOEKTE Ha MPOrPpaMMHOM YpPOBHE peaJu30BaHa
noporosast cxema pacnpenenenus cekpera Illamupa. Pa3pabortanas nporpamma
co3fgaeT O€30MacHOE pacHpelesieHue CeKpeTa MEXAy HEKOTOpOH TIpymnmnoi
noJsib3oBatenield. MHunmaTop MmMeeT BO3MOXKHOCTh PACHPENEIUTh CEKPET MEXIY
y4aCTHUKaMHU TakuUM 00pa3oMm, 4yToObl 0OecrneuuTh pacrpeeneHue (pparMeHToB
cekpera B CBOOOJHOM MOPSAKE M KOJIMYECTBE MEXKIY BCEMH IOJb30BATENSIMHU B
3aBUCUMOCTH OT MOTpeOHOCTeN rpymbl. JIJisi BOCCTAaHOBIEHUS MEPBOHAYAIBHOTO
CEKpeTa HCIONB3YIOTCS 3aln(pPOBAHHBIN CEKpET U ONpeeIeHHOe MUHUMAIBHOE
KOJIMYECTBO (PParMEeHTOB CEKpeTa, KOTOPYIO YKa3bIBa€T MHUIIUATOP MPHU CO3JAAHUU

pacrnpcaciicHuAa CCKpETa.

HCCJ’IG,IIOB&HLI CYHICCTBYIOIIHUC AHAJIOTMYHBIC CXCMBI pPaCIIpCaACICHUA

CCKpPCTa N HAIIPABJICHUA UX UCIIOJIIB30BAHUA.



ABSTRACT

In this diploma project Shamir’s thereshold sharing is implemented on the
software level. The developed program creates a safe distribution of secret between
a certain group of users. The initiator has the ability to distribute secrets between a
group of users in such a way as to ensure the distribution of secret secrecy
fragments among all users depending on the needs of the group. To restore the
initial secrecy, an encrypted secret and a certain minimum number of secrecy
fragments, which the initiator indicates when creating a secrecy distribution, is

used.

Existing similar schemes of secretion distribution and directions of their use

are investigated.
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BCTVII

Te, o iHpOpMaIlis Ma€ IIHHICTb, JIFOAW YCBITOMUJIN YK€ TaBHO - HeJlapMa
JUCTYBAaHHS CUJIbHUX CBITY LILOI'O 3/1aBHA Oyja 00'€éKTOM NMWJIBHOI yBaru ix Apy3iB
1 HenpyriB. Toxl 1 BuHUKIA moTpeda 3axucTy 1€l iH(opmamii Bl HaIMIPHO
3aIliKaBJICHUX. B MaBHUHY IO HaMarajimcsk BUKOPHUCTOBYBATH JJIsi BHUPIIICHHS
bOT0 3aBJIaHHA HAWPI3SHOMAHITHIIII METOJW, 1 OJHUM 3 HUX OyB TalWHOMHC -
BMIHHS CKJIQIATH TOBIJOMJICHHSI TAKUM YMHOM, 11100 HOro 3MicT OyB HEJIOCTYITHUM
HIKOMY KpIM THX, Ui KOTO BiH 1 OyB mnpu3HaueHuil. € CBIAYEHHA TOro, IIO
MUCTEITBO TAWHOIMHKCY 3apOJMIIOCS IIIe B JOAHTHYHI Yacu. B Hamr wac iHdopmarris
Habysla caMOCTiifHy KOMepIilfHy IiHHICTb i CTana Maike 3BHMYaiiHUM ToBapoM. Ii
BUPOOJIAIOTH, 30€piraroTh, TPAHCIOPTYIOTh, MPOJAIOTH 1 KYIYIOTh, a 3HAYHUTh -
KpaayTh 1 MiAPOOTIOTE, OTXKe, il HeoOxigHo 3axumartu. [llupoke 3actocyBaHHS
KOMITFOTEPHUX TEXHOJOT1M 1 TocTiiiHe 30uIblieHHs o0csiry i1H(opMamiitHux
MOTOKIB BHUKJIMKA€E€ TIOCTIHHE 3pOCTaHHA 1HTepecy no kpunrtorpadii. OctaHHIM
gacoM 30UTBIIYETBCS POJIb TMPOrpPaMHUX 3aco0iB 3axucTy iHdopMarii, fSki He
noTpeOyIoTh BEIUKUX (PIHAHCOBUX BHUTpAT B TOPIBHSHHI 3 amapaTHUMHU
kpuntocucremamu. CydacHi MeToAu IH(PPYBaHHS TapaHTYIOTh MPAKTUYHO
aOcoyFoTHUH 3axucT gaHuX. [IpoTe Ha CHOrOAHINIHIN JEHB pa3oM 3 MOTPeOOI0 B
MaKCUMaJbHIi  3axWimeHocTi iHdopmalii Takox 3pocrtae 1 1oTpeba B
KOM(OpPTHOMY BHKOpPHUCTaHHI iHGOpMaIii TUMHU, JUIsi KOTO BOHA MpPU3HAYCHA.
To6Tto mpu cnpobi peanizyBaTH €PEKTUBHY CHUCTEMY 3aXUCTy Oynb SKHX JaHUX,
3’SABNISIIOTBCS W 1HIN (akTopw, 3 AKUMHU (axiBIsIM 3 O€3MeKH JTOBOIUTHCS
paxyBaTHCs, CTBOPIOIOYH IHAWBIAyalbHI DPIMIEHHS IJIs PI3HUX THITIB MPOOJIEM.
OmgauM 13 TakuxX pimieHb OyJIO PO3AUICHHS CEKpeTy MO YacTHHAX. Xouya Take
pIIEHHS] CTBOPWIIO 1HIIY MpobiieMy, siky me B 1976 portii copmynroBanun Maprtin
Iennman ta Birdina Hibdi [1]. [Ipobrema Oyna chopmynboBaHA HACTYIMHUM
guHOM: OIWHAIIATE BYCHUX MPAIIOIOTh HAJl CEKPETHUM TPOCKTOM. BOHU X04yTh
3a0JIOKYBaTH JOKYMEHTU B Imadi, mo0 BiAKpUTH mady, SKIMIO 1 TUIBKK SAKIIO

NpPUCYTHI MIicTh a0o0 Ouibllle BuYeHHMX. Ky MiHIMAJIbHY KUIBKICTh 3aMKIB



HeoOX1AHO? SIKy HallMEHIy KUTbKICTh KJIIOYIB BiJl 3aMKIB KOKEH BUEHUN IMOBUHEH
Hectu? HacmpaBni HECKIATHO 3pO3YMITH, IO KUIBKICTh 3aMKIB 1 KIIIOYiB
NOTPIOHUX 71 KOXKHOTO BYEHOro OyJae HEWMOBIPHO BHCOKa 1 BOHA CTaHE
€KCTIOHEHI[IaIbHO TIpIIe, KOJM YHUCIO BUCHHUX 30UIBIIUTHCS. Takok CKIQJAHICTh
e(EKTUBHOTO MOy CEKpETy MOJSITrae y TOMY, IO SKIO Oyla CKOMIPOMETOBAaHA
OJIHA 3 YaCTUH CEKPETY, € BUCOKAa WMOBIPHICTh TOTO, IO 1 CEKPET B IIOMY Oye
ckomrnpometroBaHo. Came minsg 1bOro i Oylo CTBOPEHO CHEIialbHI CXEMH
pPO3MOJIUTY CEKpeTy, sIKl CKJIaJHI B PO3KPUTTI HABITh y BUIAJIKY KOMIIPpOMETAIlli
oJIHi€T 200 KUTBKOX YaCTHH CEKPETY.

TakuM YWMHOM, METOI0 NMaHOi JUIUIOMHOI POOOTH € BUKOHAHHS aHaTi3y
ICHYIOUMX aJITOPUTMIB PO3MOAUTY CEKPETy 1 peatizallisi po3MOAUICHHS CEKPETY 3a
OJIHUM 3 JITOPUTMIB MPOTPAMHOMY PiBHI.

JIist mocSATHEHHS TIOCTaBJICHOT METH MOTPIOHO BUKOHATH HACTYITHI 3a1a4i:

1. BuxoHatu JOCTIIKEHHS JyKepen Ta MIATOTOBKY MaTepialiB Mpo alrOpUTMHU

PO3MOJILTY CEKPETY.

2. TlpoaHanizyBaTH Ta OMUCATH ICHYIOY1 aITOPUTMHU PO3MOAUICHHS CEKPETY.
3. IlpoBectn MomenmtoBaHHS Ta TECTYyBaHHSA  PO3MOAUICHHS  CEKpETY,

CIIPOEKTOBAHOTO B cepenoBuili po3podku Visual Studio, BUKOpUCTOBYIOUH

MoBy CH#.

4, 3poOuTH  BUCHOBOK IIOJI0O JIOCATHYTOI O€3MeKW 3a  JOIMOMOTOO
peai3oBaHOTO PO3MOJILTY CEKPETY Ta €(PEeKTUBHOCTI POOOTH AITOPUTMY TIPU

PI3HIM KUTBKOCTI yYaCHUKIB.
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BHUCHOBOK

B xoni nanoi po6otu 0ynu po3i0paHi TEOPETHUYHI MUTAHHS 010 BUJIB CXEM
PO3AUIEHHS CEKpEeTy Ta aJIfOPUTMIB iX peanizaiii. byno o6paHo moporoBy cxemy
posnoauny cekpery Illamipa uyepe3 edektuBHicTh anroputmy. Ilpu ormiHIl
MPOJAYKTUBHOCTI Mporpama, 10 peajizye MOpOTroBY CXEMY PO3IOALTY CEKpPEeTy 3a
anroput™moM Illamipa edpexTuBHO mpairoe npu KiibkocTi yyacHUkiB 10 200. Tomy
€(EeKTUBHICTh CXE€MHU pO3MOJLTY CEKpeTy OOMEKeHa KIJIbKICTIO YYaCHHKIB.
OcHoBHa mepeBara 1i€i CXeMU PO3MOAULY CEKPETy MOJIArae B OUIHIII €KOHOMHHUX
norpedax B BAKOPUCTaHHI MAIIMHHUX MOTYXHOCTEH.

Po3poOnena cucreMa TOPOrOBOrO PpO3MOJALTY CEKpPETy MOXe OyTu
e(eKTUBHO BUKOPUCTaHA JUIS PO3IMOJLTY CEKPETY SIK MK MaJIMMH, TaK 1 BETUKUMHU
rpynaMu y4acHuKiB. OKpIM TOTo, IO CXE€My MOXXHAa BHKOPHUCTATH B CHUCTEMi
€JIEKTPOHHOTO TOJIOCYBaHHS [iJIsi 3abe3nedeHHs Oe3neKku, JOCTOBIPHOCTI Ta
KOH(]1ACHIIHHOCTI.

[lomanpma poOoTa MOXKe BECTUCh Y HANPAMKY MOKPAIIEHHS alrOpPUTMY
MIOPOTOBOTO PO3MOJUTY CEKpPEeTy, Yd BHUKOPHUCTAHHS IHIIOI CXEMH, HANpPUKIAMI, 3
MOXJIMBICTIO TIEPEBIPKH JIOJEH, sKa Kpamle MiAXOAUTh JJisg EKTPOHHOTO
roJIOCYBaHHS TOMY, IO HE IMOTpeOye HE3TOYMHHOTrO IHIIlaTopa pOo3MOALTY YH
NEePEBIPEHOT0 KaHAYy 3B’ SI3KY JUIS PO3MOAUICHHS J0JIel CEKPEeTy MK yYaCHUKAMH,

1HaKIIE 3’ ABISIETHCS 3arpo3a 0e3MneKu yepes cadoTax 31 CTOPOHH iHiIiaTopa.
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JIOJJATOK
TIPOTPAMHA PEAJIIBAIISI OCHOBHUX METO/IIB

//Kjac, 3a OOMNOMOTOK AKOTO BilmbyBaeTbcsa mmbpyBaHHA CEKpeTy 3a
anropurMoM RSA (Rijndael)

public class Encryption

{

public static byte[] Encrypt (byte[] clearData, bytel[] Key,
bytel[] IV)

{
MemoryStream ms = new MemoryStream() ;
Rijndael alg = Rijndael.Create();
alg.Key = Key;
alg.IVv = 1IV;
CryptoStream cs = new CryptoStream (ms,
alg.CreateEncryptor (), CryptoStreamMode.Write);
cs.Write(clearData, 0, clearData.Length);
cs.Close();

byte[] encryptedData = ms.ToArray();

return encryptedData;

}

public static string Encrypt(string clearText, string
Password)

{
byte[] clearBytes =
System.Text.Encoding.Unicode.GetBytes (clearText) ;

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0x6l, Ox6e, 0x20, 0x4d,
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Ox65, Ox64, 0x76, 0x65, 0x64, 0x65, 0x76});
byte[] encryptedData = Encrypt(clearBytes,
pdb.GetBytes (32), pdb.GetBytes(16))
return Convert.ToBase64String (encryptedData);

}

public static byte[] Encrypt(byte[] clearData, string
Password)

{

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0x6l, Ox6e, 0x20, 0x4d,
0x65, 0x64, 0x76, 0x65, 0xe64, 0xo65, 0x76});

return Encrypt (clearData, pdb.GetBytes(32),
pdb.GetBytes (16)) ;

}
public static void Encrypt(string fileln,

string fileOut, string Password)

FileStream fsIn = new FileStream(fileln,
FileMode.Open, FileAccess.Read);

FileStream fsOut = new FileStream(fileOut,
FileMode.OpenOrCreate, FileAccess.Write);

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0Ox6l, Ox6e, 0x20, 0x4d,
Oxo65, Oxo64, 0x76, 0x65, 0xo64, 0xo65, 0x76});
Rijndael alg = Rijndael.Create();
alg.Key = pdb.GetBytes (32);
alg.IV = pdb.GetBytes (16);

CryptoStream cs = new CryptoStream(fsOut,
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alg.CreateEncryptor (),

CryptoStreamMode.Write) ;

int bufferlen = 4096;
byte[] buffer = new bytel[bufferlen];
int bytesRead;
do
{
bytesRead = fsIn.Read(buffer, 0, bufferlen);
cs.Write (buffer, 0, bytesRead);
} while (bytesRead != 0);
cs.Close();
fsIn.Close();
}
public static byte[] Decrypt (byte[] cipherData,
byte[] Key, bytel[] IV)
{
MemoryStream ms = new MemoryStream() ;
Rijndael alg = Rijndael.Create();
alg.Key = Key;
alg.IV = IV;
CryptoStream cs = new CryptoStream(ms,

alg.CreateDecryptor (),
cs.Write (cipherData, O,
cs.Close();

byte[]

return decryptedData;

CryptoStreamMode.Write) ;

cipherData.Length) ;

decryptedData = ms.ToArray();
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public static string Decrypt (string cipherText, string

Password)

{

byte[] cipherBytes =
Convert.FromBase64String (cipherText) ;

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0Ox6l, Ox6e, 0x20,
0x65,

Ox64, 0x76, 0x65, 0x64, 0xo65, 0x76});
byte[] decryptedData = Decrypt (cipherBytes,
pdb.GetBytes (32), pdb.GetBytes(16));

return

System.Text.Encoding.Unicode.GetString (decryptedData) ;

}

0x4d,

public static byte[] Decrypt (byte[] cipherData, string

Password)

{

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0x6l, Ox6e, 0x20,

0x4d,

0x65, 0x64, 0x76, 0x65, 0xo64, 0xo65, 0x76});

return Decrypt (cipherData, pdb.GetBytes (32),
pdb.GetBytes (16)) ;

}
public static void Decrypt(string fileln,

string fileOut, string Password)

FileStream fsIn = new FileStream(fileln,
FileMode.Open, FileAccess.Read);

FileStream fsOut = new FileStream(fileOut,

41
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FileMode.OpenOrCreate, FileAccess.Write);

PasswordDeriveBytes pdb = new
PasswordDeriveBytes (Password,

new byte[] {0x49, 0x76, 0Ox6l, Ox6e, 0x20, 0x4d,
Oxo65, Oxo64, 0x76, 0Ox65, 0Ox64, O0x65, 0x76});

Rijndael alg = Rijndael.Create();

alg.Key = pdb.GetBytes (32);

alg.IV = pdb.GetBytes(1l6);

CryptoStream cs = new CryptoStream(fsOut,
alg.CreateDecryptor (), CryptoStreamMode.Write);

int bufferlLen = 4096;

byte[] buffer

new byte[bufferlen];

int bytesRead;

do

{
bytesRead = fsIn.Read(buffer, 0, bufferlen);
cs.Write (buffer, 0, bytesRead);

} while (bytesRead != 0);

cs.Close();

fsIn.Close();

}
//xjac, AKMM TeHepye KJIU IOJIS PO3MNONiJly CeKpeTy

class KeyGenerator

{

private static Random rand = new Random() ;

public static byte[] GenerateKey(int bitsLength)

{
if (bitsLength % 8 != 0)



throw new ArgumentException ("The bits length
must be able to be divided by 8.");
}

int bytesLength = bitsLength / 8;
var key = new byte[byteslLength];
rand.NextBytes (key) ;

return key;

public static ushort[] GenerateDoubleBytesKey (bytel]

arr)

if (arr.Length % 2 != 0)
{

throw new ArgumentException("The array length
must be even.");

}

int length = arr.Length;

var result new ushort[length / 21;

ushort ell, el2;
for (int 1 = 0; i < length / 2; i++)
{

ell = (ushort) (arr[2 * 1]<<8);
el?2 = arr[2 * 1 + 1];
result[i] = (ushort) (ell+ el2);

}

return result;
}
public static string GetHexKey (ushort[] key)
{

var newKey = new uint[key.Length];
for (int i = 0; i1 < key.Length; i++)
{

newKey[i] = key[i];
}

return HexConverter.NumbersArrToHexString (newKey,
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//Kjac, GKuUi TeHepye MOJIIHOM IJig PO3MNON1lJIEHHS CeKpeTy
class PolynomGenerator
{
public static uint lowerXBound = 1;
public static uint upperXBound Mod.MOD - 1;

private static Random rand = new Random() ;

public static ushort[] GenerateWholeNumbers (int count)
{

var result = new ushort|[count];

for (int i

{

0, 1 < count; i++)

result[i] = (ushort) (rand.Next (ushort.MinValue,
ushort.MaxValue)) ;

}

return result;

public static ushort[,] GeneratePolynomsMatrix (ushort[]
key, int count, int power)

{

var matrix = new ushort|[count, power + 1];
var currentCoefficients = new ushort[power + 1];

for (int 1 = 0; 1 < count; 1i++)
{

currentCoefficients = GenerateWholeNumbers (power

currentCoefficients[0] = keyl[i];
matrix.SetRow (i, currentCoefficients);

return matrix;

public static uint GetRandomX (uint lowerBond, uint
upperBond)
{
uint thirtyBits = (uint)rand.Next (1l << 30);
uint twoBits = (uint)rand.Next (1 << 2);
return (thirtyBits << 2) | twoBits;



}
//Kjac, pPO3MNONijgoumnii CekpeT Ha (QparMeHTU
public class SharesManager
{
public static string[] SplitKey(ushort[] key, int
players, int required)
{
int keyLengthInBits = key.Length * 16;
int polynomsCount = key.Length;

var polynoms =
PolynomGenerator.GeneratePolynomsMatrix (key, polynomsCount,
required - 1);

/* Console.WritelLine ("Generated matrix:");
for (int i = 0; 1 < polynoms.GetLength(0); i++)
{
for (int 7 = 0; j < polynoms.GetLength(l); j++)
{
Console.Write("{0} ", polynoms[i, J1):
}

Console.WriteLine () ;

box/

var playerPoints = new uint[players, polynomsCount,
217

var currentPolynomPoints = new uint[players, 2];

var currentPolynom = new ushort[required];

for (int i = 0; i1 < polynomsCount; i++)

currentPolynom = polynoms.GetRow (i) ;
currentPolynomPoints =
PolynomSolver.GetRandomPoints (currentPolynom, players);
for (int j = 0; j < players; j++)
{
playerPoints[j, i, 0] =
currentPolynomPoints[j, 0];
playerPoints([]j, i, 1] =
currentPolynomPoints[j, 1];

}

var geneneratedHexes = new string[players];
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var

var
for

playerPoints|[i,

playerPoints|[i,
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currentPlayerPoints = new uint[polynomsCount *
counter = 0;
(int i = 0; i1 < playerPoints.GetLength(0); i++)

for (int j = 0; j < playerPoints.GetLength(1l);

currentPlayerPoints[counter]

j/ 0]
counter++;
currentPlayerPoints[counter] =
j/ 171;
counter++;
}
counter = 0;

geneneratedHexes[1] =

HexConverter.NumbersArrToHexString (currentPlayerPoints, '-');

}

return geneneratedHexes;

public static ushort[] CombineKey(string[] playerPoints)

{

var

') .Length - 1)

var

polynomsCount = (playerPoints[0].Split('-
/ 2+ 1;
required = playerPoints.Length;

var convertedPoints = new uint[polynomsCount,
required, 2];

var testingPlayersPoints = new uint[polynomsCount];

var counter = 0;

var currentPlayerPoints = new uint[polynomsCount];

for (int i = 0; i < required; i++)

{

currentPlayerPoints =

HexConverter.HexStringToNumbersArr (playerPoints([i], '-'):;

for (int 7 = 0; j < polynomsCount; Jj++)
{



convertedPoints[]j, i, 0] =
currentPlayerPoints[counter];

counter++;

convertedPoints[]j, i, 1] =
currentPlayerPoints[counter];

counter++;

}

counter = 0;

/* for (int i = 0; 1 < convertedPoints.GetLength (0);

it+4)

for (int j = 0; 3 <
convertedPoints.GetLength(1l); j++)
{
Console.Write (" ({0}, {1})",
convertedPoints[i, Jj, 0], convertedPoints[i, Jj, 1]);

}

Console.WritelLine () ;

box/

var testingSolved =
CoefficientsSolver.GetCoefficients (convertedPoints);

return testingSolved;
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