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AHOTALIS

VY kBamidikauiitHiii po6oTi po3polaseThes TeMa «JlocaipKeHHs 1 po3pooKa
cucteM kepyBaHHs 10T mepexero PozymHOro o6’ekta Ha miaatgopmMi XMapHOTO
IpoBaiaepa.

Mera naHoi IUMIOMHOI PpOOOTH - 3a0€3MeUeHHs eKOHOMIi eJeKTPOEHEPrii,
KOM(OPTHOCTI  OCBITJICHOCTI ILIAXOM  po3poOku  xmapHoi [oT cucremu
MOHITOPUHTY, aHATITUKHU Ta yrpaiiHHsa [oT mepexero po3ymHoro o6'exra.

B pesynbrari pobOTH MpPOBENEHO OIJISAA 1 aHalli3 CydyacHHX 10t XMapHHUX
mwiaTdopm Ta oOpaHa JJIs peaizallii CUCTeMHU MaTgopMa XMapHOTo MpoBaiiaepa
amazon web services. CHpOEKTOBaHO apxXiTEKTypy cucTeMH KepyBaHHS 0T
mepexero Posymaoro 06’exra. PosrisnyTi Ta o6pani cepicu AWS IoT Core, AWS
Quicksight nns npoexTyBaHHS Ta pO3pOOKH XMAapHOT YACTUHU CUCTEMU KEPYBaHHS
[oT Mepexi po3yMHOT0 00’ €KTY.

JlokanpHa yacTHHA 10t cucTeMu crpoekToBaHa B cepenoBuili Cisco Packet
Tracer Ta mpoemynwpoBaHa B cepepoBumli Visual Studio Code. Po3poGnenuit
CIeHapiil KepyBaHHSA 10t MEpPEXeI PO3YMHOI0 00’€KTYy KOHTPOJIOE BKIIIOUEHHS
CBITJIa TIO CUTHAJy 3 JIaT4YMKa PyXy, T4 BPaXOBY€E JaH1 MPOrHO3Yy aBTOMATHYHOTO

OCBITJICHHS 3a PO3KJIAJIOM IIPUXO]TY JIFOIUHH.



ABSTRACT

The qualification work is developing the topic "Research and development of
0T control systems for the Smart Object network on the cloud provider platform".

The purpose of this thesis is to ensure energy savings, comfortable lighting by
developing a cloud 10T system for monitoring, analytics and controlling the loT
network of the smart object.

As a result of the work, a review and analysis of modern IoT cloud platforms
was conducted and the Amazon Web Services cloud provider platform was selected
for the implementation of the system. The architecture of the 10T control system for
the Smart Object network was designed. The AWS loT Core and AWS Quicksight
services were considered and selected for the design and development of the cloud
part of the 10T control system for the smart object network.

The local part of the loT system was designed in the Cisco Packet Tracer
environment and emulated in the Visual Studio Code environment. The developed
0T control scenario for the smart object network controls the switching on of the
light by the signal from the motion sensor, and takes into account the forecast data

for automatic lighting according to the schedule of a person's arrival.
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INEPEJIIK CKOPOYEHD, I[TEPEJIIK YMOBHUX ITO3HAYEHD I TEPMIHIB

AWS — Amazon Web Services.
GCP — Google Cloud Platform.
IDE — Integrated Development Environment.

0T — Internet of Things.

MQTT — message queuing telemetry transport.



BCTYII

Po3Butok InTepuery peueit (IoT) Ta XxmMapHUX TEXHOJIOTIA CTBOPIOE HOBI
MO>KJIMBOCTI JJI1 aBTOMATHU3allii, ONTUMI3allii pecypciB Ta MiABUILIEHHS KOMPOPTY B
pi3HUX cepax KUTTS, 30KpeMa y CTBOPEHHI «PO3yMHHUX» OYIUHKIB. 3aCTOCYBAHHS
xMapHux miaatdopm y cucremax loT go3Bossie edekTUBHO 30MpaTu, 0OpOOISITH Ta
aHaNi3yBaTH JlaHl, 10 POOUTh MOXJIMBUM PO3POOKY IHTEIEKTYalbHUX CLEHApIiB
YIIPaBIIiHHS TIPUCTPOSIMH.
Tema moe€i maricrepcbkoi poOoTu JlochmimkeHHs Ta pPO3poOKa CHUCTEM
ynpasiinHsg [oT wMepexeio Po3ymHoro oO'ekta Ha 1uatrgopmi  XMapHOTO
npoBaiiziepa. AKTYaJbHICTh pOOOTH 0OO0yMOBJICHAa HEOOXIAHICTIO BIPOBAKCHHS
Cy4aCHHMX TEXHOJIOT1H JiJisi 3a0€e3MeUeHHsI TT1BUIIIEHHS] KOM(DOPTY.
OO6'exT mochipKeHHS: XMapHi mIaTGopMu Ta TEXHOJIOTIi MOOYI0BH CUCTEM
loT.
[Ipeamer nociipkeHHS : XMapHi MIaTGOPMH Ta TEXHOJIOT1i pO3pOOKHU CHCTEM
KEepYBaHHsI MEPEKEI0 PO3YMHOIr0 00'€KTa Ha OCHOB1 XMapHHUX CEPBICIB.
Merta nocnimkeHHs: 3a0e3neYeHHs] eKOHOMIT eleKTpoeHeprii, KoM(pOpTHOCT1
OCBITJICHOCTI IIVITXOM po3po0kHu XxMapHOi [0T cucTeMn MOHITOPUHTY, aHAJIITUKHU Ta
ynpasiiaHsa [oT mepexero po3yMHOro o0'ekra
PoGoTa cipsimoBaHa Ha po3B’si3aHHS BXKJIMBOI 3a]1a4i aBTOMAaTH3AIlli CHCTEM
yIpaBIiHHS PO3YMHUM OyJIMHKOM Ha OCHOBI CydacHUX TeXHOoJoTiH [oT Ta xmMapHuX
CEPBICIB.
JIns fOCSATHEHHS METH HEOOX1JHO BUPIITYBAaTH TaKi 3aBJIaHHS .
1) TlpoBecTr IOCHIIPKCHHS Ta aHAN3 CyYaCHUX TEHICHIIM PO3BUTKY iot
CHUCTEM PO3YMHHX 00'EKTIB.

2) IlpoBecTH AOCTIKEHHS MOXKIUBOCTEH ciTy»k0 Ta cepsiciB [oT turardopm
MIPOBITHUX XMAPHUX TIPOBAIEPIB.

3) ChopmyBaTy IOCTAaHOBKY 3aBJIaHHS PO3POOKH 10t CHCTEMH Ta MEPEXKi JIsI

00paHOTO PO3YMHOTO 00'€KTAa.



4)

5)

6)

7)

8
[IpoBectn mnpoexTyBaHHA OaraTopiBHEBOi1 apxitekropu |0T cucremu

YIPAaBIIHHS PO3YMHUM 00'€KTOM.

Bukonatu nmnpoekTyBaHHs ~XMapHoi yactuHu loT cucremm 13
BUKOPHUCTaHHSIM CEPBICIB XMapHOTO MpoBaiiiepa.

[IpoBecTr MpoeKTyBaHHS aITOPUTMY CIIEHApito JIOKaJIbHOT YacTuHu 0T
cuctemu B cepenopuiti Visual Studio Code .

[Tposectu po3podky [oT Mepexi po3yMHOT0 00'€KTY.
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1 OrJsiaI AHAJI3 XMAPHUX IVIAT®OPM Ui KEPYBAHHSA 10T

MEPEKEIO

1.1 Benenns B Intepuert peueii (IoT)

Tepmin 10T, abo InTepHeT pedeil, BITHOCUTHCS JO KOJIEKTUBHOI MEpPExi
MITKJIIOYEHUX TPUCTPOIB Ta TEXHOJIOT], 110 MOJIETIIYE 3B'I30K MK IPUCTPOSIMH Ta
XMapolo, a TaKoX MDK camMuUMu npucTtposiMu [1]. 3aBasiku TMOsIBI HEAOPOTUX
KOMIT'IOTEPHUX UYIIiB Ta BHUCOKOIIBUIKICHOI TEJIEKOMYHIKAIli, Telep MU Ma€eMO
MUTBSIpZIN TIPUCTPOIB, MigKIOYeHHX 10 [HTepHeTy. Lle o3Hauae, 1m0 MOBCIKICHHI
OpUCTPOI, Taki K 3yOH1 IIITKH, MHJIOCOCH, aBTOMOOULII Ta MAIIUHU MOXYTh
BUKOPHUCTOBYBATH NAaTYUKH I 300py JaHUX Ta PO3YMHOTO pearyBaHHS Ha il
KOpHUCTYBayiB.

Po3BuTok [0T pOOUTE MOYKITUBUM CTBOPEHHS PO3YMHHX OYIMHKIB, PO3YMHHX
MicCT, ipoMuciIoBuX loT-Mepex 1 HaBITh ABTOHOMHHX TPAHCIIOPTHUX 3aCO01B.

Konmneniis noMamapoi aBromartuzaitii icaye 3 ki 1970-x pokis. IIpore 31
MIBUJKAM PO3BUTKOM TEXHOJIOT1M Ta TMOSBOIO I1HTEJEKTYyallbHUX MOCIYT Halli
OUYIKyBaHHsS PpaJWKadbHO 3MIiHWIHCSA. ChOrofHI IHTENEKTyaJIbHUN OYyIWHOK
OXOILTIOE OLIBIIE, HIXK IMTPOCTO 3pYUHICTh — BIH BTUTIOE B 001 BceO1UuHE PO3YMIHHS
TOT0, IKUM Ma€ O0yTu OyMHOK Ta SIK MaIOTh HAaJJaBaTHUCh Ta BUXOJIUTH HOTO MOCTYTH.
Cucremu nOMamIHBOI aBTOMATH3allli JIO3BOJSIOTH KIHIIEBUM KOPHCTyBadam
Oe3MepeNKoIHO KEPyBaTh Ta KOHTPOJIOBATH EICKTPONPHIAAH, CHPHUIIOYU
¢(eKTHBHOCTI, 3pYYHOCTI Ta Oe3Ieli y CBoiX OyauHKax [2].

LenTp ynpaBmiHHS pO3yMHUM OYJIWHKOM CIYXHUTh SIK CIIOJIyYHA JJAHKA MIXK
yciMa KOMIIOHEHTaMH CHCTeMH. BiH 103BOJIsi€ BIACHUKY OYIMHKY HaJIAIITyBaTH
CIieHapil OCBITJICHHS, CTBOPUTH PO3KJIaJ YBIMKHEHHS Ta BHMHKAHHS CBiTIa, a
TaKOX KOHTPOJIIOBATH OCBITJCHHS 3a JONOMOIOI0 TOJOCOBHUX KOMaHia a0o
MOOLTBEHOTO JonaTka [3].

Po3ymHi OyauHKM HAOyIM ITUPOKOTO MOIIHWPEHHs, 1 ChOTOAHI iX MOKHA

3yCTpITH y OUIBLIOCTI KpaiH CBITY, BKiIO4Yaouud i Ykpainy. CydacHi pillieHHs Ta
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oOnagHaHHA A1 PO3YMHHUX OyIMHKIB JO3BOJISIIOTH KEPYBAaTH 31 CBOrO TeaeOHY

PI3HUMH CUCTEMAMHM:

Cucrema Pozymuuii JliMm 103BOJIsIE KOHTPOJIIOBATH POOOTY OCBITIIIOBAJIBHUX
NPUIaJIiB, BCTAHOBIICHHX SIK yCEpPeauH1 OyIMHKY, TaK 1 3a oro Mexamu [4].

ExoHoMHe BUTpauaHHs eleKTpoeHeprii. MoxIuBe HalalTyBaHHS CUCTEMHU
Ha aBTOMAaTHMYHE BUMKHEHHS BChOTO CBITJIa 3a BIACYTHOCTI rocmojapis. lle
JI03BOJISIE 3a0LIAJAUTH Ha paxyHKax eJIEKTPOEHEPrito TUM, XTO 4YacTo 3a0yBae
BIJIKJIFOUMTHU OCBITJICHHS, 3aJIMIIAI04H OYAUHOK;

ABTomaTu3ailis. YBIMKHEHHS OCBITJICHHS 31MCHIOBATUMETHCS aBTOMATUYHO
pH BXOJ(1 TOCTIOJAPiB 0 OYJUMHKY, @ BAMKHEHHS M1/l 4ac IXHbOTO AOIIISIAY. KO0
KIMHATa 3aJIMIIAETHCS MOPOKHBOIO MIPOTATOM MEBHOTO Yacy, CUCTEMa BUMKHE B Hiif

CBITJIO.

1.2 Orasipg xmapHux miatdopm

XMapHi TEXHOJIOTIT € BaXJIMBHM ejeMeHToM ekocuctemu |0T [5]. Bouu
3a0e3reuyloTh HajilHe 30epiraHHs JaHWX, OOYHCIIIOBAJIbHI TOTYXXHOCT1 IS
aHaJi3y JMaHWX 1 MPOCTy IHTerpaimiro 3 iHTtepdeiicamu kopuctyBaya. be3 xmapu
KEpYyBaHHs BEJIUKOIO KiUTbKICTIO loT-mpucTpoiB cTae BKpaill CKIIaJIHHM, OCKLIBKHU
o0poOka Ta aHami3 JaHUX 3 KOXHOTO TIPHCTPOIO TMOTPEOYIOTh 3HAYHUX
00YHCITIOBATLHUX PECYPCIB.

XMmapui Ttexnounorii (abo xk cloud texHomorii) — 1e iHMpacTpyKTypa Ta
MOCIIYTH, IO JO3BOJIAIOTH OOpOOJSATH Ta KepyBaTH JaHUMHU 4Yepe3 IHTEpHET,
BUKOPHUCTOBYIOUH JIJIsl IOTO BiJJJAICH] CEpBEPH.

Cy4acHi XMapHi T€XHOJOT1i 3a0€3MeYy0Th 3pYYHHUH Ta MIBUIAKANA TOCTYII 10
KOMIT' FOTEPHUX PECYPCiB, TAKUX K OOUHCITIOBAIbHI TOTY>KHOCTI UM CXOBHIIA JAHUX
6e3 HeoOXximHOCTI MaTu (Pi3udHI cepBepr Ha MicisiX. BoHM € cipaB/i THYYKUMU Ta

MaciITa0OBaHUMU PIICHHSIMH SIK JJIsl 3BUYATHUX KOPUCTYBayiB, TakK 1 J1sl O13HECY.
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XmapHna mnatdopma Moxke 00poOIATH BeTUUE3HUN 00CAT TaHUX MPUCTPOIB,

KIJIIEHTIB, JOJATKIB, B€O-CAalTIB Ta BKUBATH 3aXOJiB, 100 BIAMOBICTU B PEXKHUMI
peagbHOTO Yacy.

Bubip kpamioi miargopMu 3aJIeKUTh Bl BUMOT KOMIIaHIi 10 00JagHaHHSA,
JOCTYIY B PEKHUMI pealbHOr0 4acy, 3BITIB KOpHUCTyBaya, O/ KeTy. Po3risiHeMo

KUJIbKa HAUMOMYJISIPHIIIKUX TEXHOIOT1H.

1.2.1 Google Cloud Platform

Google Cloud Platform (GCP) — 1ie cydacHa xMapHa miaTdopma, sika Hajae
KOMIIAH1IM THCTPYMEHTH 1 TEXHOJIOT11 JIJIs1 BUPILIECHHS HAMPI3HOMAHITHIIINX O13HEC-
3aBaHb [6]. BoHa oxorutroe Taki Kir040Bi 001aCTi, sIK 30epiraHHs JaHuX, MAIIMHHE
HaBYaHHS, aHaJIi3 BEJIMKHUX JIAaHUX, KOHTEHHEPHU3aIlis T0JaTKIB, a TAKOXK YIPaBIIiHHS
0e31eKoro Ta IHPPACTPYKTYPOIO.

Google Hanmae GaratopiBHEeBY Oe3reuHy iHPPACTPYKTYpY , sIKa JOTOMArae y
MiABUILCHH] omepalliiiHoi epexTuBHOCTI . BoHa Mae iHTerpoBaHi iHTEIEKTYalbHI
MEXaHI3MU JJIsl PETeIbHOTO OOCIyrOBYBaHHS OOJagHAHHS , Pi3HI TOTOBI PIIICHHS
JUISL CTPYKTYP, @ TaKOXK BIICTE)KEHHS aKTUBIB y Mpolieci poOOTH.

OcnoBHi nepeBaru (Google monsraroTh y MOCTIMHINA Oi3HEC-aHAMITHIN , Y
MOKJIMBOCTI O€3MepepBHOr0 HAaBUaHHS I Oynb-sakux motped . Ile xmapa Takox
3a0e3nedye MiATPUMKY IIUPOKOTO CIEKTPY BOYJIOBAHHMX OINEpaIliiHUX CHUCTEM Ta
po3Bigye po3TamryBaHHs mnporpamu. Opranizaimis, ymOpaBIiHHI Ta OOMIH
JOKYMEHTaMH 3a JIOIOMOTOI0 IIhOT'0 pecypcy ayxke mpocTi [7]. XmapHa cuctema
Google mpamroe 31 ycimMa omepaliiHUMH CHCTEMaMH. 3arajoM BOHa 3abe3rnedye
rapHi (QyHKITIOHAJIbHI MOXJIMBOCTI Ta MPOCTOTY BUKOpHUCTaHHS. OMHAK , BApTICThH

JTAaHO1 OMepaliiHOT XMapHu JOCUTh BUCOKA .
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1.2.2 Microsoft Azure 1oT

[ntepueTr peueit Azure ( [oT ) - me koJsekiis KepoOBaHMX KOPHOPAII€rO
Maiikpoco@T xMapHHUX ClyX0, NPUKOPAOHHUX KOMIOHEHTIB 1 nmakeriB SDK, ski
J03BOJISIOTH TIAKIIIOUATH, BiJICTEXKYBAaTH Ta KOHTPOJIOBATH pecypcu IHTepHeTy
peueit y macmta0i [8]. [Ipocrimie kaxxyuu, pilieHHs [HTepHETY pevell CKIaiaeTbes
3 MPUCTPOiB [HTEpHETY pedeii , 0 B3a€MOIIFOTh 3 XMapHUMU CITy)KOaMHu.

XmapHna cuctema Bin Microsoft mpuszHadeHa jyis pisHUX noTped Oi3Hecy, s
CTBOPEHHS SIK BEJIMUYE3HUX J0JATKIB, Tak 1 HeBenukux crapranis . [oT Suite Hanae
pillieHHs JUIsi  BiAJAJIEHOTO MOHITOPUHTY, TPOTHO3HOTO OOCIYrOBYBaHHS,
IHTEJNIEKTYyaJIbHUX MPOCTOPIB Ta MIAKIIOYEHUX NMpoaykriB. Hamae Oe3xkomToBHUI
NOCIOHMK 31 CTBOpeHHS noAaTkiB. [IpomoHye Benuky KUIBKICTh (YHKIIN Ta
MOJIMBOCTEH, a TAKOX JIETKO MaciTadyeThcsi. Mae HaCTyIH1 0COOIMBOCTI:

XMapHa cucTeMa Ma€ BIIKPUTY IUIATGOpMYy [JIsi CTBOPEHHSI HaJIHHOTO
TOJATKYy.

Bona moxe OyTH BUKOpUCTaHa sIK HOBAYKaMH, TaK 1 eKCIIepTaMH.

€ nBa pimieHHs, 3 SKUX MOXHa MmovaTu: SaaS abo 1mabioHd 3 BIAKPUTUM

BUXIIHAM KOIIOM.

1.2.3 Amazon AWS loT

Amazon Web Services (AWS) — me xmapHa miatdopma BiJ KOMIaHIil
Amazon, siKa HaJla€ KOPUCTyBayaM MOKJIMBICTh BUKOPUCTOBYBATH Pi3HI BIpTyaslbH1
pecypcu uepe3 Inrepuer [9]. 3okpema, 3a0e3medyroud JOCTYI A0 BipTyalbHHUX
MamuH, 30epiraHHs JaHuxX Ta pi3HUX BebO-cepsiciB, AWS € iHCTpymMeHTOM, IO
[IHPOKO BUKOPUCTOBYETHCS PO3POOHUKAMH, KOMIIAHISIMHU Ta YPSIZIOBUMHU OpraHAMH

AWS loT Services - me xmapHa miargopma, sSKka MpaIoe 3 THCSYAMHU

MIJKJIIOYEHUX IPUCTPOIB 1 31aTHa 0OPOOISATH TPUIBLHOHU 3aIUTIB OJJHOYACHO.
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AWS IoT Core cyTTeBO MOJEriiye MiIKIIOYEHHS XMapu 10 MPUCTPOIO,

pobuts 1eit nponec 3posyminium. Ile kepoBanuit xmapuuit cepic. AWS IoT Core
HE TUIbKH J03BOJIE€ IPUCTPOSIM MIJIKIIIOYATUCS O XMApH, ajie TAKOK B3a€EMOMISTH
3 IHIIMMHU TMPUCTPOSMHU Ta XMapHUMHU JojaTkamu. BiH 3abe3nedye MIATPUMKY
HTTP, nonermenoro nporokoay 3B's13ky Ta MQTT.

[Iporpama 3abe3neuye 6e3neyHut 1O0CTYN 10 OyAb-SIKUX IPUCTPOSIM, a TAKOXK
OE3KOIITOBHY MPOOHY BEpCil0 Ha MEBHUU mepion poOoTu. HaBuanbHi MOCIOHUKH
HAJAlOThCS BCIM OaxarouuM sk HaBuanbHuii marepian. AWS loT namae raphi

MO>KJIMBOCTI 1HTETpallii 3 IHIIMMH CepBiCaMHU.

1.3 CepBicu AWS IoT

AWS IoT Core: lle ocHoBHa mocnyra, sika T03BOJISIE MIIKIIOYATA MPUCTPOT
no xmapu. Bona miarpumye mnpotokonn MQTT, HTTP Tta WebSockets,
3a0e3Ieuyoun HaJiiHUI Ta 6€3MeUHUM 3B'sI30K MIXK IPUCTPOSIMU Ta XMapOIo.

AWS IoT Core Mmosxe 00po0IIsITH BeJIMUe3HY KUTbKICTh TTOBIIOMJICHB. Ha/IliTHA
Ta Oe3nevHa riargopma g MapupyTU3allii MoBiIOMJIeHb Ha KiHIeBI TOUYKU AW S
Ta iHII1 MpUcTpoi . mogatku 10 AWS IoT MOXyTh B3a€MOIISATH, HABITH SIKIIIO BOHU
HE MiIKII0YeHi 10 [HTepHeTy MoskHa BUKOPUCTOBYBATH iHII cepBicu AWS, Taki
sk AWS Lambda , Amazon Kinesis , Amazon QuickSight .

AWS Lambda: cepema po3poOku IpOrpaMHOro 3a0e3ledueHHs , y SAKii
PO3POOHUKH MOXKYTh MHCATU Ta PelaryBaTH KoOJ, 00'€HYBaTH MPOEKTU 3 1HIIUX
cepiciB AWS (Bxitouatoun [oT) 1 3amyckatu Hanucanuit koa. e mnardopma s
0e31mepepBHOTO PO3TOPTAHHS - PO3POOHUKH MOXKYTh BUITYCKATH KO JUIs CITY>KOU 110
OJTHOMY, YHUKAIOUH TEXHIYHOTO O0pTy Ta 0e3/maias MOMUIOK.

QuickSight AWS: cepsic cTBoproe aHaniTHKy 3 ganux [oT. Bin BigmoBinae 3a
30upanHs , 00poOKy, 30epiranHs, aHaji3 MaIIMHHOTO HABYaHHS B peaJbHOMY Yacy
Ta CTBOPEHHSI 3BITIB Ha OCHOBI1 KOJY.

[IInro3 mpucTpoiB: Bci mpuctpoi B Amazon Web Services nis [oT migkmroueni

no uuio3y. Cmyx0a BIANOBIIAE 3a MIATPUMKY 3'€HAHHS MK OPUCTPOSIMU Ta
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CEpBEpPOM HaBITh B YMOBaX HM3bKa 3aTpuMka. [1Inr03 mpuctpoiB — 1e nuio3 1t

BukopuctanHs miatgpopmu AWS loT .

Bpokep moBiIOMIIEHb : L NOCIYyra J03BOJS€ MIIKIIOYEHUM HPHUCTPOSIM
OOMIHIOBAaTUCS TOBIAOMJIEHHSMH OJHMH 3 OJHHUM Ta 3 cepBepoM noxatkiB. Lleit
IHCTPYMEHT BIANOBIAA€ 3a 3B'SI3HICTb - BIH MOXe 00poOssitH, 30epiratu Ta
CUCTEMAaTU3yBaTH TUCSYl OBIIOMJIEHb OJTHOYACHO .

MexaHi3M npaBuil: 1€l IHCTPYMEHT BCTAaHOBIIOE OOMEKEHHsI Ta 3a0e3neuye
JOTPUMAHHS MpPaBWJI BUKOPUCTaHHS NaHuX . [IpaBuio Bu3Hauae , sIK MPUCTPOT
00poOnstoTh JaHi . Hanmpukiaz , BM MOeTe BKa3aTu MOPIr 1 BCTAHOBUTH 3HAUYEHHS
3a MPOMOBYAHHAM JUJIsi 3HauyeHb Buule nopora. Ilpasunma AWS IoT iHimitoTh
BUKOHaHHSA NeBHUX QyHKIIH AWS Lambda , moB'si3yroun oHOBIEHHS 00J1aTHAHHSI

3 peakiisiMu mporpamuoro 3adesmneueHns [10].

1.4 ITocTanoBKAa 3aBIaHHA

B pe3ynpTaTi mpoBeaeHOro MOCHIIHKEHHS MOXYTh OyTH chOpPMOBaHI HACTYIMHI
3aja4i;

1) IlpoekTyBaHHS pO3MOALICHOI apXiTeKTypu 10t CHCTEMH pPO3yMHOIO
00’ €eKTy.

2) IlpoekTyBaHHS aJIrOPUTMY CLEHAPil0 aBTOMATHYHOTO OCBITICHHS Y 10t
Mepexi PO3yMHOTO 00’ EKTY.

3) IoOymoBa mporpaMHOi MOJENi JIOKaTbHOI MEPEeKH Ta MifcucTemu 10t
CUCTEMU pO3yYMHOTO 00’ ekTy y cepenoButi Visual Studio Code.

4) Buxopuctanas kommonenta Quicksight xmaproi miardgopmu aws s
CTBOPEHHSI CEPBICY MPOTHO3Y Yacy BKIIOYCHHS CBITJIA Ha PO3YMHOMY
00’€KT1 BIZIIOBITHO CIICHAPIO.

5) Ilepemaya TpOrHO3y B JIOKAIBHY MEPEXKY po3yMHOro o0’ekra 3 l0T
matdhopmu Amazon.

6) JlocmikeHHsT MOXKIIMBOCTEH peaizarii 10t cucreMu po3yMHOT0 00’ €KTy

Ha rmatdopmi aws.
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2 NIPOEKTYBAHHS APXITEKTYPU TA CHEHAPIIO loT CUCTEMHA

2.1 Apxirexkrypa IoT cucremu

ApxiTekTypa I0t cucTeMu HaBelleHa Ha PUCYHKY 2.1

Edge Devices AWS
Cloud
Physical | Virtual i .' A
1|
Sge >k
. mazon
Hawi ana Quicksight
aHaniay
B hopmari CSV
@ Forgcast
-~ —>» C3v
[MoTT

Amazon
MQTT loT Core
protocol

83
(Forecast)

)

Motion Sensor Lamp

AWS
Lambda

Pucynok 2.1 — Cxema apxitexkrypu [oT cuctemu po3yMHOTO 00’ €KTY.

1) Physical / Virtual Layer - ¢izuununii piBeHb
Lleti piBeHBb TNpeACTaBIs€ JABa TUIHW omepariii - 30ip iHdopmamii (JaTumku) Ta
3MIMCHEHHS MeXaH19HO1 poboTH (BukoHaBY1 MexaHi3MH)
JaTtuuk cBiTia ta JlaTamk pyxy

2) Local Network Layer — piBeHb nepudepiiiHOT KOMYHIKaIIii.
Ha nokanbHOMY piBHI 3HaXOAWUTHCS KIHIIEBHM MPUCTPI MIKPOKOHTPOJED, SIKUH,
30mpae 3 IPHUCTPOiB iHGOPMAIIIO 1 BUKOHYE il CIIeHapif0, BAMUKATH Ta BMUKATH
JaMITy BPY4YHY, a TaKOX MPHU TOSIBI PyXYy, 1 SIKIIO MPOTATOM MEBHOTO Yacy HOBOTO
pyxy He OyI0 3ahikCOBaHO JIaMITy BUMKHY THCh.

3) Gateway Layer - piBeHb 1LUTIO3Y
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[TigkaroueHHs MIKPOKOHTPOJIEPY JOKAlIbHOI Mepexi [0 TI100anbHOI Mepexi

IHTEpHET 10 XMapHuX cepBepiB AWS . PiBeHb cJIKyBaHHS XMapHOi I1aThopMHu Ta
nepudepii.

4) Middleware Layer - piBeHb ycepennHi CEpBEPHOTO 3B'SI3KY
PiBeHb CHIUNIKYBaHHSI XMapHUX KOMIIOHEHTIB aws MK CO00I0

5) Big Data and Analytic Layer — piBeHb aHaJTITHKH
PiBeHb BUKOpUCTaHHS aHANITUKM Ha xMmapHiil mmargopmi AWS . BinOyBaerbes
o0pobOka 3i0panoi iHdopmainii Ha piBHI aHamiTuku 0OpoOJISIETHCS 310paHa
iHpopMarlliss Tpo aKTUBHICTh JaTYMKA PYXy Ta 4yacy poOOTH OCBITIIOBAIBHOIO
npucTpoto. PesynbraTom aHaii3zy € MporHo3 yacy Npuxoay JIOJUHU 10 OyauHKY. |
BU3HAYAETHCS JaH1 MPO HEOOXIAHICTh BKIIOYEHHS OCBITIIIOBAJIBHUX MPHIAIIB Y

EBHUH 4ac.

Hns peanizamii 10T mepexi BiamoBigHo 1,2,3 piBHIB apxiTeKTypu HEOOXiIHI
HACTYITHI KOMITOHEHTH
— JlaTauk pyxy (PIR Motion Sensor):
BusBnieHHs IpUCYTHOCTI JIFOJWHU B 30H1 Aii.
BukopucToByeThCs 11 aKTHBAIlIl OCBITIECHHS 200 1HITMX aBTOMAaTH30BaHUX
CIIeHapIiB.
— Posymni nammu (Smart Lights):
PerymtoBaHHS SICKpaBOCTI Ta KOJIHOPY OCBITIICHHS.
Bwmukanns/Bumukanss 3a komangamu 3 loT mnatdopmu.
— Mikpoxontponepu (ESP32, Raspberry Pi):
BinmoBigaroTe 3a JOKajgpbHE 30MpaHHA JaHUX 3 JATYMKIB, BHUKOHAHHS
aBTOMAaTH3allii, a TAKOXK TMepeady JaHUuX 10 XMapH.
[TinTpumyrors MQTT n7st 3B’ 13Ky 3 XMapHUMU CEpBiCaMHU.
—  Wi-Fi/Bluetooth momyimi:
JIs MAKITIOYEeHHS A0 JIOKaJbHOI MEpPEXl YM MPSMOro CHUIKYBAHHS MIXK

MIPUCTPOSIMHU.
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[pane3aatHiCTh JIOKAIBHOT YacTHHH 10t cucTteMu OyJ0 MPOMOJIEIBOBAHO B

cepenosuii Cisco Packet Tracer. Moxens 10t Mepexi HaBe/IeHa Ha PUCYHKY 2.2.

B iot mepexi MiKpoKOHTposiep 30upae iHPOPMALI0 ¢ JaTYUKY PYXY VIS
BUSBIICHHSI aKTHUBHOCTI Ta 3 JIaMNM JUJIsl TMOKa3aHHA POOOTH JamMnu Ta ii piBHA
ACKPABOCTI. SIKIIO MIKPOKOHTPOJIEP OTPUMAE 3 JATYUKY PYXy CUTHAN PyX, TO BIH

BBIMKHE JIaMITy.

: :
Mation Sensor SBBC-PT c

Motion Sensor 1 Lig\thicrocuntroller Light
~ Lamp1
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=~
>
)
n
S
o
>~
N
o
o

|||||II||||||llllm||||||||||||||||5’
Laptop-PT

DLC100
MyHomeGatewa\ Laptop0

Cable—l‘u"lodemw""&./,_ . .
Cable Modem0 £ "'i.ri_—,»ﬂ' pr—

Cluster0 Server-PT
Registration Semver

Pucynok 2.2 — Cxema MojiemfoBaHHS 10t Mepexi

Jlnst peanizaliii cucteMu MOKYTh OyTH HACTYITHUMU PIBHAMH:

1) lap cipuifHATTS (TaKOX HA3UBAETHCSA (HI3MUHUM UM BIpTyaTbHUM PiBHEM).
Ile ocHoBa IoT , mo ckiamaeTscs 3 BIpTyadbHUX KOMIIOHEHTIB, TAKUX SIK JaTYUK
pyxy Ta jamma. Ha mpomy piBHI B MOiii cucTeMi BimOyBaeThcs 30ip AaHUX 13
natunkiB IDE cucremoro.

2) PiBeHb 00poOKHM BiamoBiIae 3a 30epiranHs, aHai3 Ta IEPETBOPCHHS JaHUX.

JlokanpHa OgMHUIT OOpPOOKH NTaHWX, IO OTpUMYE iH(MOPMAIliI0 Bil JAaTYHKIB
pyXy, MOPIBHIOE 3 PO3KJIAJIOM Ta BUBOJUTH BIAMOBIAHI KOMaHIW Ha KOHTPOJIEpU
oCBITJICHHs. PiBeHb OOpOOKM TaKOX [I03BOJISIE CHCTEMi OOpOOJATH JaHl Ta

pearyBaTu B PEKUMI pealibHOTO Yacy
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3) PiBeHb HuTIO3Y.

CninkyBanss Mix JokanbHO IDE mmargopmoro 3a nporokoinom MQTT 1 xmapHOO
cucremoro uepe3 xmapHuii koMnoHeHT AWS IoT Core . A Takox nepenaBaHHS
nporHo3y uepe3 komrnoHeHT AWS Lambda .

4) PiBensb crinkyBanHs Mk komnoneHTaMu AWS. Kommonent AWS S3 .

5) Pisens inTepdelicy kopucTyBaya.
[atepdetic yepes AWS komnonent Amplify nns meperysigy ictopii gaHux 1
yIPaBIIHHS OCBITJIICHHSIM BPYYHY.

6) PiBenb anamituku Ha tuiargopmi AWS
Ile mporpamuuii kommoHeHT Quicksight , mo BinmoBimae 3a 36ip Ta 0OpOOKY

iCTOpI/I‘{HI/IX JaHUX IIPO 4Yac IMPUXoay Ta aAKTHBHICTb ,HaTLII/IKiB.

2.2 IIpoeKTyBaHHS aJITOPUTMY CLHEHAPiI0 ABTOMATHYHOI0 OCBITJICHHSA 32

PO3KJIa/10M NPUXOAY JIIOAUHU

[IpoBenemo mpoekTyBaHHs creHapito. CucremMa pO3yMHOTO OCBITJICHHS
KepYy€ OCBITIICHHSIM Ha OCHOBI1 PO3KJIaly MPUXOJY JIOJUHU Ta JAHUX BiJl TaTYUKIB
pyxy. Y neBHUH 4ac, KOJIM JIFOAMHA 3a3BUYall MOBEPTAETHCS AOJIOMY (HAIIPUKJIIA
micias poOOTH), CHCTEMA aKTUBYE OCBITIICHHS Ha OTPIOHUX JAUISHKAX, HABITH SKIIO
JTATYMKU PYXY I1e He 3aiKCcyBad aKTUBHICTD. SIKIIIO MPOTATOM IMEBHOT'O Yacy PyXy
He OyJ10 BUSBIICHO, CHCTEMa BUMHUKAE CBITIIO JJISI eKOHOMIT eHeprii. Jlani mpo Jac
CIPaIlbOBYBAHHS aTYMKIB Ta BKIIOYEHHS CBITJIA BUKOPHUCTOBYIOTHCS JIJISl aHAITI3Y
Ta MOKPaIIeHHS TOYHOCTI aBTOMATH3aIIii.

brok cxema anroputmy crieHapito HaBeJleHa HA PUCYHKY 2.2.

Peanizaris:

1) 36ip naHwux:

— Jlatunku pyxy ¢IKCYIOTh, KOJIW JIOJMHA TPHUXOIUTH JOJOMY Ta
MepeMilIaeThCs Mo KiMHATaX.
— Yac nmpuxony Qikcyetbes y po3kiail, Hanpukiafd, 3 18:00 no 19:00 —

TUIIOBUM Yac MOBEPHEHHS JIOJIUHU 3 POOOTH.
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Ip OAHWX:
napameTp poaknany
Ta peansHWiA Yac

¥
EpesipKa
peansHoro
yag

ot
]

Yac posknagy?

BrNOYMTIA CBITNO B
KopMoopi

¥
ATPMUMER
BiIKNIOMEHHA CBITNA
Ha 10x8

Yy

BuABneHa Hi 5 _
AKTHBHICTL MMKHYTH CBITNO

BrnoyuTy ceiTno.
3arpumMka 10 cex

Pucynok 2.2 — biok cxema aaroputMy ClieHapiro

2) AJITOpPUTM CIICHAPIIO:

— YV nepenbadyBaHuii yac MOBEpHEHHs JtoauHu (Hampukiaa, o 18:00),
CUCTEMa BKIIIOYAE CBITIIO Y KOPUAOPI, HABITH SIKIIO NAaTYUK PYXy MOKHU
He crpaittoBas. Lle 103Bosie cTBOpUTH KOMGMOPTHE OCBITICHHS ITiJ] 4ac
BXOJY.

— Skmo matuuk pyxy (ikcye aKkTUBHICTh Yy TEPENIOKOi, OCBITICHHS
MIPOJIOBXKYE MPAIIOBATH.

— Sxmo patyuk pyxy He (IKCye aKTHMBHOCTI NPOTAroM 15 XBUIMH
(HampuKnaj, JIOJMHA 3aTpUMajacs 1 He NpUIIa JOAOMY BYACHO),

CBITJIO aBTOMAaTUYHO BUMHUKAETHCS JJIsI EKOHOMIi €Heprii.
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— Cuctema 30upae nani npo (pakTUUHHI Yac MPUXOJY Ta aKTUBHICTh

JaTYUKIB pyXy, II0O0 HAa OCHOBI aHaji3y KOpPUTYBaTH pPO3KJaja
OCBITJICHHSI Ta 3MEHIITYBaTH CHEPTOBUTPATH.
3) AHani3 JaHuX:
— Cucrema aHaii3ye, HACKUTBKA TOYHO Tepea0adeHo Jac MOBEPHCHHS
JIOJMHM 1 K 4aCTO CBITJIO BMUKAETHCS B MOPOKHBOMY OYAMHKY, SIKIIIO
JaTYUKH PyXy HE (DIKCYIOTh aKTUBHICTh. Hampukima, sKIo mpoTsaroM
THXKHS CBITJIO BMHKAJOCS B OYIKYBaHHI, aje JIOJMHA TMPUXOIHIIA
ni3Hime Ha 30 XBUJIMH, CHCTEMa 3alPONOHY€E CKOPUTYBATH PO3KJIA.
st peanizanii kepyBanas [oT mepexero Po3ymMHOro 00’€kTa BUKOPUCTOBYIOTHCS
HACTYIHI CJIy>KOM Ta cepgicu 10t riatpopmu AWS:

AWS loT Core:

Bci mpuctpoi, Taki SK JaTYUKH pPyXy, PO3YMHI JaMIU Ta KOHTPOJICPH
ocBiTieHHs, miakmoueHi 10 AWS IoT Core nys B3aemoii Ta nepegadi janux. AWS
[oT Core 3a0e3neuye 3B'SI30K MPUCTPOIB 13 XMApOIO Ta HAJICHUIIAHHS KOMaH]l Ha
IPUCTPOT JIJIs1 YBIMKHEHHS/BUMKHEHHS CBITJIA.

Amazon QuickSight:

QuickSight BukopucTOoBYy€eThCA IS Bi3yasizallii 310paHuX JaHUX 1 JOTIOMAarae
KOPUCTyBaueBl M0OAYUTH, SIK YAaCTO BMHMKAJOCS CBITJIIO 0e3 HEOoOXiTHOCTI, Ta
3alpOIIOHYBATH ONTHUMAJbHI 3MIHM Yy PO3KIaml s Outbil  e€()EKTUBHOTO
BUKOPHUCTAHHS PECYPCIB.

[Tpuknan anamizy:

AHamiz po3KiIaay NpUXOAy JIIOAWHHU: 3a THXKICHb cucTeMma QikcyBala, 110
JIOWHA 3a3BHYail ToBepTaeThesa aoaomy 3 18.15 mo 18.30, xowa poskian OyB
HajamToBanuid Ha 18.00. CBiTIIO BKIIFOYAIOCS paHilIe, HiX Iie 0y10 HEOOXiaHO, 110
MIPU3BEIIO 10 HEMOTPIOHOTO CTIOKMBAHHS €HEPTii.

Ananiz mamx patamkiB pyxy: Ilporsrom mnepmux 15 XBUIMH Tics
BKJIIOYEHHS CBITJIa B mepeAnokoi pyx ¢ikcyBanocs B 80% Bunankis, aie B 20%
BUITIAJIKIB CBITJIO MPAIIOBAJIO BXOJOCTY, TOMY IIIO JIOAMHA HE MPUXOIUIA TOAOMY

BYacCHO.
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OnTumizanis:

Kopurysanusa posknany: Ha ocHOBI JaHUX 3a THXKIEHb CUCTEMa MPOIOHYE
3MIHUTU 4Yac yBIMKHEHHs cBiTia 3 17:50 nHa 18:10, mo ckopoTuTh HEmoTpiOHE
CIIO’KMBAHHS €Heprii, 30epirarour KoMpopT JUIsl KOpUCTyBaya.

Po3ymHe ouikyBaHHS: SIKIIO AaTUYMK pyXy HE CHPALbOBYE MPOTATOM MEPIINX
5 XBWJIMH NICJS BBIMKHEHHS CBITJa, CUCTEMA 3alpONOHYE BMUKATH CBITIO HAa 50%

SICKPaBOCTI, 1100 3a011a/)KYBaTH €HEPTiI0, JJOKU PyX He Oyze 3adikcoBaHO.
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3 PO3POBKA IoT CACTEMU KEPYBAHHA loT MEPEXEIO
PO3YMHOI'O OB’EKTY

3.1 Po3podka mincucremu IoT mepexi po3ymHOro o0'ekry B cepeloBMINI

Visual Studio Code

Peanizaiiist npoekTy JOKaJIbHOI YACTUHU BUKOHAHO BIPTYaJbHO B
cepenosuii Visual Studio Code, e BukoHaHHs GYHKIIIH MIKPOKOHTPOJIEPY
eMyJIbYEThCs KiacoM AutomationSystem, a po6ora 1aT4uky pyxy Ta Jamra

kinacamu MotionSensor i SmartLight (pucynox 3.1).

%] File Edit Selection View Go Run Terminal Help £ Diploma

@ EXPLORER

~ _DIPLOMA

% AutomationSystempy X  ® MotionSensor.py @ SmartLight.py @ loTDevice.py @ combined_mgqtt_gui.py

@ AutomationSystem.py > €2 sample_mqtt5_client

> _pycache__

> .scode

> aws-iot-device-sdk-python...

> certificates

from IoTDevice import

from SmartLight import SmartLight
from MotionSensor import MotionSensor
from Status import Status

import random

> iatsh import threading

> New folder from datetime impert date

> utils from datetime import datetime
© ®11ipy from os import strerror

@ AutomationSystem.py

B aws-iot-device-sdk-python...

I' Cloud9.yaml

@ combined_mgqtt_gui.py

2 |oTDevice.py

2 main.py

2 MotionSensor.py

2 mqtt5_pubsub.py
out.txt

@ SmartLight.py

@ Status.py

test111.csv

import

from awsiot import mqtts_client_ builder
from awscrt import mqtts,

import

import json

from concurrent.futures import Future
from utils.command_line_utils import CommandLineutils

TIMEOUT = 100

message_topic = "test/topic”

received count = @

received_all event = threading.Event()

Pucynok 3.1 — Emysmsnis migcuctemu cepenouii Visual Studio Code.

B Mopxeni i0t migcucTemi CTBOPEHO JIBa MPUCTPOI: TaTYHK PyXy Ta JamIia.

Peanizarrist mpucTporo 1aMiu 311HCHIOETHCS Yepe3 CTBOpeHu kimac SmartLight .
Kon kimacy HaBeneno B noaatky A. Y manomy kiaci Posymna mammna ( SmartLight ):
— Peamizye  kepyBaHHsS  SCKpaBiCTIO  CBiTIa ~Ta  HWOTO  CTaHOM
(BBIMKHEHO/BUMKHEHO) 4epe3 Kiiac.
— IligTpumye GyHKIIT BCTAaHOBJICHHS SICKPABOCTI, YBIMKHEHHS/BUMKHEHHS

CBITJIa, @ TAKOXK MOCTYMOBOTO 3MEHIIIEHHS sickpaBocTi ( dimming ).
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Peanizamiss mpucTporo aaTdyMka pyxy 3A1MCHIOETBCS 4Yepe3 CTBOPEHUM Kilac

MotionSensor. Ko knacy HaBeneHo B nogatky b. Y manomy kiaci Jlatunk Pyxy

( MotionSensor ):

— JlaTuuk pyxy BKJItouae cBii craryc ( Status.On ), K110 BUABJICHO pyX Yepe3
meton detect motion .

— Skmo npuctpiii mepebyBae B crani Status.Off , BIH He mnepegaBaTume
1HOpMAaILiIo TPO PYX, HABITh AKIIO PyX 3a(iKCOBaAaHUH.

— BukopucToBY€TBHCS IS aBTOMATHYHOTO KEPYBaHHS IHITUMH TMPUCTPOSIMH

(HampuKaj, YBIMKHEHHS CBITJIa IPYU BUSBICHHI PYXY).

B mizcucreMi Takoxk peai3oBaHl HACTYITHI KJIACH.

Kiac Status (Ctanu npuctpoi):

BukopucToByeThes nepertik Status sl mpeACTaBIeHHS IBOX CTaHIB:
— On (BkIIOYEHO)

— Off (BuMKHEHO).

[ToBHHMI KOA KIIacy B 10JaTKy B.

Kiac IoTDevice - e 6a3oBuii kiac ajs Bcix npucTtpoiB B [oT -cucremi, skuii
BH3HAYa€ OCHOBHI BJIACTHBOCTI Ta MOBEIIHKY. BiH € OCHOBOO /151 1HIIIMX KJIACiB,

takux sk SmartLight Ta MotionSensor . [ToBHMIA KO/ Kiacy B 1oaatky I

Knac AutomationSystem (ABTomaru3aiis) [loBamii kon kiacy B nogatky Jl.:

Kepye crinckoM mpucTpoiB (HampHKIIa, CBITUILHUKAMH Ta JaTYNKAMH PyXY) Ta
BUKOHY€ aBTOMaTH4HI 3aBaanHs ( AutomationSystem ):

— YBIMKHEHHS CBITJIA JIJIsl BUSBIICHHS PYXY.

— ABTOMaTHYHE BUMHUKAHHS CBITJa Yepe3 3alaHuil yac 0€3 aKTUBHOCTI.

— 30upae naHi 3 1aTYMKIB Ta 30epirae ix jJisi aHATI3Yy.

— ImiTaTop NaTyMKiB Ta MPUCTPOIB
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Komnonent 3B'13ky uepe3s MQTT:

— Cucrema iHTerponasa 3 npotokoiaom MQTT nnst ynipaBiaiHHS OPUCTPOSIMU Ta
OTpUMaHHS JAaHMX Mpo cTaH ( AutomationSystem ) yepe3 Mqtt Client, sxwuii
nepenae iHGopMaIilo Mpo CTaH JamMnu depe3 tOPIC mepemayd JaHUX, Ta
OTpHMaE JaHi PO3KJIany JJIs aBTOMAaTH3allil CIeHapilo depe3 Apyruii topic
MIPUVHATTSA TaHUX.

— IlinTpumyeThcs MiANKCKa HA TEMY YIPABIIHHS JaMIIO0 Ta 00poOKa KOMaH/I,

10 HAIXO/STh 13 30BHIIIHIX JKEPET.

OcHoOBHI (yHKIIIT CHCTEMH:

— ABToMartm3allisl YBIMKHCHHSI/BUMKHEHHS CBITJIa HA OCHOB1 JaHUX JaTYUKIB
pPyXy.

— Jucranuiiine kepyBanHs uepe3 MQTT: HancunanHs Ta OTpUMaHHSA
MOB1JIOMJIEHB PO CTaH MPHUCTPOIB.

— 30ip Ta 30epiraHHs JaHUX 3 MPUCTPOIB (SICKPaBICTh CBITJA, JIaHl JATYUKIB
PYXy) JUIsl IOJIJIbIIOTO aHaMI3Y.

— TIlinTpumka ¢yHKIIH eHepro30epekeHHS (HaIpHWKIa[, aBTOMAaTUYHE

BUMKHEHHS CBITJIa ITiCIIs 3aJaHOTO Yacy).

3.2 BukopuCcTaHHS aHAJITHYHOro cepmicy Ha AWS Quicksight mas

CTBOPCHHHA IMIPOTHO3Y BKIIOYCHHSHA CBiTJIA.

3.2.1 Orasn moxauBocTeii cepsicy Amazon QuickSight

Amazon QuickSight — me koMIuiekcHUW cepBic Oi3HEC-aHATITHKH, 3a
JIOTIOMOTOI0  SIKOTO KOKHOMY KOPHCTYyBaueBi opranizaiii Oyae mpocTimie
CTBOPIOBATH Bi3yaJi3ailii, BAKOHYBaTH CIIOHTAHHWI aHAI3 Ta MBHUIKO OTPUMYBATH
aHAJITUYHI PE3YyJbTATH HAa OCHOBI CBOIX JIAHUX Yy OYyIb-SIKHI Yac Ta 3 OyJb-IKOTO

npuctpoto. 3a gonomororo QuickSight Bci kKOpucTyBaui MOKYTh BUKOHYBAaTH PI3HI
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aHAJITUYHI 3aBJlaHHs, BUKOPHUCTOBYIOYM T€ came Jpkepeno iHdopmarii, 3a

JOTIOMOT OO0 CYYaCHUX IHTEPAKTUBHUX 1H(POpMALIHHUX HaHEJIEH.

Qaitmn  panux y ¢opmarax XLSX, CSV, TSV, CLF, XLF wMoxHa
3aBaHTa)xyBaTu Oe3nocepeaHro Ha caiTi QuickSight .

Bukonanns ananizy. QuickSight edekTMBHO BUKOHY€ MOIIYK JaHUX Y
HalmomupeHimux peno3utopiax aanux AWS nHa oOmikoBomy 3amuci AWS.
Bkazyemo cepBicy QuickSight ski 3 BUSBIEHUX JDKEpesl JaHUX  CIiJ
BUKOpUCTOBYBaTH. [ToTIM BUOUpaeMo TabIUIIO Ta MPUCTYHAEMO JI0 aHAJI3Y JIaHUX.
[Ilo6 cTBOpUTH Bi3yani3allilo, CIOYaTKy BHUOMpPAEMO MOJS JaHUX, SIKI HEOOXITHO
MpoaHaizyBaTu, abo MepeMillyemMo mojs 0e3nocepeHb0 B 001acTh Bizyasizallii.
Takoxx MOXXHa BUKOPUCTOBYBATH TMO€AHAHHS 000X 1ux crnoco6iB. Cepsic
QuickSight aBromatnuHo BHOepe HAMOUIBIN MIAXOMASIIY Bi3yasi3aililo Ha OCHOBI1

BKa3zaHuX ganux [11].

3.2.2 CTBOpeHHs MPOrHO3y BKJIK4YeHHs cBiTiia Ha AWS Quicksight

CTBOpEeHHSI MPOTHO3Y JUIS CIIEHApil0 aBTOMATHYHOIO OCBITJEHHS 3a
PO3KJIa0M TPHUXOAY JIIOJAWHU 3 BHKOPHCTAHHAM JaTYMKIB PYXy BHKOHYETHCS
HACTYITHHUMH CTAllaMU:

1) BubGupaemo dataset ais1 anamizy, daiin CSV 3 gacom po6otu 10t mpucTpoiB

B JIOKaJIbHIM Mepexi (puc. 3.2).

‘ Datasets ‘

Create a Dataset
FROM NEW DATA SOURCES

Upload a file @Pa, Salesforce

Pucynok 3.2 — Jlomanns datasource
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2) CTBOpPIOEMO aHaJIi3 HA OCHOBI JaHMX. J[JIs1 IIbOTO 3aIMIOBHIOEMO JIESKI OIS

JTAHUX, SIK1 BUKOPUCTAEMO 1 J1alll BUOMpaeMO Bizyamizallito (pucyHok 3.3).

= Data %
Dataset 100%
| - FullWeekMotionSe... |
[ Search fields Q |

[ + CALCULATED FIELD ]

\ # LivingRoomLight

\ H MotionSensor

"

A

{I":I timestamp

1

s Visuals

(T8 [~)

CHANGE VISUAL TYPE

|.—”r_ Line chart

X AKIS

{timestamp (HOUR)

VALUE 2

\ LivingRoomLight (Sum}

\ MotionSensor (Sum)

{ Add a measure

Pucynok 3.3 — HanamtyBanHst mapamMeTpiB MPOTHO3Y JJIsl CIIEHAPII0

aBTOMaTH3allli BKIIOYEHHS CBIT/IA

3) BiamoBigHO 00paHUM JaHMM 3allyCKaeEMO MPOLEC aHai3y B CepBici aws

Quicksight. B pesynbraTi omepxyemMo mependadeHi JaTH 3 MOMIIUBHX

JaciB s 3alycKy Jii CIIEHapil0 aBTOMAaTH3allii BKIIOYEHHS CBITJa

(pucyHok 3.4).
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Sum of Livingroomlight and Sum of Motionsensor by Timestamp

L d
1 egen

MotionSen

12 @ LivingRoo..

PRI TN & U, T

Pucynok 3.4 — PesynbraT ananizy ganux B cepsici aws Quicksight

3.3 JlocaimkeHHs1 MOXKJIMBOCTell peaJji3anii iot cucreMu po3yMHOro

00’eKkTy Ha IuIaTopMmi aws.

[TpoananizyBaBIy CBili MPOEKT, MOXKY 3pOOUTH MOAAIBIII TPUITYIICHHS PO
MIEPCIIEKTUBY MOTO MPOCKTY B 1HIIMX CIICHAPISIX.

[lepcnextuBu Bukopuctanug AWS IoT mist po3ymHOro 06’ €KTy BUXOASTH 32
MexXi 0a30BHX (DYHKITIH. 3a IOMMOMOTOI0 aHATITHYHUX MOXIUBOCTEH AWS MoxHa
HE JIMIIIEe HAJAIITOBYBAaTH CIICHAapii Ha OCHOBI 310paHUX JaHUX, a ¥ MPOTHO3YBATH
noTpedu KOpHUCTyBaya, alanTyBaTH POOOTY CHCTEM MiJ HOTro 3BHYKH Ta HaBIThH
MIPOTIOHYBATH J0JIaTKOBI aBTOMATH3aIlii HA OCHOBI aHAJII3y JIaHHX.

Sk monmampIia TMEpPCNEKTHBA BHUKOPUCTAHHS PE3YJBTATIB MariCTepChKOi
poboTH MOke OyTH PO3BHTOK Ta IOJIMIICHHS (YHKI[IOHATBHUX MOMJIHBOCTEH
CIIeHapiiB MOHITOPHHTY Ta YIpPaBIiHHSA OCBITJICHICTIO, PO3IMHUPEHHS cdep
3aCTOCYBaHHS B PI3HUX PO3YMHUX O00'€KTax, y TOMY YHCII MiIMPUEMCTBAX,
OpraHizaiisix, pi3HUX MICIIX KOJEKTUBHOTO BiJIBITyBaHHS.

[Ticnsa nmpoBeneHoi poOOTH MOXKHA MpOaHATI3yBaTH sIKa peajizallisi CUCTEMU

Kpallla Ta 3py4Hilia, JoKajibHa a00 XMapHa.
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SIKI10 MOCTaBUTH 3alMTaHHSA sKa peani3alis 10t CHCTEMH JIOKaJIbHO a00 Ha

XMapi Kpaille MO>KHa MPOBECTH aHajll3 TOJOBHUX AacIeKTiB, a caMe MHUTAHHS
BapTOCTI, IIBUJKOCTI pearyBaHHs Ta MPOCTOTH peasizalii.

— BapricTs.
HasiBHICTB TOTOBOT IHPPACTPYKTYpPU XMAPHU 3HUKYE BUTPATH Ha JOKAJIbHE anlapaTHe
3abe3rneueHHs. Ane XMapHi miatGopMu MaroTh MOJIENb OIUiaTu '"pay-as-you-go",
Jie BUTpATH 3aJeXaTh BiJ 00csAry gaHux, o0OpoOku ta 30epiranusa. AWS loT Core,
HAIPHKIIAJI, CTATYE TUIATy 3a KoskHe moBimomiaeHHs MQTT, a Takox 3a 30epiraHHs
B Amazon S3 ta 00pobky B AWS Lambda [12].
BuTtpartu nokaneHy peanizaiiiro oomexytoTbes oonannanasaM (ESP32, Raspberry Pi,
CEHCOpPH) 1 € pa3oBUMH. BIICYTHICTh MOCTIMHUX BHUTpAT Ha OOYUCIEHHS Ta
30epiraHHs B XMapi poOUTS i ICIIEBIIO0 JIJI1 MAJIUX MPOCKTIB

— IIBUAKICTE.
JlokanpHa crcTeMa pearye MUTTEBO, OCKUIBKHU JIaH1 0OpOOIISIOTHCS 0€310CePeTHHO
Ha MikpokoHTpoJepi. Tumosi 3arpumMku B ESP32 cxmamarore 6auspko 1-10 wmc,
OCKIIBKH 1€ JIMIIIE BHYTPIIIHIHA ponecopuuit yac [13].
Ha xmapi mporiec BkiIroYae Kijibka €TarliB: mepejada JaHuxX 10 XMapu, 00poOka B
XMapi Ta repegaya KOMaHAW Haszajd. 3arajJlbHUM Yac 3aJIeKHUTh BiJl IIBHIKOCTI
mepexi (TumoBo 50-500 mc) i gacy 06pooku B xmapi (10-100 mc) [14].

— VYcraHoBKa Ta MacIITa0yBaHHS.
[Tpu ycranoBIi Ha XMapi Bxke 3 ToToBi cepBicu (Hanmpukiaa, AWS IoT Core) saxi
HaJal0Th TpocTi B HamamTyBaHHI APl gans migkmioueHHs mpUCTpoiB, 0O0poOKH
naHux 1 kepyBaHHs. s kopuctyBada iHTepdeiic Moke OyTH TPOCTIIIUM.
JlonaBaHHS HOBUX IPUCTPOIB BUMArae JIMIIe peectpaiii B xmapi [15].
IIpu 7nokanpHIA peamizaiii JJIsg KOXXHOTO HOBOTO MPHUCTPOIO MOTPIOHO
J00TPaIibOBYBATH JIOKATbHE MpoTrpaMHe 3a0e3nedyeHns. HamamryBanHs cKitagHime
gyepe3 HeoOX1THICTh iHTerpanii Bpy4ny [16].

OCHOBYIOYHCH Ha PO3TJISTHYTUX apryMEeHTaX MOXHa CKa3aTH, M0 B MUTaHHI

L[IHU XMapHa peaiizailisi € JOPOTUM PIIEHHIM, Y MUTaHHI BUAKOCTI € PI3HUIIS, aJie

BOHa HC TaKa BCJIIMKAa M4 KOPHCTyBada Ta B MMMTAaHHI BCTAHOBJICHHSI Ta
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MacmTabyBaHHsS XMapH1 pIIIEHHS MPOCTIIIl B MacmITaOyBaHHI Ta 1HTerpauii aie

JIOKaJbHA CHCTEMA JIETTIA Y MOYaTKOBINA YCTAHOBIII 111 HEBEJMKHUX NPOeKTiB. Tomy
BCE K TaKu JIOKaJIbHA peaii3alis € OUIbII JeMIEBUINM, ajle CKIaAHIIIUM PIIICHHSIM.
Omxe HalikpamuM BapianToM Oyje 3Mmimrana gopma 10t cucremu, sik B MOTit

poOOTI.
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BHUCHOBKU

B pesynbrati poOoTH 0yi0 NpoBeIeHO AOCIIIKEHHS MOXKIUBOCTEN CI1yK0 Ta
cepBiciB 10t miuaTopM XMapHHUX MpoBaijepiB. byno mpoBeneHO MpPOEKTyBaHHS
0aratopiBHEBO1 apXITEKTYpH 10t CHCTEMH yNPaBIIHHI PO3YMHUM 00’ €KTOM. Takoxk
MIPOBEJICHO MPOEKTYBAHHS aJTOPUTMY CLIEHAPIIO JIOKAJTIbHOI YaCTUHU 10t CUCTEMH B
cepenoBuili visual studio code, Ta Oyn0 CIPOEKTOBAHO Ta MPOMOJEIIbYBAHO 10t
Mepexy po3yMHOTo 00’ekTy. CHpOeKTOBAaHO XMAapHY YacTHHY 10t CHUCTEMHU 13
BUKOPUCTaHHSIM XMapHHUX CEPBICIB Ta 32 JOMOMOI'OI0 OJHOTO 3 XMapHUX CEPBICIB
OTPUMAHO PE3YyJbTAT aHaNi3y y BUIIAAL ¢aiijia 3 MPOrHO30M JIJIsi aBTOMAaTH3allil
CIICHApiF0 aBTOMATH3allil BKIIOYCHHS CBITJIA B JIOKaJbHIN 10t Mepexi po3yMHOTro

00’ €KTY.
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INEPEJIIK BUKOPUCTAHUX PKEPEJI

1. What is 10T [ Enektpounuiéi pecypc] — Pexum gocrymy:
https://aws.amazon.com/what-is/iot/?ncl=h_ls

2. The Art of Smart Living [ Enextponnuii pecypc] — Pexum goctymy:

https://medium.com/@kavisha653/the-art-of-smart-living-python-and-
lot-for-seamless-home-automation-194dec6ee70f

3. Cucrtema ymnpaBiiHHS OCBITJIEHHAM B PozymHomy aomi [EnekTpoHHuUM
pecypc] — Pexum pocrymy https:/smartsys.team/ru/blog/light-smart-
home/

4. Oco0aMBOCTI OCBITJICHHSI B CHUCTeMaxX «pO3yMHHUH Iim» [EnekTpoHHuM
pecypc] — Pexum poctymy: https://evrodom.kh.ua/blog/osobennosti-
osveshcheniya-v-sistemah-umnyy-dom

5. o Take xmapHi TexHosorii [Enexkrponnuii pecypc] — Pexxum mocrymy:
https://wezom.com.ua/ua/blog/scho-take-hmarni-tehnologiyi-
viznachennya-vazhlivist-ta-zastosuvannya

6. Google Cloud Platform [Enmexkrponnuii pecypc] — Pexxkum moctymy:
https://cloud.google.com/

7. o Take Google Cloud? [Enextponnuii pecypc] — Pexum moctymy:
https://wiseit.com.ua/shho-take-google-cloud-platform/

8. What is Azure Internet of Things (1oT)? [Exektponnwuii pecypc] — Pexxum
nocrymy: https://learn.microsoft.com/en-us/azure/iot/iot-introduction

9. What is AWS [Enektponnuii pecypc] — Pexum moctymy:
https://aws.amazon.com/what-is-aws/?ncl=h_Is

10. AWS  loT  [Enmexktponnuii  pecypc] —  Pexmm  moctymy:
https://flexa.cloud/en/o-que-e-aws-iot/

11. What is Amazon QuickSight? [Enextponnuii pecypc] — Pexum noctymy:

https://docs.aws.amazon.com/quicksight/latest/user/welcome.html

12. AWS loT Core Pricing [Enexktponnuii pecypc] — Pexum mocrymy:

https://aws.amazon.com/iot-core/pricing/?ncl=h Is
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13. Espressif Technical Documents [Enektponnuii pecypc|] — Pexum

JOCTYIY: https://www.espressif.com/en/support/documents/technical-

documents
14. AWS |oT Core [Enekrponnuii pecypc] — Pexum goctymy:

https://docs.aws.amazon.com/iot/latest/developerguide/

15. AWS 10T Core Documentation [Enekrponnuii pecypc] — Pexum

nocrymy: https://docs.aws.amazon.com/iot/

16. MQTT Guide [Enextponnuii pecypc] — Pexxum goctymy: https://mqtt.org/
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JTOJATOK A KOJ KJIACY SMARTLIGHT

from IoTDevice import IoTDevice
from Status import Status
import time
class SmartLight (IoTDevice) :
def init (self, id, brightness):
super (). 1init (id)

self. Dbrightness = brightness

def set status(self, status):
if status == Status.On and self. brightness ==
self. Dbrightness = 0
elif status == Status.Off and self. brightness > 0:
self. Dbrightness = 0

self. status = status

def get brightness(self):

return self. Dbrightness

def set brightness(self, brightness):
if self. status == Status.Off and brightness > 0:
self. status = Status.On
elif self. status == Status.On and brightness ==
self. status = Status.Off

self. Dbrightness = brightness
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def gradual dimming(self, steps, duration, delay, step size):

for in range(steps):
new brightness = self. Dbrightness - step size
if (new _brightness >= 0):
self. Dbrightness = new brightness
time.sleep (delay)
self. Dbrightness = 0
self. status = Status.Off



TOJATOK B KOJI KJIACY MOTIONSENSOR

from IoTDevice import IoTDevice

from Status import Status

import random

class MotionSensor (IoTDevice) :

def

def

def

def

def

__init (self, 1id, security status):
super (). init (id)

self. security status = security status
self. motion = False

get security status(self):

return self. security status

set security status(self, security status):

self. security status = security status

get motion (self):
if self. status == Status.Off:

return False

return self. motion

detect motion(self, motion):

if self. status == Status.Off:
self. status = Status.On

self. motion = motion
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JIOJIATOK B KOJI KJIACY STATUS

import enum

class Status (enum.Enum) :
On = 0
Off =1
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JTOJATOK T KOJI KJIACY IOTDEVICES

from Status import Status

class IoTDevice:

def

def

def

def

__init (self, id):

self. id = id
self. status = Status.Off

get status(self):

return self. status

set status(self, status):

self. status = status

get id(self):

return self. id
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JTOJATOK 1 KOJI KJIACY AUTOMATIONSYSTEM

from IoTDevice import IoTDevice

from SmartLight import SmartLight
from MotionSensor import MotionSensor
from Status import Status

import random

import threading

from datetime import date

from datetime import datetime

from os import strerror

import awscrt

from awsiot import mgtt5 client builder
from awscrt import mgttb5, http

import time

import json

from concurrent.futures import Future

from utils.command line utils import CommandLineUtils

# MQTT Configuration
TIMEOUT = 100

message topic = "test/topic"

received count = 0

received all event = threading.Event ()
control topic = "control/lamp"

# cmdData is the arguments/input from the command line placed
into a single struct for

# use in this sample. This handles all of the command line
parsing, wvalidating, etc.

# See the Utils/CommandLineUtils for more information.
cmdData = CommandLineUtils.parse sample input mgtt5 pubsub ()
proxy options = None

future connection success = Future()
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future stopped = Future ()

from datetime import datetime, timedelta

class sample mgtt5 client:
client: mgttb5.Client
name: str
count: int
future stopped: Future

future_connection_success: Future

# Creates a MQTT5 client using direct MQTTS5 via mTLS with
the passed input data.
def init (

self,

input endpoint,

input cert,

input key,

input ca,

input client id,

input client name,

automation_system) -> None:

try:

self.name = input client name

self.future stopped = Future ()

self.future connection success = Future ()

self.client = mgtt5 client builder.mtls from path (
endpoint=input endpoint,
cert filepath=input cert,
pri key filepath=input key,
client id=input client id,
ca filepath=input ca,
on publish received=self.on publish received,

on lifecycle stopped=self.on lifecycle stopped,
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on lifecycle connection success=self.on lifecycle connection suc

cess,

on lifecycle connection failure=self.on lifecycle connection fai

lure,

on lifecycle disconnection=self.on lifecycle disconnection,
)
self.automation system = automation system
except Exception as ex:
print (f"Client creation failed with exception:
{ex}")

raise ex

# Callback when any publish is received
def on publish received(self, publish packet data):
print (f"[{self.name}] Received a publish")

publish packet = publish packet data.publish packet
assert isinstance (publish packet, mgtt5.PublishPacket)
print (f"\tPublish received message on topic:

{publish packet.topic}")
print (£"\tMessage: {publish packet.payload}")

# if (publish packet.user properties is not None):
# if (publish packet.user properties.count > 0):
# for i in range (0,
publish packet.user properties.count):
# user property =
publish packet.user properties[i]
# print (£"\t\twith UserProperty
({user property.name}, {user property.value})")
# yCJIOBME TONMKOB
if publish packet.topic == control topic:
payloadDic = Json.loads (publish packet.payload)
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print (payloadDic)

statusString = payloadDic['Status']

brightnessString = payloadDic['Brightness']

brightness = int (brightnessString)

dateturnString = payloadDic['Timestamp']

# dateturn = str(dateturnString)

if dateturnString == '2024-11-25 18:00:00"' and
statusString == '1"':

self.automation system.set status(Status.On)

self.automation system.set brightness (brightness)
else:
self.automation system.set status(Status.Off)

self.automation system.set brightness (0)

print ("Status '{}'".format (statusString))

# elif publish packet.topic == message topic:

# Callback for the lifecycle event Stopped
def on lifecycle stopped(self, lifecycle stopped data:
mgtt5.LifecycleStoppedData) :
print (f" [{self.name}]: Lifecycle Stopped")
self.future stopped.set result(lifecycle stopped data)

# Callback for the lifecycle event Connection Success

def on lifecycle connection success (self,
lifecycle connect success data:
mgttb.LifecycleConnectSuccessData) :

print (f"{self.name}]: Lifecycle Connection Success")

self.future connection success.set result (lifecycle connect succ

ess data)

# Callback for the lifecycle event Connection Failure
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def on lifecycle connection failure (self,
lifecycle connection failure:
mgtt5.LifecycleConnectFailureData) :
print (f"{self.name}]: Lifecycle Connection Failure")
print (f"{self.name}]: Connection failed with

exception:{lifecycle connection failure.exception}")

# Callback for the lifecycle event Disconnection
def on lifecycle disconnection(self, disconnect data:
mgttb5.LifecycleDisconnectData) :

print (f"{self.name}]: Lifecycle Disconnected")

if (disconnect data.disconnect packet is not None):
print (f"\tDisconnection packet code:
{disconnect data.disconnect packet.reason code}")
print (f"\tDisconnection packet reason:
{disconnect data.disconnect packet.reason string}")

if (disconnect data.disconnect packet.reason code ==

mgtt5.DisconnectReasonCode.SHARED SUBSCRIPTIONS NOT SUPPORTED) :
# Stop the client, which will interrupt the
subscription and stop the sample

self.client.stop()

class AutomationSystem:
def  init (self):
self. devices = []
self. sensor data = []
self.current time = datetime.now() + timedelta(days = 2)
self.is first entry = True
self.time amount = timedelta (seconds=20) # 5 MuHYT
# # Integration of MQTT functionalities with GUI (if needed)
# self.mgtt client = None
# self.setup mgtt ()

# Create MQTT5 client



self.client = mgtt5 client builder.mtls from path (
endpoint=cmdData.input endpoint,
port=cmdData.input port,
cert filepath=cmdData.input cert,
pri key filepath=cmdData.input key,
ca filepath=cmdData.input ca,
http proxy options=proxy options,
on publish received=on publish received,

on lifecycle stopped=on lifecycle stopped,

on lifecycle connection success=on lifecycle connection success,

on lifecycle connection failure=on lifecycle connection failure,
client id=cmdData.input clientId)
print ("MQTT5 Client Created")

subscriber one = sample mgtt5 client (
cmdData.input endpoint, cmdData.input cert,
cmdData.input key, cmdData.input ca,
cmdData.input clientId + "2", "Subscriber One",
self)
subscriber one.client.start()
subscriber one.future connection success.result (60)

print (f" [{subscriber one.name}]: Connected")

if not cmdData.input is ci:
print (f"Connecting to {cmdData.input endpoint}
with client ID '{cmdData.input clientId}'...")
else:

print ("Connecting to endpoint with client ID")

self.client.start ()
lifecycle connect success data =

future connection success.result (TIMEOUT)

42



43

connack packet =
lifecycle connect success data.connack packet

negotiated settings =
lifecycle connect success data.negotiated settings

if not cmdData.input is ci:

print (
f"Connected to

endpoint:'{cmdData.input endpoint}' with Client
ID:'{cmdData.input clientId}' with
reason_code: {repr (connack packet.reason code)}")

# client.start ()

# # Subscribe

# print ("Subscribing to topic
"{}'...".format (message topic))

# subscribe future =

self.client.subscribe (subscribe packet=mgtt5.SubscribePacket (

# subscriptions=[mgtt5.Subscription (
# topic filter=message topic,

# gos=mgtt5.QoS.AT LEAST ONCE,

# callback=on message received) ]
)

# suback = subscribe future.result (TIMEOUT)
# print ("Subscribed with

{}".format (suback.reason codes))

# Subscribe to the shared topic on both subscribers
subscribe packet = mgtt5.SubscribePacket (
subscriptions=[mgtt5.Subscription (
topic_ filter=control topic,

gos=mgtt5.QoS.AT LEAST ONCE) ]

subscribe one future =

subscriber one.client.subscribe (subscribe packet)
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suback one = subscribe one future.result (60)

# print (f"[{subscriber one.name}]: Subscribed to topic
'{message topic}' in shared subscription group
'{message topic}'.")

# print (f"[{subscriber one.name}]: Full subscribed topic
is: '{message topic}' with SubAck code:

{suback one.reason codes}")

print (f" [{subscriber one.name}]: Subscribed to topic
'{control topic}'.")

print (f" [{subscriber one.name}]: Full subscribed topic
is: '{control topic}' with SubAck code:

{suback one.reason codes}")

def get devices(self):
return self. devices
def add devices (self):
sl

SmartLight (0, 0)

ms MotionSensor (0, 0)
self. devices.append(sl)
self. devices.append (ms)
def set brightness(self, brightness):

self. devices[0].set brightness(brightness)

def set status(self, status):

self. devices[0].set status(status)

#rorvka
def exec automation tasks (self):
if self. devices[l].get motion():
self. devices[0].set status(Status.On)

if self. devices[0].get brightness() == 0:



self. devices[0].set brightness (100)

else:
print (' threadID = ', threading.get ident())
print (datetime.now(),' is first entry =',
self.is first entry)
if self.is first entry:
self.current time = datetime.now ()
self.is first entry = False
print (datetime.now (), ' CurrentTime =',
self.current time)
else:
entry period = datetime.now() -
self.current time
print (datetime.now(),' entry period ="',
entry period)
print (datetime.now(),"' is first entry =',
self.is first entry)
if entry period > self.time amount:
self. devices[0].set brightness (0)

self. devices[0].set status(Status.Off)

self.is first entry = True

def randomize (self):

self. devices[0].set brightness(random.randint (0,100))

self. devices[l].detect motion(True 1if

random.randint (0,1) else False)

def randomize detect motion(self):
self. devices[l].detect motion(True if

random.randint (0,1) else False)

return self. sensor data

def get sensor data(self):
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return self. sensor data

def gather sensor data(self):

current time = datetime.now () .strftime ("$H:3M:%S")

self. sensor data.append("[" + str(date.today()) + " "
+ current time + "] " + "Living room Light brightness: " +
str(self. devices[0].get brightness()) + "%" + "\n")

self. sensor data.append("[" + str(date.today()) + " "
+ current time + "] " + "Motion Sensor: " +
str(self. devices[l].get motion()) + "\n\n")

def store sensor data(self):

# return

try:
fo = open('out.txt', "wt")
for line in self. sensor data:

fo.write(line)

fo.close ()

except IOError as e:

print ("Error: ", strerror(e.errno))

# Create MQTT5 client

client = mgtt5 client builder.mtls from path
endpoint=cmdData.input endpoint,
port=cmdData.input port,
cert filepath=cmdData.input cert,
pri key filepath=cmdData.input key,
ca filepath=cmdData.input ca,
http proxy options=proxy options,

on _publish received=on publish received,

S %= = S = S %= = S o

on lifecycle stopped=on lifecycle stopped,

=

on lifecycle connection success=on lifecycle connection success,
#
on lifecycle connection failure=on lifecycle connection failure,

# client id=cmdData.input clientId)
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# print ("MQTTS5 Client Created")

# if not cmdData.input is ci:

# print (f"Connecting to {cmdData.input endpoint}
with client ID '{cmdData.input clientId}'...")

# else:

# print ("Connecting to endpoint with client ID")

# client.start ()

# lifecycle connect success data =
future connection success.result (TIMEOUT)

# connack packet =
lifecycle connect success data.connack packet

# negotiated settings =
lifecycle connect success data.negotiated settings

# if not cmdData.input is ci:

# print (

# f"Connected to
endpoint:'{cmdData.input endpoint}' with Client
ID:'{cmdData.input clientId}' with
reason_code: {repr (connack packet.reason code)}")

[

#print (f"brightness - {self.devices[0].get brightness()}%")

# message string = "brightness"

#1100l
# message = "{} [{}]".format (message string,
self. devices[0].get brightness()) #145
# publish future =
self.client.publish (mgtt5.PublishPacket (
# topic=message topic,
payload=json.dumps (message),

#
# gos=mgtt5.QoS.AT LEAST ONCE
#
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# publish completion data =
publish future.result (TIMEOUT)

# print (publish completion data)

# Callback when any publish is received
def on publish received(publish packet data):
publish packet = publish packet data.publish packet
assert isinstance (publish packet, mgtt5.PublishPacket)
print ("Received message from
topic'{}':{}".format (publish packet.topic,
publish packet.payload))
global received count

received count += 1

# 1f received count == cmdData.input count:
# received all event.set ()
# automation system. devices[0].set status(Status.On)

# Callback for the lifecycle event Stopped
def on lifecycle stopped(lifecycle stopped data:
mgtt5.LifecycleStoppedData) :

print ("Lifecycle Stopped")

global future stopped

future stopped.set result(lifecycle stopped data)

# Callback for the lifecycle event Connection Success
def
on lifecycle connection success(lifecycle connect success data:
mgtt5.LifecycleConnectSuccessData) :
print ("Lifecycle Connection Success")

global future connection success

future connection success.set result(lifecycle connect success d

ata)
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# Callback for the lifecycle event Connection Failure
def
on lifecycle connection failure(lifecycle connection failure:
mgtt5.LifecycleConnectFailureData) :
print ("Lifecycle Connection Failure")
print ("Connection failed with

exception:{}".format (lifecycle connection failure.exception))

# Define MQTT methods from mgtt5 pubsub.py
def on message received(topic, payload, dup, gos, retain,
**kwargs) :
global received count
print ("Received message from topic '{}'".format (topic))
received count += 1

received all event.set()

def mgtt subscribe and publish(client, message topic,
message string, message count):

# Start the MQTT client

print ("Starting MQTT client...")

# client.start ()

# # Subscribe
# print ("Subscribing to topic
"{}'...".format (message_ topic))
# subscribe future =
client.subscribe (subscribe packet=mgtt5.SubscribePacket (
# subscriptions=[mgtt5.Subscription (
topic_ filter=message topic,
gos=mgtt5.QoS.AT LEAST ONCE) ]
))
suback = subscribe future.result (TIMEOUT)
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# print ("Subscribed with {}".format (suback.reason codes))
# # Publish
# 1if message string:
# if message count == 0:
# print ("Sending messages until program killed")
# else:
# print ("Sending {}
message (s)".format (message count))
# publish count =1
# while (publish count <= message count) or

(message count == 0):

# message = "{} [{}]".format (message string,
publish count)

# print ("Publishing message to topic '{}':
{}".format (message topic, message))

# publish future =
client.publish (mgtt5.PublishPacket (

# topic=message topic,

# payload=json.dumps (message string),
# gos=mgtt5.Q0S.AT LEAST ONCE

# ))

id publish completion data =

publish future.result (TIMEOUT)
# print ("PubAck received with

{}".format (repr (publish completion data.puback.reason code)))
# time.sleep (1)
# publish count += 1

received all event.wait (TIMEOUT)

print ("{} message(s) received.".format (received count))

# Unsubscribe

print ("Unsubscribing from topic '{}'".format (message topic))
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unsubscribe future =
client.unsubscribe (unsubscribe packet=mgtt5.UnsubscribePacket (
topic filters=[message topic]))
unsuback = unsubscribe future.result (TIMEOUT)

print ("Unsubscribed with {}".format (unsuback.reason codes))

print ("Stopping Client")
client.stop /()

future stopped = client.stopped()
future stopped.result (TIMEOUT)
print ("Client Stopped!")
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