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THE LAW OF UKRAINE «ON VIRTUAL ASSETS» IN THE CONTEXT OF
THE FATF STANDARDS NATIONAL IMPLEMENTATION

The article is dedicated to crypto-assets regulation both at the international level and at
the national level in Ukraine. It presents a comparative analysis of the Law of Ukraine on
Virtual Assets adopted in 2022 and the FATF Recommendations relating to Virtual Assets and
Virtual Asset Service Providers. Even though a general congruence of these acts is shown, the
publication concludes that the Law of Ukraine, pending its entry into force, is already partly
outdated due to a fast development of the crypto-assets market and technologies. In this regard
the 2021 FATF Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual
Asset Service Providers and the 2023 EU Markets in Crypto-assets Regulation should be taken
into account.
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Problem statement. The issues of crypto-assets legal regulation are new for
national and international law. Many would say that for the moment there is no
consistent international legal regulation on crypto-assets. It is really difficult to develop
it due to the fact that at the national level there are many diverse approaches to their
regulation: from prohibition to promotion. At the same time the crypto-assets market
keeps growing and involving more economic actors!. Consequently, the use of existing
or retrofitted regulation to crypto-assets activities proves to be ineffective. It has been
shown by the effects of the so-called “crypto winter”, which took place in 2022 and
motivated the authorities of many jurisdictions, in particular the EU, to accelerate
the elaboration of a bespoken regulation relating to different aspects of crypto-assets
circulation. In this regard it should be mentioned that on 30 June 2022 the Council
of the EU and the European Parliament reached a provisional agreement on the
markets in crypto-assets (MiCA), finally adopted on 20 April 2023 at first reading by
the European Parliament. This regulation governs issuance and provision of services
related to crypto-assets and, in particular, stablecoins [1]. According to the experts,
MiCA is the only legislation of its kind in the world, which paves the way for other
jurisdictions. It will enter into force between mid-2024 and early 2025.

Thus, cryptoassets legal regulation keeps developing. It concerns not only the

'In January 2023 total crypto spot trading volume reached $1.88 trillion, available at: https://

www.coingecko.com/.
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national or regional level, but the international level as well, even though these
developments may seem not so obvious. In this regard the Financial Action Task Force
(hereinafter — FATF) recommendations are of great importance. Due to the influence
that FATF exercises on the international financial system most states try to follow
and implement them in a more efficient way. Ukraine is not an exception. Actually
the recent Law of Ukraine “On Virtual Assets” of 17 February 2022 [2] (hereinafter
— the Law) is a result of the collaboration of the Ukrainian authorities and the FATF.
Notwithstanding that this law hasn’t entered into force yet?, some of its provisions can
be already considered outdated given the recent developments of the relative FATF
regulation. In addition, it hasn’t solved all issues related to the crypto-assets market in
Ukraine, which, among other things, requires a better and more detailed crypto-assets
classification and analysis to elaborate their targeted legal regulation; a pilot regime
implementation of distributed ledger technologies market infrastructure, etc. [3]. In this
regard Ukraine should also contribute to the formation of a uniform global approach
to mitigate money laundering risks associated with crypto-assets in the framework of
the FATF [4, p. 6], which is to be elaborated taking into account the dynamics of their
technological development and transformation.

Analysis of the latest researches and publications. Due to an innovative
character of crypto-assets and a certain level of unpredictability of their legal regulation
development there are not many complex scientific studies dedicated to them yet. At
the same time some representatives of foreign legal doctrine have made publications
concerning the issues of the FATF crypto-assets regulations. Among them are: D.
Holman, B. Stettner, G. Pavlidis, R. Coelho, J. Fishman and D. Ocampo. In Ukrainian
legal science one can find articles devoted to the different aspects of crypto-assets legal
regime, e.g. their legal nature and other characteristics, like those of O. Bondarenko,
I. Michurin, A. Ovcharenko, S. Hrytsai, etc. Meanwhile, there are only a few authors
whose publications touch upon the above law and problems of its application. In this
regard D. Oliynyk, T. Hudima, V. Ustymenko, R. Jabrailov, O. Chernykh should be
mentioned.

Purpose statement. Taking into consideration the above suggestions, the purpose of
this publication is to compare the provisions of the Law of Ukraine “On Virtual Assets”
and of FATF Recommendation 15 and relative regulations in order to conclude about
their congruence and to provide recommendations for the improvement of the Law.

Main part of the research paper. First of all, a brief characteristic of the FATF
should be given. It is an inter-governmental body established in 1989 on the initiative
of G7 by the Ministers of several jurisdictions. For the moment there are 38 members
of the organ (states, organizations and territories included), the most developed and
important for the world financial system. The membership of the Russian Federation
was suspended on 24 February 2023. Ukraine is not a member of the FATF. Initially
the mandate of the body covered only combating money laundering, mostly regarding
drug trafficking. In this regard the original FATF 40 Recommendations were adopted

2 According to Par. 1 of the Final and Transitional Provisions the law shall enter into force from
the date of entry into force of the Law of Ukraine on Amendments to the Tax Code of Ukraine
regarding the specifics of taxation of operations with virtual assets, but not earlier than the date
of publication of this law. As of May 2023 the amendments to the Tax Code have not been
adopted yet.
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in 1990 as an initiative to minimize the misuse of the financial system for this purpose.
In 2001 its mandate was broadened to include terrorism financing. In this connection, 9
more recommendations were elaborated. The current version of the recommendations
was adopted on 15 February 2012. Interestingly enough the FATF acts are not legally
binding. Being recommendations, they belong to the “soft law” mechanisms. At the
same time due to the specific enforcement mechanism of the FATF states make an
effort to follow them. The measures that could be taken by the body in the case of non-
compliance are based on the so-called “gray” (jurisdictions under increased monitoring)
and “black” (high-risk jurisdictions subject to a Call for Action) lists. Due to the fact
that the FATF members play a significant role within the world financial mechanism
the implications of a country listing have a very serious and almost immediate effect
because its financial system is subjected to heightened scrutiny by all members. In
practice it means bank payments delays, the rise of cross-border transaction costs,
the downgrading of sovereign credit and business ratings by rating agencies, foreign
investments decline, etc.

For the moment there are 25 states in the “graylist” and only 3 states in the
“blacklist™. Unfortunately, despite the effort of the Ukrainian government as of May
2023 Russia hasn’t been included in the lists. Ukraine has been listed twice, in 2002 —
2004 (“blacklist”) and 2010 — 2011 (“graylist”). After this sad experience our country
has been aiming at avoiding the FATF sanctions. It can be supposed that the adoption
of the Law of Ukraine “On Virtual Assets” is part of such endeavors. Actually it is
confirmed by the official statement of the Government of Ukraine, according to which
the law is based on the current standards of regulation of operations with virtual assets
of the FATF [5].

So, let’s consider them in more detail. As it has been already mentioned, crypto-
assets regulation is provided by Recommendation 15 “New technologies”. According
to it, countries and financial institutions are to identify and assess the money laundering
or terrorist financing risks that may arise in relation to (a) the development of new
products and new business practices, including new delivery mechanisms, and (b) the
application of new or developing technologies for both new and pre-existing products.
In the case of financial institutions, such a risk assessment should be undertaken for the
launch of new products, business practices or the use of new or developing technologies.
They must take appropriate measures to manage and mitigate those risks. In this
regard, countries are to ensure that virtual asset service providers are regulated for anti
money laundering/counter financing terrorism purposes, and licensed or registered and
subject to effective systems for monitoring and ensuring compliance with the relevant
measures called for in the FATF Recommendations [6, p. 107].

In June 2019 the FATF adopted Interpretative Note to Recommendation 15 to
further clarify the application of FATF requirements to virtual assets activities or
operations and virtual assets service providers, including with respect to suspicious
transaction reporting. The FATF also adopted a first version of the Guidance on the
Application of a Risk-Based Approach to Virtual Assets and Virtual Asset Service
Providers in June 2019. This Guidance was updated in October 2021.

In Interpretative Note two new glossary definitions were added, in particular, of (1)

3 FATF, High-Risk and Other Monitored Jurisdictions, available at: https://www.fatf-gafi.org/
en/publications.html
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a virtual asset that is understood as a digital representation of value that can be digitally
traded, or transferred, and can be used for payment or investment purposes*, and of (2)
a virtual asset service provider, who can be any natural or legal person that conducts
one or more of the following activities for or on behalf of another natural or legal
person: 1) exchange between virtual assets and fiat currencies; 2) exchange between
one or more forms of virtual assets; 3) transfer of virtual assets; 4) safekeeping and/or
administration of virtual assets or instruments enabling control over virtual assets; and
5) participation in and provision of financial services related to an issuer’s offer and/or
sale of a virtual asset [6, p. 109].

It is predictable that the same terms are defined in the Law as well. Actually the
terminology chosen by Ukraine corresponds to the FATF approach, even though a
growing tendency for different jurisdictions is to use the term “crypto-assets” [7, p.
35]. At the same time the definitions are not identical. Accordingly, virtual assets in
the Law are defined as intangible goods, which are the objects of civil rights, have
a value and are expressed by a set of data in electronic form (Art. 1). In this way
Ukraine has tried to limit the functions that virtual assets can perform in its territory
and to add their civil law characteristics. Such an approach is completely acceptable
and compatible with the recommendation. Regarding virtual asset service providers
in Ukraine they are limited to business entities, i.e. legal entities that conduct one or
more of the following types of activities in the interests of third parties: 1) storage or
administration of virtual assets or virtual asset keys; 2) exchange of virtual assets; 3)
transfer of virtual assets; 4) provision of intermediary services related to virtual assets
(Art. 1). So, even though such an enumeration of virtual asset services does not seem
completely logically consequent (because the first 3 groups of services seem to be
covered by the forth one), it can be considered corresponding to the FATF approach and
even to be potentially broader and embracing more intermediary service categories.

A comprehensive definition of service providers is important for the further
regulation of their activities. Paragraph 2 of Interpretative Note stresses that countries
should identify, evaluate, and understand money laundering, terrorist financing and
mass destruction weapons proliferation financing risks emerging from virtual asset
activities. Based on it, they should apply a risk-based approach to ensure that measures
to prevent or mitigate money laundering and the above financing are commensurate
with the identified risks. In this regard jurisdictions should take appropriate steps to
manage and mitigate the risks that they identify and, accordingly, require virtual asset
service providers to identify, assess, and take effective action to mitigate them as well.

Ukraine has been trying to meet this requirement through Art. 9 of the Law
where the duties of virtual asset service providers are set out. In particular, they
are obliged to: 1) conduct transactions with virtual assets in good faith and at
their own risk; 2) before carrying out transactions with virtual assets, familiarize
themselves with the features of the systems, in which it is planned to conduct
transactions; 3) when carrying out operations with virtual assets, comply with the
requirements of this law, the Law of Ukraine «On Prevention and Counteraction to
Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and Financing

EEINT3

, It is clarified as well that the term “virtual assets” should cover “property,” “proceeds,”
“funds,” “funds or other assets,” or other “corresponding value” (Par. 1 of Interpretative Note
to Recommendation 15).
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of Proliferation of Weapons of Mass Destruction», the Law of Ukraine «On
Currency and Currency Transactionsy, international treaties of Ukraine, other legal
acts regulating the circulation of virtual assets. Among the above acts the Law of
Ukraine «On Prevention and Counteraction to Legalisation (Laundering) of Criminal
Proceeds, Terrorist Financing and Financing of Proliferation of Weapons of Mass
Destruction» contains provisions for the minimization of the risks mentioned in
Interpretative Note. It should be emphasized that for now the provisions of this law
have not been brought into line with the new law on virtual assets yet. It concerns
the notion of virtual assets, regulatory and monitoring authorities®, etc. Thus, an
effective assessment and mitigation of the risks relating to crypto-assets are based
on the application of both laws acting in concert. Though relative amendments are
provided for in the Law on Virtual Assets, they are pending its entry into force.

The next requirement for virtual asset service providers in Par. 3 of Interpretative
Note concerns their licensing or registration. At a minimum, providers should be
licensed or registered in the jurisdiction where they are created. Competent authorities
should take the necessary legal or regulatory measures to prevent criminals or their
associates from participating or controlling activities of a provider. Countries are to
reveal providers functioning without the requisite license or registration and apply
appropriate sanctions.

A separate licensing or registration system is to be created with respect to natural
or legal persons already licensed or registered as financial institutions within those
jurisdictions, which, under such license or registration, are permitted to perform
virtual assets activities and which are already subject to obligations under the FATF
Recommendations (Par. 4 of Interpretative Note).

In this regard the Law fulfills the requirements of the FATF Recommendation
and in Par. 1 of Art. 19 establishes that services relating to the circulation of virtual
assets are provided under the condition of obtaining a prior authorization. What is
more, according to Art. 21 the maintenance of the State Register of Virtual Asset
Service Providers falls within the competence of the National Securities and Stock
Market Commission.

In the light of Par. 5 of Interpretative Note, so as to control the activities of service
providers, countries should ensure that they are supervised or monitored by a competent
authority, which is to conduct a risk-based supervision or monitoring. Supervisors
must have powers to impose a range of disciplinary and financial sanctions, including
the power to withdraw, restrict or suspend the provider’s license or registration,
where applicable. In Ukraine, relative powers are assigned to the National Securities
and Stock Market Commission and the National Bank of Ukraine, which can apply
financial sanctions and other measures. For instance, the Commission can annul a
permit in the case of more than 2 breaches per year (Par. 12 (2) of Art. 19 of the Law).

Paragraph 6 of Interpretative Note also establishes an obligation for countries
to implement a range of effective, proportionate and dissuasive sanctions, whether

s According to the Law on Virtual Assets the competent authorities are the National Securities
and Stock Market Commission (for all virtual assets, besides stablecoins) and the National
Bank of Ukraine (for stablecoins), while in the Law on Money Laundering and Terrorist
Financing Suppression the Ministry of Digital Transformation of Ukraine is still mentioned as
a monitoring authority.
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criminal, civil or administrative, available to deal with virtual asset service providers
that fail to comply with the FATF rules. Unfortunately, this requirement has not been
met fully by Ukraine yet.

With respect to the preventive measures established in Par. 7 of the Note, the
threshold of USD/EUR 1 000 required to conduct customer due diligence verification
is set out in UAH in the Law Final and Transitional Provisions that provide for
amendments to the Law on Money Laundering and Terrorist Financing Suppression.
But due to the devaluation of the Ukrainian currency provoked by the war for now the
mentioned UAH 30 000 no longer correspond to USD/EUR 1 000. So, it seems that a
more flexible approach for the threshold designation is needed.

Finally, Art. 25 of the Law in concordance with Par. 8 of Interpretative Note
establishes the competence of the National Securities and Stock Market Commission
to carry out international cooperation on the basis of reciprocity or on its own initiative,
including the possibility of exchanging limited access information.

Conclusions. So, it can be concluded that the provisions of the Law of Ukraine
on Virtual Assets adopted on 17 February 2022 are mostly consistent with FATF
Recommendation 15 and the 2019 Interpretative Note to it. At the same time for the
moment the provisions of the latter are already partly outdated, which the 2021 FATF
Updated Guidance on Virtual Assets and Virtual Asset Service Providers confirms. In
particular, it expounds and clarifies the issues of stablecoins, peer-to-peer transactions,
non-fungible tokens, etc. The relevance of their regulation is confirmed by the 2023 EU
act on Markets in Crypto-Assets (MiCA) as well. Meanwhile, all these aspects of the
virtual assets market are only slightly touched upon in the Law of Ukraine. It is highly
probable that when it enters into force, it will need even more amendments due to a
fast development of the relative market and new problems arising on the background
of the 2022 Russian invasion of Ukraine. For instance, the issue of donations in crypto-
assets accepted by charitable organizations requires a quick legal solution [8. p. 145].
Thus, we can only hope that the Ukrainian legislator can keep up with the digital age
and contribute to a future-proof economy based on the use of innovative technologies.
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3AKOH YKPATHHU «ITPO BIPTYAJILHI AKTUBU» B KOHTEKCTI
HALIIOHAJIbHOI IMIVIEMEHTALIi CTAHJAPTIB I'PYIIN
3 PO3POBKU ®IHAHCOBUX 3AXO/IB BOPOTbEU
3 BIIMUBAHHSIM TPOLIEI (FATF)

Pesiome

CrarTst npycBsSYeHa IPAaBOBOMY PETYIIIOBAHHIO 00II'y KPHIITOAKTHBIB, SIK HA MIXXHAPOJHO-
My, TaK 1 Ha Hal[lOHAJILHOMY PiBHI B YKpaiHi. BoHa MicTHTB NOPIBHSIbHUIT aHAJI3 TPUITHATOTO
y 2022 poui 3axony Ykpainu «IIpo BipryasnbHi aktuBu» Ta Pexomennauiit [pynu 3 po3pooku
(inancoBux 3axo/iB 00poThOH 3 BiiMuBaHHsM rpotieii (FATF) oo BipTyaabHUX aKTHUBIB Ta
MTOCTAaYaJIbHAKIB MOCIYT, ITOB’A3aHUX 3 00irOM BipTyalbHUX akTHBIB. He3Baxaroun Ha Te, 110, Y
LJIOMY, IPOICMOHCTPOBAHO BiIIIOBIIHICTh MOJIOKEHb 3aKOHY YKpaiHU 3a3HaYC€HUM PEKOMEH-
JlallisiM, poOUTHCS BUCHOBOK ITPO T€, 10 3aKOH YKpaiHH, SIKMI IIe Tak 1 He HaOpaB YMHHOCTI,
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B)XKE € YAaCTKOBO 3aCTapiiuM, 1[0 JIETKO MOSICHIOETHCS IIBUIKAM PO3BUTKOM PUHKY KPHIITOAK-
TUBIB 1 OB’ A3aHUX 13 HUMHU TEXHOJOTIH. Y 3B’SI3Ky 3 UM, YKPaiHCHKOMY 3aKOHOMABITIO CIIiJT
B3sTH 10 yBaru OHOBIEHY iHCTpyKmito ['pymu 3 po3poOku (hiHAHCOBUX 3aXOIiB OOPOTHOM 3
BiIMHUBAHHSM TpPOIIEH M0N0 3aCTOCYBaHHS 10 BipTyaJbHHX aKTHBIB 1 MOCTaYalIbHUKIB IO-
CIIYT, TIOB’I3aHKX 3 001rOM BIpTyallbHUX aKTHBIB, M1JIXO/Y, IO TPYHTYETHCS Ha OLHIII PH3HKIB,
pospobieny y 2021 p., ra Permament €C npo punku kpunrtoakTusiB Bix 2023 p. Oxpemoro
Ta CHELIaJIbHOTO PEryJIOBaHHs Y 3aKOHI MOTPeOyIOTh Taki acleKTH 00Iry KPUITOAKTHBIB, SIK
00ir 3a0e3MmeueHnX KPUNITOAKTHBRIB (TaK 3BaHUX CTEHOIKOWHIB), Oe3MocepeH] TpaH3aKIIii Mix
BJIACHUKaMH KPUNTOAKTUBIB (Tak 3BaHi P2P um peer-to-peer TpaH3akiiii), 06ir HeB3aeMo3aMiH-
HuX TokeHiB (Tak 3BaHUX NFT) Tomo. Permamenrartis iux BiqHOCHH, Ha HAI[IOHAIEHOMY PiB-
Hi, HE TUIBKH JIO3BOJIUTH BUPILIMTH MPOOJIEMy IPaBOBOi HEBM3HAUCHOCTI, ajie i JJOMOMOXE Yy
(bopMyBaHHI INI00ATBHOTO Ta O1IBII KOHIPYEHTHOTO ITPABOBOTO PEKUMY 00Iry KPHUIITOAKTHBIB,
kUi Ou 3a0e3neunB eheKTUBHY OOPOTHOY i3 BIIMHUBAHHSM rpoleii Ta GpiHaHCYBaHHIM TEpO-
pusmy mix erigoto FATF, a, Takox, HamaB O1IbIi TapaHTii KPUIITOIHBECTOPAM.

Ko1040Bi c10Ba: KpUIITOAKTUBH, BipTyalibHI aKTUBH, T0CTaYaIbHUKH ITOCIYT, OB’ I3aHUX
3 00iroMm BipTyanbHUX akTUBIB, [ pyna 3 po3poOku (iHaHCOBHX 3aX0/iB OOPOTHOMU 3 BiIMHBaH-
Hsm rpoteit (FATF), 3akon Ykpainu «IIpo BipTyanbHi akTHBIY.



