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The article explores the possibilities and interna-
tional experience of using multi-functional and
multi-level information blockchain technology,
the main purpose of which is reliable account-
ing of financial transactions with various assets.
A mechanism for determining the legitimacy of
transactions sequence carried out using distrib-
uted ledger technology is considered. The main
directions of the distributed ledger technology
application by the business community in all
spheres and sectors of the global economy are
identified. The mechanism of using smart con-
tracts based on block-technology in the Treasury
servicing system was designed and presented.
The preformed mechanism covers the manage-
ment process of all Treasury servicing proce-
dures of the estimates expenditure part of budget
managers. The complex of advantages from the
implementation of distributed ledger technology
to the Treasury servicing system for state and
local budgets is determined.
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B cmambe uccredyromesl B03MOXHOCMU U
MeX0yHapOOHbIU OrbIM UC0/Ib308aHUSI MHO20-
byHKYUOHa/IbHOU U MHO20ypoBHeBol UHGhop-

MayuoHHoU mexHosio2uu 6/10k4eliH, 0CHOBHOU
yesiblo  komopol  siesisiemcsi  A0CmoBePHbIL
yyem chuHaHCOBbIX onepayuli ¢ pPas/IuYHbIMU
akmugamu. PaccmompeH MexaHu3M  orpede-
JIEHUSI /le2UMUMHOCMU 110c/1e008ame/lbHocmu
mpaH3akyuli, MPoBOOUMbIX C UCIMO/b308aHUEM
MexHOMo2UU  pacrpedesieHHo20  peecmpa.
OnpederieHbl  OCHOBHbIE Harpas/ieHus npu-
MEHEHUST MEeXHO/I02UU PacrpedesieHHo20 pee-
cmpa 6U3Hec-coobuwecmsoM B0 BCeX chepax
u cekmopax MUposol 3KOHOMUKU. Paspabo-
maH u rpeodcmas/ieH MexaHUu3M UCro/1b308a-
HUsI  CMapm-KOHMPakmos Ha OCcHose 6/104-
Holl mexHo/ioeuu 8 cucmeme KasHauyelicko2o
obcnyxusaHus. CehopMUPOBaHHbIL MexaHu3m
oxBambIBaem Mpoyecc Yrpas/ieHust BCceMu
npoyedypamu  KazHa4yelicko2o  06C/yKUBaHUS
cMemHoli  pacxo0Hol  4acmu  GHOXEMHbIX
MeHeoxepos. OripedesieH KOMITIEKC NpeuMy-
wecms om BHeOpPeHUs MexXHO/I02uU pacrpede-
JIEHHO020 peecmpa 8 cucmemy KasHadyelcKo2o
06C/1yKUBAHUST 20CYOapCMBEHHO20 U MECMHbIX
6r00emos.

KntoueBble crnoBa: mexHos102us pacnpeoesneH-
HO20 peecmpa, kasHadelickasi cucmema, Kacco-
BOE UCIO/IHEHUE 610dXemos, 6ro0XKemHbIl npo-
yecc, cMapm-KoHmpaxkm.

B cmammi 0oc/1ioXeH0 MOX/IUBOCMI BUKOPUCMAHHS 6azamogbyHKUiOHa/IbHOI ma 6azamopisHesoi iHghopmayitiHo mexHosoeii 6/10k4eliH, OCHOBHUM Mpu-
3HaYeHHsIM SKOI € HaodiliHuli 0b/IiK (hiHaHCOBUX MpaH3aKyiti 3 pi3HUMU akmusamu. PO32/1IHYmO MEeXaHi3M 3'iCysaHHs PpasoMiPHOCMI Moc/i008HOCMI
mpaH3akyid, siKi 30iUCHIOMBCS 3 BUKOPUCMAaHHSIM mexHos102ii po3rodiieHo20 peecmpy. BusHaueHo, wjo cmpimkuli po38Umok 6/10K4eliH-mexHos1oaii siK y
MI0WUHI QhyHKUIOHYBaHHS KPUMMOB&/TOM, mak i y HarpsiMKy CmeopeHHs1 000amkis 8 0b/iacmi eKOHOMIKU i hiHaHCIB, Wjo npayroroms 3 pisHUMU muramu
chiHaHCOBUX IHCMpPYMeHMIB, BUK/TUKaOMb 6a2amo HOB0BBEOEHb, WO CMOCYOMLCS MUMmaHb yOOCKOHa/IeHHS1 CUCMEM yrnpag/iHHs 6a3amu daHux. BusHa-
4YeHO OCHOBHI HAMPSIMU 10CMYNoB020 BUKOPUCMAHHSI MOMeHYiasly mexHo/102ii po3rooineHo20 peecmpy Gi3HeC-Cri/ibHOMOL0 y BCIX cghepax ma 2asy3sx
CBIMoBOI eKOHOMIKU ma 3pocmaHHs1 iHmepecy 3 60Ky OepasHUX OpaaHis. 3'sicysaHHs XapakmepHUX puc ¢hyHKUiOHyBaHHST iIHcmumymy kasHadelicmsa
B CyyYacHUX yMoBax, a came: OUHaMIYHICMb CaMOPO3BUMKY, 3p0CMaHHs1 BUMO2 00 HaoIlIHOCMI MPOYECY KacoBO20 BUKOHAHHST OepXasHo20 ma MiCUeBuX
6r00Xemig, akmusizayisi IPoYecis PO3WUPEHHST MexX iHghopmayiliHo2o cepedosuLya, MosuLeHHs obcszis 06p06/1HBaHoT iHghopMayii, PO3WUPEHHS Kosla
KOHMPO/IbHUX MOBHOBAKEHb MO0, Gas1o 3MO2y 06IpyHMYyBamu OOUi/TbHICMb MPaKMUYHO20 BUKOpUCMAaHHS 6/10KYeliH mexHo/I0aii 8 cucmemi KasHa-
yelickko2o 06C/1y208yBaHHST BUKOHAHHST GHOOXemiB pi3HUX pigHiB. [MobydosaHO ma npeodcmas/ieHo MexaHi3M BUKOPUCMaHHSI CMapm-KOHMpakmis Ha
OCHOBI 6/10K4YeliH-mexHosIozii 8 cuCmeMi KasHauelicbKo20 06C/Ty208yBaHHS B paMkax €AUHO20 IHGhopMayitiHO20 MPOCMopy, 8 IKOMY (BYHKUIOHYHOMb Kas-
Hayelicmso (Ha pisHi sIK020 BIOKpUMO peecmpayiliHi paxyHKu Ha iM’sl PO3ropsIOHUKIB BIOOXEMHUX KoLwimig) ma KoMepyiltiHi 6aHKu (0e BiOKpumi paxyHKku
KOHMpazeHmis Po3ropsiOHUKIB GHOOXXemHUX Kowmig). MpedcmasseHuli MexaHi3m OXOM/Ie MPOYEC ynpas/iHHs BCiMa npoyedypamu kasHayelicbkozo
06C/1y208yBaHHS BUAAMKOBOI YaCMUHU KOLUMOPUCIB PO3MOpsSiOHUKIB GIOOXEMHUX KOWMIB: B0 yKknadaHHs1 20CrodapChKuX Y200, peecmpauyjii opuouyHUX
ma (biHaHCOBUX 30608 '3aHb, OpaaHis3ayii HaIEXXHO20 PIBHST MONEPEOHLO20 KasHauelcbko2o KOHMPOIKO, 30ICHEHHS ¢hiHaHCOBUX mpaH3akyilti 8 aBmo-
MamuyHOMY PEXUMI 3a YMOBU MOBHO20 BUKOHaHHs1 00208IPHUX YMOB, 00 GhopMyBaHHS1 (hiHaHCOBOI 38IMmHOCMI Ha 3acadax npo3opocmi ma MiHimisayji oii
J100CLKO20 hakmopy. BusHa4eHO KOMII/IEKC nepesag 8id 3arpoBadkeHHs1 MexHO/02ii PO3rodiIeHo20 peecmpy 8 cucmeMy KazHa4yelicbkozo 06c/1y208y-
BaHHS1 depyasHO20 ma Micyesux 6roxemis.

KntouoBi crnosa: mexHosio2isi po3noodineHo20 peecmpy, kasHadelicbka cucmema, Kacose BUKOHaHHs1 6100xemis, 6ro0xemHuli npoyec, CMapm-KoHmMpakm.

Formulation of the problem. The emergence and
active development of blockchain technology became
possible due to the appearance of Bitcoin. In 2008, an
information resource published article titled “Bitcoin:
A Peer-to-Peer Electronic Cash System” authored by
a person or persons under the pseudonym Satoshi
Nakamoto. This article is devoted to the principles of
creating a temporary payment system that is capable
of carrying out electronic transactions between
participants of such system, leaving aside financial
institutions that perform intermediary functions.
Recent conditions for the implementation of the
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cash execution process of state and local budgets,
which in Ukraine is carried out by Treasury bodies,
determine the need for constant modernization, aimed
at ensuring absolute transparency of the budget
process, reliability of transactions with public funds.
Consequently, the use of blockchain technology in
the Treasury servicing system is noteworthy, since
this technology is able to bring the cash execution
process of budget expenditures to an entirely new
quality level.

Analysis of recent research and publications.
The works by the following domestic scientists
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and practitioners are dedicated to the problems of
Treasury servicing of budgets of all levels in Ukraine:
O. Danevich, A. Luchki, B. Malinaka, K. Pavlyuk,
V. Stoyan, P. Petruska, O. Chechulina, S. Yuriy,
L.Deykalo, L.Litvinenko,M.Ogdansky, L. Pushkarenko
etc. At the same time, strategic directions of impro-
vement and information modernization are studied by
such scientists as O. Skorik, Yu. Golinsky, L. Luciv,
L. Gordienko etc. However, despite the depth and
thoroughness of the scientific developments, the
issues of information modernization in the Treasury
servicing system for the execution of state and local
budgets do not lose their relevance and need further
elaboration.

The purpose of the article is to study the ways
of implementing blockchain technology in managing
the process of Treasury servicing of state and local
budgets.

Statement of the main research material.
Blockchain is a multi-functional and multi-level
information technology, the main purpose of which
is to securely account transactions with various
assets. This is a technology for distributed copying
and storage of records of all previously completed
transactions, which in a generalized way is a
chain of information blocks, the volume of which
is constantly increasing due to the addition of new
blocks with records of recent operations. In addition,
this database is chronological. The time of making
records in the database is necessarily related to the
data arrays themselves, which makes the database
non-commutative. Information is represented by a

sequence of records, which is constantly updated.
All the records and additional data are stored in
blocks, which, in turn, exist as a single-linked list.
Each system participant is represented by a node,
which is in constant contact with other nodes (nodes
add new records at the end of the list and inform
everyone about changes in the list) and in which
all the necessary information is accumulated. Each
regular participant, sending a transaction to the
next and signs the hash of the previous transaction
and the public key of the next participant and adds
this information to the end of the transaction. Thus,
the recipient can verify the entire transaction chain
by checking all signatures of previous transaction
participants [1]. It should also be marked that all
transactions are performed exclusively based on
cryptographic confirmation. All network participants
when registering and after installing the necessary
software on the workstation receive two different
cryptographic keys: the private key — used to encrypt
the transaction, the public key — used to verify the
transaction. The mechanism for determining the
validity of the sequence of transactions is shown in
Figure 1.

Thus, each of the system participants signs the
hash of the previous transaction and attaches this
information to the end of the transactions. In this way,
the recipient can verify the entire transaction chain,
since information about the signatures of all previous
transaction participants is available. At the moment,
in the conducted research, experts highlight some
technical features that arise when implementing the
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Figure 1. Mechanism for determining the validity of transactions
using blockchain technology

Source: created by the authors based on [2]
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blockchain, namely, ensuring network bandwidth for
the normal operation of the blockchain and providing
the node with the necessary amount of disk space [3].

The blockchain protocol provides special limi-
tations on the maximum possible number of
transactions at the level of each block, namely the
number of transactions at a certain time interval,
which, accordingly, affects the number of generated
blocks for a certain time. The duration is required to
generate blocks in different systems based on the
blockchain can be different.

However, work is underway to reduce of the blocks
generation time and improved methods are replacing
the previously used generation methods PoS (Proof-
of-stake) and PoW (Proof-of-work), for example,
those that are used on the BitShares platform and
Delegated Proof-Of-Stake. An example of possible
improvements in this area can also be the Lightning
Network technology in which transactions are sent
directly between counterparties and only “control
points” are stored in the blockchain similar to Bank
and insurance deposits. Another problem is related
to the large number of transactions and the need to
store transaction information on each node included
in the blockchain system [2].

Melanie Swan, a researcher and founder of
the Blockchain Research Institute, outlines three
directions for the use of this technology [4]: Block-
chain 1.0 is a currency; Blockchain 2.0 is contracts;
Blockchain 3.0 is an application.

It should also be noted that the rapid development
of blockchain technology causes many innovations
regarding the improvement of database management
systems. Thus, the Tkeycoin financial platform created
the TKEY core, taking the next generation protocol as a
basis, and providing a fundamentally new, higher level
of quality for security and functional characteristics of
the digital ecosystem. Application of original software
solutions and approaches allowed to solve some
problems related to file system reliability, scalability,
performance, system bandwidth, some aspects related
to the specifics of data storage, synchronization with
other existing systems, support for a significant number
of connections to single database. In contemporary
conditions, it is inherent that various projects aimed
at the implementing of distributed ledger technology
are actively being developed in all segments of the
financial market. Extremely high level of security for
data storage and financial transactions is the absolute
appeal of blockchain technology. The potential of
the distributed ledger technology began to be fully
assessed by the business community in 2015 and
today there is a very active interest in it both from
the side of large multinational companies and banks
and from the government bodies of many countries
of the world. The huge number of academic and
corporate developments and studies confirms this.
Many experts note that the implantation and use of
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distributed ledger technology in all areas and sectors
of the world economy is as important as the creating
of a global network. Blockchain technology, due to its
separatedness, validity, and connectivity, provides
a wide range of advantages, including reliability
and data security. This is achieved by the inability
to fake and delete data, exception to the need to
contact financial intermediaries, lack of technological
failures, etc. As a result of the rapid development of
blockchain technologies, there has been a significant
increase in interest in them from public authorities
and private structures. The possibilities of using
this innovative technology in various fields began to
be actively studied: from financial markets to public
administration. In early 2016, the UK Government
Office for Science conducted a detailed study of
blockchain technology and published a report [5]. This
report is devoted to defining the main tasks of the
state in relation to the use of blockchain technology
in the context of providing services to citizens, taking
into account the fact that the distributed ledger
technology can significantly affect business pro-
cesses and the mechanism of public administration.
The implementation of distributed ledger technology
will help achieve significant levels of regulatory
compliance, accountability, and cost-effectiveness. In
addition, representatives of the Council of the Federal
Reserve System and the Federal Reserve Banks of
New York and Chicago conducted research on the
prospects for using blockchain technologies. It was
evaluated the possibility of using this technology in
making payments and operational management, as
well as the risks and benefits associated with the full-
scale and long-term implementation of distributed
ledger technology.

Some expert's express confidence that in the
future it will be possible to carry out even an electoral
process without the possibility of falsification of
results based on this technology, as one of the main
advantages of blockchain technology is that the
recorded information cannot be corrected, removed
or substituted. Special unique encryption algorithms
create this extremely useful feature of the technology.

In recent years, the steady growing interest
in the blockchain has been caused by the active
development of financial and technological platforms
and startups, which are developed and implemented
at the intersection of finance and information
technology. The business models of these startups
are much more profitable on the financial services
market than those presented by large investment
banks. Financial and technological startups, which
are based on blockchain technology, are currently
attracting huge investments. Evidence of this is
Digital Assets Holdings, a company founded by
Blythe Masters, a former top manager at J.P. Morgan.
Now, the startup Masters has attracted investments
in excess of 50 million USD [6].
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The most significant consequence of the
blockchain technology implementation in the
operational management of banking sector entities’
processes is the reduction of data transmission
costs and, as a result, the decrease of system
risks of operational activities. This suggests that in
the future most financial and economic valuation
models with forecasting functions undergo significant
transformation. In addition, it should be noted the
possibility of creating reliable financial instruments
using distributed ledger technology. Experts have
already noted the possibility of creating specialized
innovative assets. The fact of trade option organization
implemented by Ethereum allows specialists to claim
that based on blockchain technology it is possible
to organize trade in a large number of specialized
financial instruments. Therefore, the distributed
ledger technology is quite suitable for use in the
Treasury servicing system for budget execution at
various levels. Let us justify mentioned above.

The dynamic development of the Treasury system
in all developed countries, which use a treasury
form of the budget’s implementation, the growing
requirements for the reliability of the cash execution
process of state and local budgets intensify the
processes of expanding information environment
boundaries of the Treasury system. This will lead to
an increase in the volume of processed information
and the number of transactions. At the same time,
quality parameters of Treasury functioning are
changing, among them: expanded range of control
powers, actively introduced information technologies,
changed function parameters etc.).

According to A. Skorik, in Ukraine, the use of
automated systems ensures the creation of a single
information space that covers all functional areas of
the budget sphere and all participants in the budget
process. The core of building a single information
space for the budget sphere is the full automation of
the Treasury budget servicing process. This ensures
the optimization of integrated budget accounting,
financial control and effective management of state
and local financial resources [7].

Theuseofmoderninformationtechnologiesimplies
the creation of quality new forms of organization of the
activities of the State Treasury servicing of Ukraine
and their structural divisions [8]. In the context of
the foregoing, the introduction of electronic digital
signature in the Treasury system plays a major role.
The first stage in the development of this direction
was the use of a mechanism for remote servicing of
budget institutions using the software and technical
complex “Treasury Client-Treasury”, also introduced
in Ukraine. In contrast to the traditional Treasury
servicing system, the use of the remote service
form has a number of advantages for Treasury
clients, namely, the optimization of administrative
costs for the preparation and delivery of documents;

reduction of paper media; acceleration of information
flows; reduction of errors due to the action of the
human factor; receiving data on account balances
in real time. This is a significant breakthrough in the
Treasury servicing system. However, the growing
requirements for the functioning of the system, such
as: the need to achieve a high level of efficiency
in the implementation of cost estimates for budget
Managers, transparency, security and reliability of
the budget funds transfer process necessitate the
search and use of even more innovative forms of
settlement.

One of the most effective methods of data transfer
and storage when using blockchain technology is a
smart contract, which is a generated program code,
stored and executed in all blocks of the network
simultaneously and in an identical form.

All program logic of a smart contract is recorded
and stored in a block, which is a program container.
It combines all the messages related to this smart
contract. Messages can act as inputs and outputs
of the smart contract program code and lead to
some actions in a real and digital environment
outside of Blockchain [9]. Certain types of concluded
smart contracts allow to fully automated process of
implementation of contractual relationships between
contractors taking into account that such contracts
perform the functions of an independent billing or
contract system. The term “smart contract” appeared
in 1996. Nick Szabo, an IT specialist, a graduate
student at the University of Washington, defined the
smart contract as “a set of promises expressed in
digital form including protocols for the parties to fulfil
those promises” [10]. He cited vending machines
as an example of a “prototype of a primitive smart
contract,” which has the ability to independently
sell goods and services using automated systems.
Therefore, the idea of autonomous execution of
operations without human participation appeared
long before the creation of blockchain technology.
However, the active development of this technology
has significantly influenced the increase in attention
and the expansion of the practice of applying smart
contracts. Elements of a smart contract are the
following objects [11]:

— Contract subject. The program must have
access to the goods or services for which the contract
is concluded and be able to automatically allow or
deny access to them;

— Digital signature. All participants initiate the
transaction by signing the agreement with their
private keys;

— Terms of agreement. Smart contract terms
are presented in the form of an exact sequence of
operations. All participants must sign these terms;

— Decentralized platform. A smart contract is
recorded to a block of chain and distributed data and
stored on its nodes.
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In the blockchain mechanism, a hash is an array
of specific information that is transformed accordingly.
In the case of crypto currencies, this is data related
to the executed transaction. In the case of using
this technology in the Treasury system which is a
much more complex process this array is formed
as a result of the accumulation of information about
smart contracts and the actual state of the entered
unique alphanumeric program code. Thus, the use of
public and private keys by system users is the basis
for a high level of security of blockchain technology
(Figure 2). Consequently, provided that the proposed
mechanism is implemented within the framework
of the single information space where the Treasury
operates (at the level of which registration accounts in
the name of budget funds managers are opened) and
commercial banks (where accounts of contractors of
budget funds managers are opened), at the first stage
an agreement between the budget funds Manager

and an entrepreneur is concluded. This agreement,
subject to the use of distributed ledger technology,
turns into a smart contract.

At the second stage, by registering the
obligations of budget Managers, the Treasury's
powers to exercise preliminary financial control are
implemented. It should be noted that the registration
of financial obligations goes to the plane of an
automatically implemented process. The technology
generates a certain program code with the help of
which the obligations are registered in automatic
mode, provided that these documents (invoices, bills
of lading, certificates of work performed or services
rendered, etc.) and those confirming the fact of their
occurrence will be properly executed simultaneously
with the moment of reflection of these obligations in the
accounting of the budget Manager. Thus, in a single
information space of distributed ledger technology,
accounting and budget accounting are merged.
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Manager of budget _,E
fiinde lmmmmm -
Contractor —>E
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Il Stage Previous financial control

s I —

\ 4

System of Treasuries
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Smart contract
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Figure 2. Mechanism for using smart contracts based on blockchain technology
in the Treasury servicing system

Source: designed by the authors
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The third stage provides for automatic transfer of funds
from accounts opened at the Treasury level in the
name of budget Managers in favour of contractors in
accordance with the terms specified in the agreement
and based on previously registered obligations.
Apayment order which is now formed and submitted in
paper and electronic form to the Treasury authorities,
requires appropriate work by a responsible employee
and therefore some very significant time (with a
significant number of payment orders). When applying
blockchain technology, the procedure is reduced
to a program code, which is formed by the system.
The electronic digital signature of the responsible
officers of the Manager and the Treasury necessarily
confirms the code. At the last fourth stage, financial
reports generated synchronously on the execution
of estimates of budget-funded managers at both the
level of the budget Manager and the Treasury. The
reporting process takes on the features of exceptional
transparency and reliability.

Conclusions. In summary, the results of the
research presented the following. The study has
revealed that the main result of the development
of modern information technologies is the creation
of innovative systems, the main characteristics of
which are reliability, transparency and extraordinary
adaptability to application in almost all spheres of
human activity. Blockchain technology is gradually
taking new positions in almost all parts of the financial
system and this process is steadily gaining momentum.
In turn, the Treasury servicing system in all countries is
a function of the state power, the purpose and specific
features of which encourage the system to constant
self-improvement, expansion of opportunities to create
effective and reliable means of communication, to
develop measures for the introduction of the newest
information technologies, which unify the treasury
procedures and thus can significantly increase the
efficiency and transparency of the state and local
system of cash execution. The use of distributed ledger
technology will lead to a significant simplification of
the Treasury servicing process of budget execution
at all levels, reduction of resource costs, decrease of
document circulation, and full automation of financial
transactions when all conditions stipulated fulfilled by
contractual relations. The implementation of these
innovations should result in high efficiency of the use
of state financial resources and proper state control
at all stages of the budget process, which will prevent
violations of legislation in the budgetary sphere.
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